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By MICHAEL BARBARO

In his first extensive interview
since he began weighing a run for
United States Senate from New
York, Harold E. Ford Jr. dis-
tanced himself from his previous
opposition to same-sex marriage,
his description of himself as “pro-
life” and his push to permit local
police officers to enforce federal
immigration law, and said he
would be a fiercer advocate for
New York than Senator Kirsten
E. Gillibrand. 

In a wide-ranging discussion,

Mr. Ford said that he had missed
politics since leaving Congress
four years ago and believes New
Yorkers would be open to his can-
didacy, despite his Tennessee
roots and intermittent Southern
accent.

In a clear swipe at Ms. Gil-
librand, he said he would not be a
lap dog for Democratic leaders in
Washington, who have rushed to
her defense since Mr. Ford ex-
pressed interest in the seat.

“If I am elected senator from
New York, Harry Reid will not in-
struct me how to vote,” he said,
referring to Mr. Reid’s efforts to

keep him out of the campaign.
Mr. Ford agreed to the inter-

view with The New York Times
as he tests the response to his
possible candidacy. His interest
in the race, reported a week ago,
has set off intense reaction and
furious strategizing among Sen-
ate Democratic leaders and
White House officials, as they try
to discourage his campaign and
avoid an ugly and expensive pri-
mary in September that could
risk losing a crucial Senate seat.

A Ford campaign could be-

Senate Hopeful in New State Airs Evolving Views

OZIER MUHAMMAD/THE NEW YORK TIMES

Harold E. Ford Jr. said he could do more for New York than Senator Kirsten E. Gillibrand.
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By BILL CARTER

NBC may control its air-
waves, but apparently it does
not control Conan O’Brien.

Less than a week after NBC
told him it intended to move
his “Tonight Show” to a new
time, 12:05 a.m., Mr. O’Brien
said he would not agree to
what he considered a demo-
tion for the institution of “The
Tonight Show” — and his own
career — by going along with
the network’s plan to push him
back a half-hour to make room
for his most recent predeces-
sor, Jay Leno. 

Mr. O’Brien’s statement
Tuesday said that he so re-
spected the institution of “The
Tonight Show” that he could
not participate in what “I hon-
estly believe is its destruc-
tion.”

Pointedly, Mr. O’Brien did
not resign or indicate he would

not show up for work. But an
executive at the network who
declined to be identified be-
cause of continuing negotia-
tions said that Mr. O’Brien
would leave once a financial
settlement was reached.

By Hollywood standards,
Mr. O’Brien’s letter was an ex-
traordinary gesture — releas-
ing a statement to make public
his anger at the company pay-
ing him tens of millions of dol-
lars before he even reached a
settlement. 

The closest episode in histo-
ry may be when Jack Paar
walked off the set of “The To-
night Show” in a huff over cor-
porate censorship.

Mr. Paar returned to the
show within a month in 1960,
but few are predicting a recon-
ciliation between Mr. O’Brien
and the network.

NBC executives continued
Tuesday to work toward a fi-
nancial settlement, though
some indicated increasing im-
patience with Mr. O’Brien’s ef-
fort to blame the network for
the three-car pile-up in late
night.

The host, who saw his brief
run as host of “Tonight” cut
short when NBC decided to re-
store Mr. Leno to the 11:35
p.m. time period, has been in-
creasingly upset about how he
believes he was treated by
NBC’s management.

A representative of the host
said Tuesday that Mr. O’Brien
finally reached the point on
Monday where he “sat up all
night drafting the statement.”

The statement also took 

O’Brien Rejects NBC Shift:
He’s Set to Say Good Night
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Conan O’Brien taping “The
Tonight Show” on Tuesday.

New York City officials de-
stroyed tons of new, unworn
clothing and footwear last year
that had been seized in raids on
counterfeit label operations,

abandoning a practice
of giving knockoff
garments to groups
that help the needy.

Last summer, the
Police Department
rented an industrial

shredder to destroy a dozen trac-
tor-trailer loads of bootleg goods
after they were no longer needed
as evidence in legal proceedings.
It also has been shipping truck-
loads of garments to an incinera-
tor in Hempstead, on Long Is-
land, where the city pays about
$150 a ton to burn them. The lost
clothing includes winter jackets,
shirts, pants and underwear.

“All the disposal is done under
the supervision of law enforce-
ment,” said Kathy Dawkins, a
spokeswoman for the city’s De-
partment of Sanitation. “It is
called a witnessed burn.”

Until last April, the city had
turned over some of the seized
goods to not-for-profit organiza-
tions, including World Vision and
the New York City Clothing Bank,
which removed labels and de-
faced the counterfeit trademarks,
then distributed the clothing to
aid groups across the city. 

A spokesman for the Police De-
partment said that no one asked
for the knockoffs in 2009 — an ex-
planation that was bewildering to
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By ANDREW MARTIN 
and MICHELINE MAYNARD

As America recovers from the
worst financial crisis since the
Depression, some of the nation’s
chief executives are offering that
rarest of statements — an apol-
ogy.

But often, their words are so
carefully parsed, scrubbed by
lawyers or picked over by public
relations professionals that it is
unclear just how much mea is in
their culpa. 

The former Time Warner chief,
Gerald M. Levin, dropped jaws
last week by taking the blame for
“the worst deal of the century,”
the decade-old merger of Amer-
ica Online and Time Warner. Yet
few other chief executives, in-
cluding the handful of Wall Street
chieftains who acknowledge mis-
steps, have embraced his plea to
accept personal responsibility for
decisions that have caused pain,
loss and suffering for many ordi-
nary Americans. 

“American culture does not put
a premium on apology,” said Mi-
chael Useem, professor of man-
agement at the Wharton School
at the University of Pennsylva-
nia. “The level of anger in this
public in general is extremely
high against those who led Wall
Street into the abyss, in part be-
cause they never stepped for-
ward to apologize for the mess
they made.”

The art of the nuanced regret
— admitting mistakes without ac-
cepting blame — will be on dis-
play Wednesday at a hearing of
the new Financial Crisis Inquiry
Commission in Washington,
where Lloyd C. Blankfein of Gold-
man Sachs, Jamie Dimon of
JPMorgan Chase, John J. Mack of
Morgan Stanley and Brian T.
Moynihan of Bank of America are
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BEIJING — Google said Tues-
day that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in the country alto-
gether, citing assaults from hack-
ers on its computer systems and
China’s attempts to “limit free
speech on the Web.”

The move, if followed through,
would be a highly unusual rebuke
of China by one of the largest and
most admired technology compa-
nies, which had for years coveted
China’s 300 million Web users. 

Since arriving here in 2006 un-
der an arrangement with the gov-
ernment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what citizens can
read online.

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail user accounts of Chi-
nese human rights activists. 

Those attacks, which Google
said took place last week, were
directed at some 34 companies or
entities, most of them in Silicon
Valley, California, according to
people with knowledge of Goo-
gle’s investigation into the mat-
ter. The attackers may have suc-
ceeded in penetrating elaborate
computer security systems and
obtaining crucial corporate data
and software source codes, 

GOOGLE MAY END
VENTURE IN CHINA
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By SCOTT SHANE

WASHINGTON — As terrorist
plots against the United States
have piled up in recent months,
politicians and the news media
have sounded the alarm with a
riveting message for Americans:
Be afraid. Al Qaeda is on the
march again, targeting the coun-
try from within and without, and
your hapless government cannot
protect you.

But the politically charged
clamor has lumped together dis-
parate cases and obscured the
fact that the enemies on Ameri-
can soil in 2009, rather than a sin-
gle powerful and sophisticated
juggernaut, were a scattered, un-
coordinated group of amateurs
who displayed more fervor than
skill. The weapons were old-fash-
ioned guns and explosives — in
several cases, duds supplied by
F.B.I. informants — with no trace
of the biological or radiological
poisons, let alone the nuclear
bombs, that have long been the
ultimate fear.

And though 2009 brought more
domestic plots, and more serious
plots, than any recent year, their
lethality was relatively modest.
Exactly 14 of the approximately
14,000 murders in the United
States last year resulted from al-
legedly jihadist attacks: 13 people
shot at Fort Hood in Texas in No-
vember and one at a military re-
cruiting station in Little Rock,
Ark., in June.

Such statistics would be no
comfort, of course, if an attack
with mass casualties succeeded
some day. 

Nor do they excuse the ac-
knowledged missteps at the Unit-
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By SIMON ROMERO 
and MARC LACEY

SANTO DOMINGO, Domini-
can Republic — A fierce earth-
quake struck Haiti late Tuesday
afternoon, causing a crowded
hospital to collapse, leveling
countless buildings and shanty-
town dwellings, and bringing
even more suffering to a nation
that was already the hemi-
sphere’s poorest and most disas-
ter-prone.

The earthquake, the worst in
the region in more than 200
years, left the country in a sham-
bles. As night fell in Port-au-
Prince, Haiti’s capital, fires
burned near the shoreline down-
town, but otherwise the city fell
into darkness. The electricity was
out, telephones were not working
and relief workers struggled to
make their way through streets

blocked by rubble.
In the chaos, it was not pos-

sible for officials to determine
how many people had been killed
and injured, but they warned that
the casualties could be substan-
tial. 

The physical toll was easier to
assess. The headquarters of the
United Nations mission was seri-
ously damaged, the United Na-
tions said in a statement, and
many employees were missing.
Part of the national palace had
collapsed, The Associated Press
reported.

A hospital collapsed in Pétion-
ville, a hillside district in Port-au-
Prince that is home to many dip-
lomats and wealthy Haitians, a
videographer for The Associated
Press said. And an American
government official reported see-
ing houses that had tumbled into
a ravine.

Tequila Minsky, a photogra-
pher based in New York who was
in Port-au-Prince, said that a wall
at the front of the Hotel Oloffson
had fallen, killing a passer-by. A
number of nearby buildings had
crumbled, trapping people, she
said, and a Unibank bank build-
ing was badly damaged. People
were screaming. 

“It was general mayhem,” Ms.
Minsky said.

The earthquake, with a magni-
tude estimated at 7.0, struck just
before 5 p.m. local time about 10
miles southwest of Port-au-
Prince, the United States Geolog-
ical Survey said. Many after-
shocks followed and more were
expected, said David Wald, a
Geological Survey seismologist. 

“The main issue here will prob-
ably be shaking,” he said, “and
this is an area that is particularly 

Fierce Quake Devastates Haiti; Worst Is Feared 

IVANOH DEMERS, MONTREAL LA PRESSE, VIA THE CANADIAN PRESS

After a 7.0-magnitude quake, some people received care at a hotel in Haiti’s capital on Tuesday.
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By MICHAEL BARBARO

In his first extensive interview
since he began weighing a run for
United States Senate from New
York, Harold E. Ford Jr. dis-
tanced himself from his previous
opposition to same-sex marriage,
his description of himself as “pro-
life” and his push to permit local
police officers to enforce federal
immigration law, and said he
would be a fiercer advocate for
New York than Senator Kirsten
E. Gillibrand. 

In a wide-ranging discussion,

Mr. Ford said that he had missed
politics since leaving Congress
four years ago and believes New
Yorkers would be open to his can-
didacy, despite his Tennessee
roots and intermittent Southern
accent.

In a clear swipe at Ms. Gil-
librand, he said he would not be a
lap dog for Democratic leaders in
Washington, who have rushed to
her defense since Mr. Ford ex-
pressed interest in the seat.

“If I am elected senator from
New York, Harry Reid will not in-
struct me how to vote,” he said,
referring to Mr. Reid’s efforts to

keep him out of the campaign.
Mr. Ford agreed to the inter-

view with The New York Times
as he tests the response to his
possible candidacy. His interest
in the race, reported a week ago,
has set off intense reaction and
furious strategizing among Sen-
ate Democratic leaders and
White House officials, as they try
to discourage his campaign and
avoid an ugly and expensive pri-
mary in September that could
risk losing a crucial Senate seat.

A Ford campaign could be-

Senate Hopeful in New State Airs Evolving Views

OZIER MUHAMMAD/THE NEW YORK TIMES

Harold E. Ford Jr. said he could do more for New York than Senator Kirsten E. Gillibrand.
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By BILL CARTER

NBC may control its air-
waves, but apparently it does
not control Conan O’Brien.

Less than a week after NBC
told him it intended to move
his “Tonight Show” to a new
time, 12:05 a.m., Mr. O’Brien
said he would not agree to
what he considered a demo-
tion for the institution of “The
Tonight Show” — and his own
career — by going along with
the network’s plan to push him
back a half-hour to make room
for his most recent predeces-
sor, Jay Leno. 

Mr. O’Brien’s statement
Tuesday said that he so re-
spected the institution of “The
Tonight Show” that he could
not participate in what “I hon-
estly believe is its destruc-
tion.”

Pointedly, Mr. O’Brien did
not resign or indicate he would

not show up for work. But an
executive at the network who
declined to be identified be-
cause of continuing negotia-
tions said that Mr. O’Brien
would leave once a financial
settlement was reached.

By Hollywood standards,
Mr. O’Brien’s letter was an ex-
traordinary gesture — releas-
ing a statement to make public
his anger at the company pay-
ing him tens of millions of dol-
lars before he even reached a
settlement. 

The closest episode in histo-
ry may be when Jack Paar
walked off the set of “The To-
night Show” in a huff over cor-
porate censorship.

Mr. Paar returned to the
show within a month in 1960,
but few are predicting a recon-
ciliation between Mr. O’Brien
and the network.

NBC executives continued
Tuesday to work toward a fi-
nancial settlement, though
some indicated increasing im-
patience with Mr. O’Brien’s ef-
fort to blame the network for
the three-car pile-up in late
night.

The host, who saw his brief
run as host of “Tonight” cut
short when NBC decided to re-
store Mr. Leno to the 11:35
p.m. time period, has been in-
creasingly upset about how he
believes he was treated by
NBC’s management.

A representative of the host
said Tuesday that Mr. O’Brien
finally reached the point on
Monday where he “sat up all
night drafting the statement.”

The statement also took 

O’Brien Rejects NBC Shift:
He’s Set to Say Good Night
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Conan O’Brien taping “The
Tonight Show” on Tuesday.

New York City officials de-
stroyed tons of new, unworn
clothing and footwear last year
that had been seized in raids on
counterfeit label operations,

abandoning a practice
of giving knockoff
garments to groups
that help the needy.

Last summer, the
Police Department
rented an industrial

shredder to destroy a dozen trac-
tor-trailer loads of bootleg goods
after they were no longer needed
as evidence in legal proceedings.
It also has been shipping truck-
loads of garments to an incinera-
tor in Hempstead, on Long Is-
land, where the city pays about
$150 a ton to burn them. The lost
clothing includes winter jackets,
shirts, pants and underwear.

“All the disposal is done under
the supervision of law enforce-
ment,” said Kathy Dawkins, a
spokeswoman for the city’s De-
partment of Sanitation. “It is
called a witnessed burn.”

Until last April, the city had
turned over some of the seized
goods to not-for-profit organiza-
tions, including World Vision and
the New York City Clothing Bank,
which removed labels and de-
faced the counterfeit trademarks,
then distributed the clothing to
aid groups across the city. 

A spokesman for the Police De-
partment said that no one asked
for the knockoffs in 2009 — an ex-
planation that was bewildering to
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By ANDREW MARTIN 
and MICHELINE MAYNARD

As America recovers from the
worst financial crisis since the
Depression, some of the nation’s
chief executives are offering that
rarest of statements — an apol-
ogy.

But often, their words are so
carefully parsed, scrubbed by
lawyers or picked over by public
relations professionals that it is
unclear just how much mea is in
their culpa. 

The former Time Warner chief,
Gerald M. Levin, dropped jaws
last week by taking the blame for
“the worst deal of the century,”
the decade-old merger of Amer-
ica Online and Time Warner. Yet
few other chief executives, in-
cluding the handful of Wall Street
chieftains who acknowledge mis-
steps, have embraced his plea to
accept personal responsibility for
decisions that have caused pain,
loss and suffering for many ordi-
nary Americans. 

“American culture does not put
a premium on apology,” said Mi-
chael Useem, professor of man-
agement at the Wharton School
at the University of Pennsylva-
nia. “The level of anger in this
public in general is extremely
high against those who led Wall
Street into the abyss, in part be-
cause they never stepped for-
ward to apologize for the mess
they made.”

The art of the nuanced regret
— admitting mistakes without ac-
cepting blame — will be on dis-
play Wednesday at a hearing of
the new Financial Crisis Inquiry
Commission in Washington,
where Lloyd C. Blankfein of Gold-
man Sachs, Jamie Dimon of
JPMorgan Chase, John J. Mack of
Morgan Stanley and Brian T.
Moynihan of Bank of America are

Continued on Page A22

For Bankers,
Saying ‘Sorry’
Has Its Perils

A black candidate’s surprise decision to
leave the race has led to the likelihood of
a white mayor of New Orleans. PAGE A15

NATIONAL A15-21

Shake-Up in New Orleans Race
A regulator and some lawmakers seek
to block business deals that they say un-
fairly delay competitors from making
generic versions of drugs. PAGE B1

BUSINESS DAY B1-9

Opposing Delays of Generics
An appraisal of the French director Eric
Rohmer by A. O. Scott. PAGE C1

ARTS C1-7

New Wave Classicist

A study cast doubt on the effectiveness
of platelet-rich plasma, a procedure to
treat orthopedic injuries. PAGE A18 

A Therapy Is Questioned

David Raskin, who prosecuted the so-
called 20th hijacker, is likely to get an-
other shot at a 9/11 case. PAGE A23

NEW YORK A23-28

A Seasoned Hand as Prosecutor
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BEIJING — Google said Tues-
day that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in the country alto-
gether, citing assaults from hack-
ers on its computer systems and
China’s attempts to “limit free
speech on the Web.”

The move, if followed through,
would be a highly unusual rebuke
of China by one of the largest and
most admired technology compa-
nies, which had for years coveted
China’s 300 million Web users. 

Since arriving here in 2006 un-
der an arrangement with the gov-
ernment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what citizens can
read online.

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail user accounts of Chi-
nese human rights activists. 

Those attacks, which Google
said took place last week, were
directed at some 34 companies or
entities, most of them in Silicon
Valley, California, according to
people with knowledge of Goo-
gle’s investigation into the mat-
ter. The attackers may have suc-
ceeded in penetrating elaborate
computer security systems and
obtaining crucial corporate data
and software source codes, 

GOOGLE MAY END
VENTURE IN CHINA
OVER CENSORSHIP

REVERSAL OF PRACTICES

Company Says Activists’
E-Mail Accounts

Were Targets
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By SCOTT SHANE

WASHINGTON — As terrorist
plots against the United States
have piled up in recent months,
politicians and the news media
have sounded the alarm with a
riveting message for Americans:
Be afraid. Al Qaeda is on the
march again, targeting the coun-
try from within and without, and
your hapless government cannot
protect you.

But the politically charged
clamor has lumped together dis-
parate cases and obscured the
fact that the enemies on Ameri-
can soil in 2009, rather than a sin-
gle powerful and sophisticated
juggernaut, were a scattered, un-
coordinated group of amateurs
who displayed more fervor than
skill. The weapons were old-fash-
ioned guns and explosives — in
several cases, duds supplied by
F.B.I. informants — with no trace
of the biological or radiological
poisons, let alone the nuclear
bombs, that have long been the
ultimate fear.

And though 2009 brought more
domestic plots, and more serious
plots, than any recent year, their
lethality was relatively modest.
Exactly 14 of the approximately
14,000 murders in the United
States last year resulted from al-
legedly jihadist attacks: 13 people
shot at Fort Hood in Texas in No-
vember and one at a military re-
cruiting station in Little Rock,
Ark., in June.

Such statistics would be no
comfort, of course, if an attack
with mass casualties succeeded
some day. 

Nor do they excuse the ac-
knowledged missteps at the Unit-
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By SIMON ROMERO 
and MARC LACEY

SANTO DOMINGO, Domini-
can Republic — A fierce earth-
quake struck Haiti late Tuesday
afternoon, causing a crowded
hospital to collapse, leveling
countless buildings and shanty-
town dwellings, and bringing
even more suffering to a nation
that was already the hemi-
sphere’s poorest and most disas-
ter-prone.

The earthquake, the worst in
the region in more than 200
years, left the country in a sham-
bles. As night fell in Port-au-
Prince, Haiti’s capital, fires
burned near the shoreline down-
town, but otherwise the city fell
into darkness. The electricity was
out, telephones were not working
and relief workers struggled to
make their way through streets

blocked by rubble.
In the chaos, it was not pos-

sible for officials to determine
how many people had been killed
and injured, but they warned that
the casualties could be substan-
tial. 

The physical toll was easier to
assess. The headquarters of the
United Nations mission was seri-
ously damaged, the United Na-
tions said in a statement, and
many employees were missing.
Part of the national palace had
collapsed, The Associated Press
reported.

A hospital collapsed in Pétion-
ville, a hillside district in Port-au-
Prince that is home to many dip-
lomats and wealthy Haitians, a
videographer for The Associated
Press said. And an American
government official reported see-
ing houses that had tumbled into
a ravine.

Tequila Minsky, a photogra-
pher based in New York who was
in Port-au-Prince, said that a wall
at the front of the Hotel Oloffson
had fallen, killing a passer-by. A
number of nearby buildings had
crumbled, trapping people, she
said, and a Unibank bank build-
ing was badly damaged. People
were screaming. 

“It was general mayhem,” Ms.
Minsky said.

The earthquake, with a magni-
tude estimated at 7.0, struck just
before 5 p.m. local time about 10
miles southwest of Port-au-
Prince, the United States Geolog-
ical Survey said. Many after-
shocks followed and more were
expected, said David Wald, a
Geological Survey seismologist. 

“The main issue here will prob-
ably be shaking,” he said, “and
this is an area that is particularly 

Fierce Quake Devastates Haiti; Worst Is Feared 

IVANOH DEMERS, MONTREAL LA PRESSE, VIA THE CANADIAN PRESS

After a 7.0-magnitude quake, some people received care at a hotel in Haiti’s capital on Tuesday.
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By MICHAEL BARBARO

In his first extensive interview
since he began weighing a run for
United States Senate from New
York, Harold E. Ford Jr. dis-
tanced himself from his previous
opposition to same-sex marriage,
his description of himself as “pro-
life” and his push to permit local
police officers to enforce federal
immigration law, and said he
would be a fiercer advocate for
New York than Senator Kirsten
E. Gillibrand. 

In a wide-ranging discussion,

Mr. Ford said that he had missed
politics since leaving Congress
four years ago and believes New
Yorkers would be open to his can-
didacy, despite his Tennessee
roots and intermittent Southern
accent.

In a clear swipe at Ms. Gil-
librand, he said he would not be a
lap dog for Democratic leaders in
Washington, who have rushed to
her defense since Mr. Ford ex-
pressed interest in the seat.

“If I am elected senator from
New York, Harry Reid will not in-
struct me how to vote,” he said,
referring to Mr. Reid’s efforts to

keep him out of the campaign.
Mr. Ford agreed to the inter-

view with The New York Times
as he tests the response to his
possible candidacy. His interest
in the race, reported a week ago,
has set off intense reaction and
furious strategizing among Sen-
ate Democratic leaders and
White House officials, as they try
to discourage his campaign and
avoid an ugly and expensive pri-
mary in September that could
risk losing a crucial Senate seat.

A Ford campaign could be-

Senate Hopeful in New State Airs Evolving Views

OZIER MUHAMMAD/THE NEW YORK TIMES

Harold E. Ford Jr. said he could do more for New York than Senator Kirsten E. Gillibrand.
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By BILL CARTER

NBC may control its air-
waves, but apparently it does
not control Conan O’Brien.

Less than a week after NBC
told him it intended to move
his “Tonight Show” to a new
time, 12:05 a.m., Mr. O’Brien
said he would not agree to
what he considered a demo-
tion for the institution of “The
Tonight Show” — and his own
career — by going along with
the network’s plan to push him
back a half-hour to make room
for his most recent predeces-
sor, Jay Leno. 

Mr. O’Brien’s statement
Tuesday said that he so re-
spected the institution of “The
Tonight Show” that he could
not participate in what “I hon-
estly believe is its destruc-
tion.”

Pointedly, Mr. O’Brien did
not resign or indicate he would

not show up for work. But an
executive at the network who
declined to be identified be-
cause of continuing negotia-
tions said that Mr. O’Brien
would leave once a financial
settlement was reached.

By Hollywood standards,
Mr. O’Brien’s letter was an ex-
traordinary gesture — releas-
ing a statement to make public
his anger at the company pay-
ing him tens of millions of dol-
lars before he even reached a
settlement. 

The closest episode in histo-
ry may be when Jack Paar
walked off the set of “The To-
night Show” in a huff over cor-
porate censorship.

Mr. Paar returned to the
show within a month in 1960,
but few are predicting a recon-
ciliation between Mr. O’Brien
and the network.

NBC executives continued
Tuesday to work toward a fi-
nancial settlement, though
some indicated increasing im-
patience with Mr. O’Brien’s ef-
fort to blame the network for
the three-car pile-up in late
night.

The host, who saw his brief
run as host of “Tonight” cut
short when NBC decided to re-
store Mr. Leno to the 11:35
p.m. time period, has been in-
creasingly upset about how he
believes he was treated by
NBC’s management.

A representative of the host
said Tuesday that Mr. O’Brien
finally reached the point on
Monday where he “sat up all
night drafting the statement.”

The statement also took 

O’Brien Rejects NBC Shift:
He’s Set to Say Good Night
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Conan O’Brien taping “The
Tonight Show” on Tuesday.

New York City officials de-
stroyed tons of new, unworn
clothing and footwear last year
that had been seized in raids on
counterfeit label operations,

abandoning a practice
of giving knockoff
garments to groups
that help the needy.

Last summer, the
Police Department
rented an industrial

shredder to destroy a dozen trac-
tor-trailer loads of bootleg goods
after they were no longer needed
as evidence in legal proceedings.
It also has been shipping truck-
loads of garments to an incinera-
tor in Hempstead, on Long Is-
land, where the city pays about
$150 a ton to burn them. The lost
clothing includes winter jackets,
shirts, pants and underwear.

“All the disposal is done under
the supervision of law enforce-
ment,” said Kathy Dawkins, a
spokeswoman for the city’s De-
partment of Sanitation. “It is
called a witnessed burn.”

Until last April, the city had
turned over some of the seized
goods to not-for-profit organiza-
tions, including World Vision and
the New York City Clothing Bank,
which removed labels and de-
faced the counterfeit trademarks,
then distributed the clothing to
aid groups across the city. 

A spokesman for the Police De-
partment said that no one asked
for the knockoffs in 2009 — an ex-
planation that was bewildering to
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By ANDREW MARTIN 
and MICHELINE MAYNARD

As America recovers from the
worst financial crisis since the
Depression, some of the nation’s
chief executives are offering that
rarest of statements — an apol-
ogy.

But often, their words are so
carefully parsed, scrubbed by
lawyers or picked over by public
relations professionals that it is
unclear just how much mea is in
their culpa. 

The former Time Warner chief,
Gerald M. Levin, dropped jaws
last week by taking the blame for
“the worst deal of the century,”
the decade-old merger of Amer-
ica Online and Time Warner. Yet
few other chief executives, in-
cluding the handful of Wall Street
chieftains who acknowledge mis-
steps, have embraced his plea to
accept personal responsibility for
decisions that have caused pain,
loss and suffering for many ordi-
nary Americans. 

“American culture does not put
a premium on apology,” said Mi-
chael Useem, professor of man-
agement at the Wharton School
at the University of Pennsylva-
nia. “The level of anger in this
public in general is extremely
high against those who led Wall
Street into the abyss, in part be-
cause they never stepped for-
ward to apologize for the mess
they made.”

The art of the nuanced regret
— admitting mistakes without ac-
cepting blame — will be on dis-
play Wednesday at a hearing of
the new Financial Crisis Inquiry
Commission in Washington,
where Lloyd C. Blankfein of Gold-
man Sachs, Jamie Dimon of
JPMorgan Chase, John J. Mack of
Morgan Stanley and Brian T.
Moynihan of Bank of America are
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BEIJING — Google said Tues-
day that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in the country alto-
gether, citing assaults from hack-
ers on its computer systems and
China’s attempts to “limit free
speech on the Web.”

The move, if followed through,
would be a highly unusual rebuke
of China by one of the largest and
most admired technology compa-
nies, which had for years coveted
China’s 300 million Web users. 

Since arriving here in 2006 un-
der an arrangement with the gov-
ernment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what citizens can
read online.

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail user accounts of Chi-
nese human rights activists. 

Those attacks, which Google
said took place last week, were
directed at some 34 companies or
entities, most of them in Silicon
Valley, California, according to
people with knowledge of Goo-
gle’s investigation into the mat-
ter. The attackers may have suc-
ceeded in penetrating elaborate
computer security systems and
obtaining crucial corporate data
and software source codes, 

GOOGLE MAY END
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Company Says Activists’
E-Mail Accounts
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By SCOTT SHANE

WASHINGTON — As terrorist
plots against the United States
have piled up in recent months,
politicians and the news media
have sounded the alarm with a
riveting message for Americans:
Be afraid. Al Qaeda is on the
march again, targeting the coun-
try from within and without, and
your hapless government cannot
protect you.

But the politically charged
clamor has lumped together dis-
parate cases and obscured the
fact that the enemies on Ameri-
can soil in 2009, rather than a sin-
gle powerful and sophisticated
juggernaut, were a scattered, un-
coordinated group of amateurs
who displayed more fervor than
skill. The weapons were old-fash-
ioned guns and explosives — in
several cases, duds supplied by
F.B.I. informants — with no trace
of the biological or radiological
poisons, let alone the nuclear
bombs, that have long been the
ultimate fear.

And though 2009 brought more
domestic plots, and more serious
plots, than any recent year, their
lethality was relatively modest.
Exactly 14 of the approximately
14,000 murders in the United
States last year resulted from al-
legedly jihadist attacks: 13 people
shot at Fort Hood in Texas in No-
vember and one at a military re-
cruiting station in Little Rock,
Ark., in June.

Such statistics would be no
comfort, of course, if an attack
with mass casualties succeeded
some day. 

Nor do they excuse the ac-
knowledged missteps at the Unit-
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By SIMON ROMERO 
and MARC LACEY

SANTO DOMINGO, Domini-
can Republic — A fierce earth-
quake struck Haiti late Tuesday
afternoon, causing a crowded
hospital to collapse, leveling
countless buildings and shanty-
town dwellings, and bringing
even more suffering to a nation
that was already the hemi-
sphere’s poorest and most disas-
ter-prone.

The earthquake, the worst in
the region in more than 200
years, left the country in a sham-
bles. As night fell in Port-au-
Prince, Haiti’s capital, fires
burned near the shoreline down-
town, but otherwise the city fell
into darkness. The electricity was
out, telephones were not working
and relief workers struggled to
make their way through streets

blocked by rubble.
In the chaos, it was not pos-

sible for officials to determine
how many people had been killed
and injured, but they warned that
the casualties could be substan-
tial. 

The physical toll was easier to
assess. The headquarters of the
United Nations mission was seri-
ously damaged, the United Na-
tions said in a statement, and
many employees were missing.
Part of the national palace had
collapsed, The Associated Press
reported.

A hospital collapsed in Pétion-
ville, a hillside district in Port-au-
Prince that is home to many dip-
lomats and wealthy Haitians, a
videographer for The Associated
Press said. And an American
government official reported see-
ing houses that had tumbled into
a ravine.

Tequila Minsky, a photogra-
pher based in New York who was
in Port-au-Prince, said that a wall
at the front of the Hotel Oloffson
had fallen, killing a passer-by. A
number of nearby buildings had
crumbled, trapping people, she
said, and a Unibank bank build-
ing was badly damaged. People
were screaming. 

“It was general mayhem,” Ms.
Minsky said.

The earthquake, with a magni-
tude estimated at 7.0, struck just
before 5 p.m. local time about 10
miles southwest of Port-au-
Prince, the United States Geolog-
ical Survey said. Many after-
shocks followed and more were
expected, said David Wald, a
Geological Survey seismologist. 

“The main issue here will prob-
ably be shaking,” he said, “and
this is an area that is particularly 

Fierce Quake Devastates Haiti; Worst Is Feared 

IVANOH DEMERS, MONTREAL LA PRESSE, VIA THE CANADIAN PRESS

After a 7.0-magnitude quake, some people received care at a hotel in Haiti’s capital on Tuesday.
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By MICHAEL BARBARO

In his first extensive interview
since he began weighing a run for
United States Senate from New
York, Harold E. Ford Jr. dis-
tanced himself from his previous
opposition to same-sex marriage,
his description of himself as “pro-
life” and his push to permit local
police officers to enforce federal
immigration law, and said he
would be a fiercer advocate for
New York than Senator Kirsten
E. Gillibrand. 

In a wide-ranging discussion,

Mr. Ford said that he had missed
politics since leaving Congress
four years ago and believes New
Yorkers would be open to his can-
didacy, despite his Tennessee
roots and intermittent Southern
accent.

In a clear swipe at Ms. Gil-
librand, he said he would not be a
lap dog for Democratic leaders in
Washington, who have rushed to
her defense since Mr. Ford ex-
pressed interest in the seat.

“If I am elected senator from
New York, Harry Reid will not in-
struct me how to vote,” he said,
referring to Mr. Reid’s efforts to

keep him out of the campaign.
Mr. Ford agreed to the inter-

view with The New York Times
as he tests the response to his
possible candidacy. His interest
in the race, reported a week ago,
has set off intense reaction and
furious strategizing among Sen-
ate Democratic leaders and
White House officials, as they try
to discourage his campaign and
avoid an ugly and expensive pri-
mary in September that could
risk losing a crucial Senate seat.

A Ford campaign could be-

Senate Hopeful in New State Airs Evolving Views

OZIER MUHAMMAD/THE NEW YORK TIMES

Harold E. Ford Jr. said he could do more for New York than Senator Kirsten E. Gillibrand.
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By BILL CARTER

NBC may control its air-
waves, but apparently it does
not control Conan O’Brien.

Less than a week after NBC
told him it intended to move
his “Tonight Show” to a new
time, 12:05 a.m., Mr. O’Brien
said he would not agree to
what he considered a demo-
tion for the institution of “The
Tonight Show” — and his own
career — by going along with
the network’s plan to push him
back a half-hour to make room
for his most recent predeces-
sor, Jay Leno. 

Mr. O’Brien’s statement
Tuesday said that he so re-
spected the institution of “The
Tonight Show” that he could
not participate in what “I hon-
estly believe is its destruc-
tion.”

Pointedly, Mr. O’Brien did
not resign or indicate he would

not show up for work. But an
executive at the network who
declined to be identified be-
cause of continuing negotia-
tions said that Mr. O’Brien
would leave once a financial
settlement was reached.

By Hollywood standards,
Mr. O’Brien’s letter was an ex-
traordinary gesture — releas-
ing a statement to make public
his anger at the company pay-
ing him tens of millions of dol-
lars before he even reached a
settlement. 

The closest episode in histo-
ry may be when Jack Paar
walked off the set of “The To-
night Show” in a huff over cor-
porate censorship.

Mr. Paar returned to the
show within a month in 1960,
but few are predicting a recon-
ciliation between Mr. O’Brien
and the network.

NBC executives continued
Tuesday to work toward a fi-
nancial settlement, though
some indicated increasing im-
patience with Mr. O’Brien’s ef-
fort to blame the network for
the three-car pile-up in late
night.

The host, who saw his brief
run as host of “Tonight” cut
short when NBC decided to re-
store Mr. Leno to the 11:35
p.m. time period, has been in-
creasingly upset about how he
believes he was treated by
NBC’s management.

A representative of the host
said Tuesday that Mr. O’Brien
finally reached the point on
Monday where he “sat up all
night drafting the statement.”

The statement also took 

O’Brien Rejects NBC Shift:
He’s Set to Say Good Night
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Conan O’Brien taping “The
Tonight Show” on Tuesday.

New York City officials de-
stroyed tons of new, unworn
clothing and footwear last year
that had been seized in raids on
counterfeit label operations,

abandoning a practice
of giving knockoff
garments to groups
that help the needy.

Last summer, the
Police Department
rented an industrial

shredder to destroy a dozen trac-
tor-trailer loads of bootleg goods
after they were no longer needed
as evidence in legal proceedings.
It also has been shipping truck-
loads of garments to an incinera-
tor in Hempstead, on Long Is-
land, where the city pays about
$150 a ton to burn them. The lost
clothing includes winter jackets,
shirts, pants and underwear.

“All the disposal is done under
the supervision of law enforce-
ment,” said Kathy Dawkins, a
spokeswoman for the city’s De-
partment of Sanitation. “It is
called a witnessed burn.”

Until last April, the city had
turned over some of the seized
goods to not-for-profit organiza-
tions, including World Vision and
the New York City Clothing Bank,
which removed labels and de-
faced the counterfeit trademarks,
then distributed the clothing to
aid groups across the city. 

A spokesman for the Police De-
partment said that no one asked
for the knockoffs in 2009 — an ex-
planation that was bewildering to
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By ANDREW MARTIN 
and MICHELINE MAYNARD

As America recovers from the
worst financial crisis since the
Depression, some of the nation’s
chief executives are offering that
rarest of statements — an apol-
ogy.

But often, their words are so
carefully parsed, scrubbed by
lawyers or picked over by public
relations professionals that it is
unclear just how much mea is in
their culpa. 

The former Time Warner chief,
Gerald M. Levin, dropped jaws
last week by taking the blame for
“the worst deal of the century,”
the decade-old merger of Amer-
ica Online and Time Warner. Yet
few other chief executives, in-
cluding the handful of Wall Street
chieftains who acknowledge mis-
steps, have embraced his plea to
accept personal responsibility for
decisions that have caused pain,
loss and suffering for many ordi-
nary Americans. 

“American culture does not put
a premium on apology,” said Mi-
chael Useem, professor of man-
agement at the Wharton School
at the University of Pennsylva-
nia. “The level of anger in this
public in general is extremely
high against those who led Wall
Street into the abyss, in part be-
cause they never stepped for-
ward to apologize for the mess
they made.”

The art of the nuanced regret
— admitting mistakes without ac-
cepting blame — will be on dis-
play Wednesday at a hearing of
the new Financial Crisis Inquiry
Commission in Washington,
where Lloyd C. Blankfein of Gold-
man Sachs, Jamie Dimon of
JPMorgan Chase, John J. Mack of
Morgan Stanley and Brian T.
Moynihan of Bank of America are
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David Raskin, who prosecuted the so-
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BEIJING — Google said Tues-
day that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in the country alto-
gether, citing assaults from hack-
ers on its computer systems and
China’s attempts to “limit free
speech on the Web.”

The move, if followed through,
would be a highly unusual rebuke
of China by one of the largest and
most admired technology compa-
nies, which had for years coveted
China’s 300 million Web users. 

Since arriving here in 2006 un-
der an arrangement with the gov-
ernment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what citizens can
read online.

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail user accounts of Chi-
nese human rights activists. 

Those attacks, which Google
said took place last week, were
directed at some 34 companies or
entities, most of them in Silicon
Valley, California, according to
people with knowledge of Goo-
gle’s investigation into the mat-
ter. The attackers may have suc-
ceeded in penetrating elaborate
computer security systems and
obtaining crucial corporate data
and software source codes, 

GOOGLE MAY END
VENTURE IN CHINA
OVER CENSORSHIP

REVERSAL OF PRACTICES

Company Says Activists’
E-Mail Accounts

Were Targets
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By SCOTT SHANE

WASHINGTON — As terrorist
plots against the United States
have piled up in recent months,
politicians and the news media
have sounded the alarm with a
riveting message for Americans:
Be afraid. Al Qaeda is on the
march again, targeting the coun-
try from within and without, and
your hapless government cannot
protect you.

But the politically charged
clamor has lumped together dis-
parate cases and obscured the
fact that the enemies on Ameri-
can soil in 2009, rather than a sin-
gle powerful and sophisticated
juggernaut, were a scattered, un-
coordinated group of amateurs
who displayed more fervor than
skill. The weapons were old-fash-
ioned guns and explosives — in
several cases, duds supplied by
F.B.I. informants — with no trace
of the biological or radiological
poisons, let alone the nuclear
bombs, that have long been the
ultimate fear.

And though 2009 brought more
domestic plots, and more serious
plots, than any recent year, their
lethality was relatively modest.
Exactly 14 of the approximately
14,000 murders in the United
States last year resulted from al-
legedly jihadist attacks: 13 people
shot at Fort Hood in Texas in No-
vember and one at a military re-
cruiting station in Little Rock,
Ark., in June.

Such statistics would be no
comfort, of course, if an attack
with mass casualties succeeded
some day. 

Nor do they excuse the ac-
knowledged missteps at the Unit-
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By SIMON ROMERO 
and MARC LACEY

SANTO DOMINGO, Domini-
can Republic — A fierce earth-
quake struck Haiti late Tuesday
afternoon, causing a crowded
hospital to collapse, leveling
countless buildings and shanty-
town dwellings, and bringing
even more suffering to a nation
that was already the hemi-
sphere’s poorest and most disas-
ter-prone.

The earthquake, the worst in
the region in more than 200
years, left the country in a sham-
bles. As night fell in Port-au-
Prince, Haiti’s capital, fires
burned near the shoreline down-
town, but otherwise the city fell
into darkness. The electricity was
out, telephones were not working
and relief workers struggled to
make their way through streets

blocked by rubble.
In the chaos, it was not pos-

sible for officials to determine
how many people had been killed
and injured, but they warned that
the casualties could be substan-
tial. 

The physical toll was easier to
assess. The headquarters of the
United Nations mission was seri-
ously damaged, the United Na-
tions said in a statement, and
many employees were missing.
Part of the national palace had
collapsed, The Associated Press
reported.

A hospital collapsed in Pétion-
ville, a hillside district in Port-au-
Prince that is home to many dip-
lomats and wealthy Haitians, a
videographer for The Associated
Press said. And an American
government official reported see-
ing houses that had tumbled into
a ravine.

Tequila Minsky, a photogra-
pher based in New York who was
in Port-au-Prince, said that a wall
at the front of the Hotel Oloffson
had fallen, killing a passer-by. A
number of nearby buildings had
crumbled, trapping people, she
said, and a Unibank bank build-
ing was badly damaged. People
were screaming. 

“It was general mayhem,” Ms.
Minsky said.

The earthquake, with a magni-
tude estimated at 7.0, struck just
before 5 p.m. local time about 10
miles southwest of Port-au-
Prince, the United States Geolog-
ical Survey said. Many after-
shocks followed and more were
expected, said David Wald, a
Geological Survey seismologist. 

“The main issue here will prob-
ably be shaking,” he said, “and
this is an area that is particularly 

Fierce Quake Devastates Haiti; Worst Is Feared 

IVANOH DEMERS, MONTREAL LA PRESSE, VIA THE CANADIAN PRESS

After a 7.0-magnitude quake, some people received care at a hotel in Haiti’s capital on Tuesday.
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though Google said it did not it-
self suffer losses of that kind.

While the scope of the hacking
and the motivations and identi-
ties of the hackers remained un-
certain, Google’s response
amounted to an unambiguous re-
pudiation of its own five-year
courtship of the vast China mar-
ket, which most major multi-
national companies consider cru-
cial to their growth prospects. It
is also likely to enrage the Chi-
nese authorities, who deny that
they censor the Internet and are
accustomed to having major for-
eign companies adapt their prac-
tices to Chinese norms.

The company said it would try
to negotiate a new arrangement
to provide uncensored results on
its search site, google.cn. But that
is a highly unlikely prospect in a
country that has the most sweep-
ing Web filtering system in the
world. Google said it would other-
wise cease to run google.cn and
would consider shutting its of-
fices in China, where it employs
some 700 people, many of them
highly compensated software en-
gineers, and has an estimated
$300 million in annual revenue.

Google executives declined to
discuss in detail their reasons for
overturning their China strategy.
But despite a costly investment,
the company has a much smaller
share of the search market here
than it does in other major mar-
kets, commanding only about one
in three searches by Chinese. The
leader in searches, Baidu, is a
Chinese-run company that enjoys
a close relationship with the gov-
ernment.

Google executives have pri-
vately fretted for years that the
company’s decision to censor the
search results on google.cn, to fil-
ter out topics banned by Chinese
censors, was out of sync with the
company’s official motto, “Don’t
be evil.”

“We have decided we are no

longer willing to continue censor-
ing our results on google.cn, and
so over the next few weeks we
will be discussing with the Chi-
nese government the basis on
which we could operate an unfil-
tered search engine within the
law, if at all,” David Drummond,
senior vice president for corpo-
rate development and the chief
legal officer, said in a statement. 

Wenqi Gao, a spokesman for
the Chinese Consulate in New
York, said he did not see any
problems with google.cn. “I want
to reaffirm that China is commit-
ted to protecting the legitimate
rights and interests of foreign
companies in our country,” he
said in a phone interview.

In China, search requests that
include words like “Tiananmen
Square massacre” or “Dalai
Lama” come up blank. In recent
months, the government has also
blocked YouTube, Google’s vid-
eo-sharing service. 

While Google’s business in Chi-
na is now small, analysts say that
the country could soon become
one of the most lucrative Internet
and mobile markets, and a with-
drawal would significantly re-
duce Google’s long-term growth.

“The consequences of not play-
ing the China market could be
very big for any company, but
particularly for an Internet com-
pany that makes its money from
advertising,” said David B. Yoffie,

a Harvard Business School pro-
fessor. Mr. Yoffie said advertising
played an even bigger role in the
Internet in China than it did in
the United States. At the time of
its arrival, the company said that
it believed that the benefits of its
presence in China outweighed
the downside of being forced to
censor some search results here,
as it would provide more infor-
mation and openness to Chinese
citizens. The company, however,
has repeatedly said that it would
monitor restrictions in China.

Google’s announcement Tues-
day drew praise from free speech
and human rights advocates,
many of whom had criticized the
company in the past over its deci-
sion to enter the Chinese market
despite censorship requirements.

“I think it’s both the right move
and a brilliant one,” said Jona-
than Zittrain, a legal scholar at
Harvard’s Berkman Center for
Internet and Society.

Rebecca MacKinnon, a fellow
at the Open Space Institute and
an expert on the Chinese Inter-
net, said that Google had endured
repeated harassment in recent
months and that by having oper-
ations in China it potentially
risked the security of its users in
China. She said many Chinese
dissidents used Gmail because its
servers are hosted overseas and
that it offered extra encryption.

“Unless they turn themselves

into a Chinese company, Google
could not win,” she said. “The
company has clearly put its foot
down and said enough is
enough.”

In the past year, Google has
been increasingly constricted by
the Chinese government. In June,
after briefly blocking access na-
tionwide to its main search en-
gine and other services like
Gmail, the government forced
the company to disable a function
that lets the search engine sug-
gest terms. At the time, the gov-
ernment said it was simply seek-
ing to remove pornographic ma-
terial from the company’s search
engine results. 

Some company executives sug-
gested then that the campaign
was a concerted effort to stain
Google’s image. Since its entry
into China, the company has
steadily lost market share to Bai-
du. 

Google called the attacks high-
ly sophisticated. In the past, such
electronic intrusions have either
exploited the practice of “phish-
ing,” to persuade unsuspecting
users to allow their computers to
be compromised, or exploited
vulnerabilities in software pro-
grams permitting the attacks to
gain control of systems remotely.
Once they have taken over a tar-
get computer, it is possible to
search for specific documents. 

People familiar with the inves-
tigation into the attacks said they
were aimed at source code repos-
itories at high-tech companies.
Source code is the original pro-
grammer’s instructions used to
develop software programs and
can provide both economic ad-
vantages as well as insight into
potential security vulnerabilities.

In its public statement Google
pointed to a United States gov-
ernment report prepared by the
United States-China Economic
and Security Review Commission
in October and an investigation
by Canadian researchers that re-
vealed a vast electronic spying
operation last March.

The Canadian researchers dis-
covered that digital documents
had been stolen via the Internet
from hundreds of government
and private organizations around
the world from computer sys-
tems based in China.

Andrew Jacobs reported from
Beijing, and Miguel Helft and
John Markoff from San Francisco.
David Barboza contributed re-
porting from Shanghai, and Jona-
than Ansfield from Beijing.

Google May End Venture in China Over Censorship

ELIZABETH DALZIEL/ASSOCIATED PRESS

Google’s offices in Beijing, in April 2007. The company said
Tuesday that it would consider ending its operations in China.

From Page A1

By MIGUEL HELFT

SAN FRANCISCO — Google
threatened on Tuesday to pull out
of China after it learned of im-
mense security attacks and at-
tempts to gain access to the
Gmail accounts of Chinese dis-
sidents and human rights activ-
ists.

In addition, the 20 or so other
companies that may also have
been attacked, many of them
American, are now in the difficult
position of deciding whether to
follow Google, whose business in
China is small. While it has sev-
eral hundred employees in China,
Google lags far behind the home-
grown search engine Baidu.

But Google and other compa-
nies like Microsoft of Cisco have
plenty to lose if they were to

abandon what is rapidly becom-
ing one of the most lucrative
technology markets.

Duncan Clark, chairman of
BDA, a consulting firm in Beijing
that advises major telecommuni-
cations and technology compa-
nies, said many other multi-
national companies faced serious
challenges in China. As national-
ism and protectionism builds in
China, he said, many technology
companies have scaled back their
ambitions there, particularly re-
garding content. 

He cited recent crackdowns on
Web sites and an attempt to force
all PC makers to install software
that censors the Internet.

“This has ramifications far be-
yond this case,” he said. “There
have been a raft of decisions and
unpredictability, a kind of un-
pleasantness about what’s hap-
pening here. There’s been this re-
ceived wisdom that no one can af-
ford not to be in China. But that is
being questioned now.”

In an interview, David Drum-
mond, Google’s chief legal officer,
said Google’s revenue in China
was “immaterial.” But he ac-
knowledged that Google could
eventually miss an opportunity
presented by a booming Internet
market. “I suppose there is a risk
there if it becomes a major mar-
ket. We are not going to make a
financially based decision to stay
in a market that is intolerable for
us,” he said.

Google’s decision amounts to
an implicit admission that its
gamble that it could help open
China has failed.

Mr. Drummond said that if the
company could not reach an ac-
commodation with the govern-
ment, it might shut down its Chi-
nese search engine, but it would
try to keep some of the 600 or so
employees in China. 

Yahoo, as well, has come under
sharp attacks from activists.
Rights groups say Yahoo has
helped identify at least four peo-

ple, including the journalist Shi
Tao in 2004, who have since been
imprisoned for voicing dissent
online. Yahoo, which has since
sold its Chinese operations to a
local company, Alibaba, did not
respond to requests for comment.

Microsoft, which has extensive
operations in China, declined to
comment on Google’s moves or
its broader stance toward China.
A Microsoft spokesman, Frank X.
Shaw, said, “We have no indica-
tion that any of our mail proper-
ties has been compromised.”

Many people in Silicon Valley
were surprised by Google’s
stance. “I don’t think anybody is
going to run away from China,”
said Joe Schoendorf, a partner at
Accel Partners, a Silicon Valley
venture capital firm with a major
presence in China. “Google has
Microsoft on the ropes, and China
is arguably the world’s most im-
portant market outside of the
U.S. You don’t walk away from
that on principle.”

Google’s Threat Would Mean Giving Up a Lucrative Market

Brad Stone and Ashlee Vance con-
tributed reporting from San Fran-
cisco and David Barboza from
Shanghai.
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By DAVID BARBOZA

SHANGHAI — If Google pulls out of China because of con-
cerns over government controls, this country could be left with
just one major Internet search engine: Baidu.com.

And while that could initially bolster the prospects of Baidu
(pronounced by-DOO), a home-grown company that is already
dominant here, analysts say Google’s departure could also slow
the overall development of the Internet in China.

“The whole industry will become worse,” said Yu Yang,
chief executive of Analysys International, a Beijing research
firm. “Without competition with Google, Baidu has no motiva-
tion to innovate.”

Analysts say that Baidu established a leading position in
the Chinese market through a combination of factors, including
a keen understanding of local tastes and its willingness to co-
operate with government censorship efforts.

Today Baidu has about 300 million visitors, a market value
of more than $15 billion, and 63 percent of Internet search reve-
nue in China, nearly double the 33 percent share of Google, ac-
cording to iResearch, a Chinese consulting firm.

“It’s a duopoly in China,” said Richard Ji, an analyst at
Morgan Stanley. “There’s just Baidu and Google. And Baidu’s
way ahead.”

The prospect that Baidu could become a de facto monopoly

Baidu’s Gain From Departure
Could Be China’s Loss

Continued on Page 4
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The Chinese Disconnection
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At the end of each season of “The
Amazing Race,” the host always says
something like: “Five continents, 14
countries, 21 days, 25,000 miles. You are
the official winners of ‘The Amazing

Race!’”
At the end of each year’s

Consumer Electronics
Show in Las Vegas, he real-
ly ought to be there at the
airport to greet you: “Five

days, 2,500 exhibitors, 2 million feet of
floor space, 110,000 journalists and in-
dustry reps. You are an official survivor
of C.E.S.!”

And instead of a million dollars, he
should offer you a full night of sleep,
which, at that point, is much more valu-
able.

Every year, the electronics company
lemmings all schedule their big product
announcements at C.E.S., and every
year, all those simultaneous announce-
ments cancel one another out. Instead
of making a big splash, they get
drowned in the roar. 

And no wonder; in many respects,
other than the emergence of 3-D televi-
sion, the themes of this year’s show
were identical to last year’s. Big, bright,
thin, flat TV screens. Eco-conscious de-
sign. Reduced power consumption.
Download services (Vudu, Netflix, Am-
azon) built into more TV sets and Blu-
ray players. Incrementally improved
cameras, camcorders, printers, laptops,
Blu-ray players, accessories, audio gear,
home theater stuff, phones, car elec-

Want It
Or Not, 

TV Goes 3-D

STUART GOLDENBERG
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By MARK LEIBOVICH

WASHINGTON — The four bank-
ers of the apocalypse strode into the
Congressional hearing room and
formed a crooked line. They raised
their hands haltingly, looking at one
another as if to see whether the other
guys were going to do it, too. It was
one of the more indecisive swear-
ings-in you will ever see on Capitol
Hill. 

As cameras clacked Wednesday,
four of the nation’s highest financial
fliers took their places before the 10-
member Financial Crisis Inquiry
Commission charged with determin-
ing the causes of the nation’s finan-

cial debacle. 
The bankers — Lloyd C. Blankfein

of Goldman Sachs, Jamie Dimon of
JPMorgan Chase, John J. Mack of
Morgan Stanley and Brian T. Moyni-
han of Bank of America — joined a
gallery of titans who have suffered
through this ritual: tobacco execu-
tives, automakers and baseball’s
steroid users, among others. Few

Americans remember what they
said, but the images endure as cul-
tural mug shots.

Mr. Dimon (the silver-haired one)
arrived first Wednesday morning,
standing with his arms folded behind
his witness chair, smiling for the
cameras. He accepted a small packet
of peanut butter cookies from a wom-
an in the audience who rushed up to
him. He was joined in chit-chat by
Mr. Blankfein (the bald one), then
Mr. Moynihan (the baby-faced one).

Mr. Mack (the bushy-eyebrowed
one) stood apart from the others in
the back of the hearing room. “I’m 

DOUG MILLS/THE NEW YORK TIMES

Wall Street bankers took oaths at Wednesday’s hearing, from left, Lloyd Blankfein of Goldman Sachs, Jam-
ie Dimon of JPMorgan Chase, John Mack of Morgan Stanley and Brian Moynihan of Bank of America.

Few Burns for Four Bankers on the Hot Seat
MAKING THEIR CASE

Leaders of big banks described the
technical details, but offered little
sense of the human toll. Page B5.

Continued on Page 5

By REED ABELSON

Should someone in Idaho or Nevada have
significantly different health care coverage
from someone in Massachusetts? 

That, essentially, is one of the biggest
questions Congress will be wrestling with as
it tries to meld House and Senate bills into a
single law to revamp the nation’s health care
system. 

The issue has not received as much pub-
licity as controversies like abortion coverage
or the insurance excise tax, but it could
prove just as divisive: what role should the
states play in overseeing the overhaul of the
health insurance market?

The House and Senate take starkly differ-
ent approaches to the question. And some
policy analysts say the version that law-
makers ultimately choose could determine
whether residents in some states end up
with significantly better or worse coverage
than people in other states. 

The House bill envisions a new federal
agency to oversee a national marketplace in
which people could buy insurance. House
leaders said this week that they would fight
to keep that provision in the final legislation.
But the Senate bill calls for the industry
overhaul to take place on the state level, with
marketplaces, or exchanges, set up in each
of the 50 states. 

“It cuts to the core of how we do health
care,” said Peter T. Harbage, a policy analyst
who is a former California state health offi-
cial and has served as a Democratic adviser
on health issues.

Lawmakers will need to decide whether 

Proposals Clash
On States’ Role
In Health Plans

Continued on Page 6

By CLIFFORD KRAUSS

DALLAS — Arabic script is about to
appear on television sets across the
country, with the Texas oilman T. Boone
Pickens helpfully reading an English
translation.

“Go back to sleep, America; the oil
crisis is over,” Mr. Pickens intones,
deadpan, in the new video. Seductive
Middle Eastern music plays in the back-
ground. 

But suddenly, the picture switches to
American troops on a desert battlefield
as flames leap skyward, and Mr. Pick-
ens declares, “I don’t think so!”

What, exactly, is he up to now? 
The Texas billionaire spent much of

the last two years, and $62 million of his
fortune, on an advertising and public re-
lations offensive in which he tried to
persuade Americans to embrace his
Pickens plan. It called for a vast expan-
sion of wind energy to displace natural
gas, freeing the natural gas for use in
vehicles, thus displacing foreign oil. 

No American with a television set
could escape Mr. Pickens’s argument
last year. But somehow, a mass con-
version to natural gas cars failed to en-
sue. 

So now Mr. Pickens is turning up the
volume, and changing his pitch with
some extra alarm bells. He is opening
his wallet to spend millions more on a
new campaign, with the first advertise-
ments scheduled to be broadcast Thurs-

Forget Wind.
Pickens Turns
Focus to Gas.

MATT NAGER FOR THE NEW YORK TIMES

T. Boone Pickens spent $62 million
in a two-year advertising campaign.

Continued on Page 6
By KEITH BRADSHER 
and DAVID BARBOZA

HONG KONG — Google is far from alone among Western companies in
its growing unhappiness with Chinese government policies, although it is high-
ly unusual in threatening to pull out of the country entirely in protest.

Western companies contend that they face a lengthening list of obstacles
to doing business in China, including “buy Chinese” government procurement
policies, widespread counterfeiting and growing restrictions on foreign in-
vestments. 

Some of these obstacles are a result of China’s desire to maintain control
over internal dissent. Others stem from China’s efforts to become in-
ternationally competitive in as many industries as possible.

Google’s difficulties and its strong response are indicative of a broader
shift in sentiment among multinational executives in China.

“I have never seen the foreign business sentiment as pessimistic as it is
right now,” said James McGregor, a consultant in Beijing. “There’s a sense
China is saying, ‘We have your technology and your capital — and now we
have control of the market.’”

Google complained on Tuesday about attacks on its computers that it said 

Google Is Not Alone in Discontent, 
But Its Threat Stands Out

Continued on Page 4
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By DAVID BARBOZA

SHANGHAI — If Google pulls out of China because of con-
cerns over government controls, this country could be left with
just one major Internet search engine: Baidu.com.

And while that could initially bolster the prospects of Baidu
(pronounced by-DOO), a home-grown company that is already
dominant here, analysts say Google’s departure could also slow
the overall development of the Internet in China.

“The whole industry will become worse,” said Yu Yang,
chief executive of Analysys International, a Beijing research
firm. “Without competition with Google, Baidu has no motiva-
tion to innovate.”

Analysts say that Baidu established a leading position in
the Chinese market through a combination of factors, including
a keen understanding of local tastes and its willingness to co-
operate with government censorship efforts.

Today Baidu has about 300 million visitors, a market value
of more than $15 billion, and 63 percent of Internet search reve-
nue in China, nearly double the 33 percent share of Google, ac-
cording to iResearch, a Chinese consulting firm.

“It’s a duopoly in China,” said Richard Ji, an analyst at
Morgan Stanley. “There’s just Baidu and Google. And Baidu’s
way ahead.”

The prospect that Baidu could become a de facto monopoly

Baidu’s Gain From Departure
Could Be China’s Loss
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countries, 21 days, 25,000 miles. You are
the official winners of ‘The Amazing
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At the end of each year’s

Consumer Electronics
Show in Las Vegas, he real-
ly ought to be there at the
airport to greet you: “Five

days, 2,500 exhibitors, 2 million feet of
floor space, 110,000 journalists and in-
dustry reps. You are an official survivor
of C.E.S.!”

And instead of a million dollars, he
should offer you a full night of sleep,
which, at that point, is much more valu-
able.

Every year, the electronics company
lemmings all schedule their big product
announcements at C.E.S., and every
year, all those simultaneous announce-
ments cancel one another out. Instead
of making a big splash, they get
drowned in the roar. 

And no wonder; in many respects,
other than the emergence of 3-D televi-
sion, the themes of this year’s show
were identical to last year’s. Big, bright,
thin, flat TV screens. Eco-conscious de-
sign. Reduced power consumption.
Download services (Vudu, Netflix, Am-
azon) built into more TV sets and Blu-
ray players. Incrementally improved
cameras, camcorders, printers, laptops,
Blu-ray players, accessories, audio gear,
home theater stuff, phones, car elec-
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WASHINGTON — The four bank-
ers of the apocalypse strode into the
Congressional hearing room and
formed a crooked line. They raised
their hands haltingly, looking at one
another as if to see whether the other
guys were going to do it, too. It was
one of the more indecisive swear-
ings-in you will ever see on Capitol
Hill. 

As cameras clacked Wednesday,
four of the nation’s highest financial
fliers took their places before the 10-
member Financial Crisis Inquiry
Commission charged with determin-
ing the causes of the nation’s finan-

cial debacle. 
The bankers — Lloyd C. Blankfein

of Goldman Sachs, Jamie Dimon of
JPMorgan Chase, John J. Mack of
Morgan Stanley and Brian T. Moyni-
han of Bank of America — joined a
gallery of titans who have suffered
through this ritual: tobacco execu-
tives, automakers and baseball’s
steroid users, among others. Few

Americans remember what they
said, but the images endure as cul-
tural mug shots.

Mr. Dimon (the silver-haired one)
arrived first Wednesday morning,
standing with his arms folded behind
his witness chair, smiling for the
cameras. He accepted a small packet
of peanut butter cookies from a wom-
an in the audience who rushed up to
him. He was joined in chit-chat by
Mr. Blankfein (the bald one), then
Mr. Moynihan (the baby-faced one).

Mr. Mack (the bushy-eyebrowed
one) stood apart from the others in
the back of the hearing room. “I’m 
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Wall Street bankers took oaths at Wednesday’s hearing, from left, Lloyd Blankfein of Goldman Sachs, Jam-
ie Dimon of JPMorgan Chase, John Mack of Morgan Stanley and Brian Moynihan of Bank of America.
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Leaders of big banks described the
technical details, but offered little
sense of the human toll. Page B5.
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By REED ABELSON

Should someone in Idaho or Nevada have
significantly different health care coverage
from someone in Massachusetts? 

That, essentially, is one of the biggest
questions Congress will be wrestling with as
it tries to meld House and Senate bills into a
single law to revamp the nation’s health care
system. 

The issue has not received as much pub-
licity as controversies like abortion coverage
or the insurance excise tax, but it could
prove just as divisive: what role should the
states play in overseeing the overhaul of the
health insurance market?

The House and Senate take starkly differ-
ent approaches to the question. And some
policy analysts say the version that law-
makers ultimately choose could determine
whether residents in some states end up
with significantly better or worse coverage
than people in other states. 

The House bill envisions a new federal
agency to oversee a national marketplace in
which people could buy insurance. House
leaders said this week that they would fight
to keep that provision in the final legislation.
But the Senate bill calls for the industry
overhaul to take place on the state level, with
marketplaces, or exchanges, set up in each
of the 50 states. 

“It cuts to the core of how we do health
care,” said Peter T. Harbage, a policy analyst
who is a former California state health offi-
cial and has served as a Democratic adviser
on health issues.

Lawmakers will need to decide whether 
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By CLIFFORD KRAUSS

DALLAS — Arabic script is about to
appear on television sets across the
country, with the Texas oilman T. Boone
Pickens helpfully reading an English
translation.

“Go back to sleep, America; the oil
crisis is over,” Mr. Pickens intones,
deadpan, in the new video. Seductive
Middle Eastern music plays in the back-
ground. 

But suddenly, the picture switches to
American troops on a desert battlefield
as flames leap skyward, and Mr. Pick-
ens declares, “I don’t think so!”

What, exactly, is he up to now? 
The Texas billionaire spent much of

the last two years, and $62 million of his
fortune, on an advertising and public re-
lations offensive in which he tried to
persuade Americans to embrace his
Pickens plan. It called for a vast expan-
sion of wind energy to displace natural
gas, freeing the natural gas for use in
vehicles, thus displacing foreign oil. 

No American with a television set
could escape Mr. Pickens’s argument
last year. But somehow, a mass con-
version to natural gas cars failed to en-
sue. 

So now Mr. Pickens is turning up the
volume, and changing his pitch with
some extra alarm bells. He is opening
his wallet to spend millions more on a
new campaign, with the first advertise-
ments scheduled to be broadcast Thurs-
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in a two-year advertising campaign.
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its growing unhappiness with Chinese government policies, although it is high-
ly unusual in threatening to pull out of the country entirely in protest.

Western companies contend that they face a lengthening list of obstacles
to doing business in China, including “buy Chinese” government procurement
policies, widespread counterfeiting and growing restrictions on foreign in-
vestments. 

Some of these obstacles are a result of China’s desire to maintain control
over internal dissent. Others stem from China’s efforts to become in-
ternationally competitive in as many industries as possible.

Google’s difficulties and its strong response are indicative of a broader
shift in sentiment among multinational executives in China.

“I have never seen the foreign business sentiment as pessimistic as it is
right now,” said James McGregor, a consultant in Beijing. “There’s a sense
China is saying, ‘We have your technology and your capital — and now we
have control of the market.’”

Google complained on Tuesday about attacks on its computers that it said 

Google Is Not Alone in Discontent, 
But Its Threat Stands Out
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By DAVID BARBOZA

SHANGHAI — If Google pulls out of China because of con-
cerns over government controls, this country could be left with
just one major Internet search engine: Baidu.com.

And while that could initially bolster the prospects of Baidu
(pronounced by-DOO), a home-grown company that is already
dominant here, analysts say Google’s departure could also slow
the overall development of the Internet in China.

“The whole industry will become worse,” said Yu Yang,
chief executive of Analysys International, a Beijing research
firm. “Without competition with Google, Baidu has no motiva-
tion to innovate.”

Analysts say that Baidu established a leading position in
the Chinese market through a combination of factors, including
a keen understanding of local tastes and its willingness to co-
operate with government censorship efforts.

Today Baidu has about 300 million visitors, a market value
of more than $15 billion, and 63 percent of Internet search reve-
nue in China, nearly double the 33 percent share of Google, ac-
cording to iResearch, a Chinese consulting firm.

“It’s a duopoly in China,” said Richard Ji, an analyst at
Morgan Stanley. “There’s just Baidu and Google. And Baidu’s
way ahead.”

The prospect that Baidu could become a de facto monopoly

Baidu’s Gain From Departure
Could Be China’s Loss

Continued on Page 4
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The Chinese Disconnection
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At the end of each season of “The
Amazing Race,” the host always says
something like: “Five continents, 14
countries, 21 days, 25,000 miles. You are
the official winners of ‘The Amazing

Race!’”
At the end of each year’s

Consumer Electronics
Show in Las Vegas, he real-
ly ought to be there at the
airport to greet you: “Five

days, 2,500 exhibitors, 2 million feet of
floor space, 110,000 journalists and in-
dustry reps. You are an official survivor
of C.E.S.!”

And instead of a million dollars, he
should offer you a full night of sleep,
which, at that point, is much more valu-
able.

Every year, the electronics company
lemmings all schedule their big product
announcements at C.E.S., and every
year, all those simultaneous announce-
ments cancel one another out. Instead
of making a big splash, they get
drowned in the roar. 

And no wonder; in many respects,
other than the emergence of 3-D televi-
sion, the themes of this year’s show
were identical to last year’s. Big, bright,
thin, flat TV screens. Eco-conscious de-
sign. Reduced power consumption.
Download services (Vudu, Netflix, Am-
azon) built into more TV sets and Blu-
ray players. Incrementally improved
cameras, camcorders, printers, laptops,
Blu-ray players, accessories, audio gear,
home theater stuff, phones, car elec-

Want It
Or Not, 

TV Goes 3-D

STUART GOLDENBERG
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By MARK LEIBOVICH

WASHINGTON — The four bank-
ers of the apocalypse strode into the
Congressional hearing room and
formed a crooked line. They raised
their hands haltingly, looking at one
another as if to see whether the other
guys were going to do it, too. It was
one of the more indecisive swear-
ings-in you will ever see on Capitol
Hill. 

As cameras clacked Wednesday,
four of the nation’s highest financial
fliers took their places before the 10-
member Financial Crisis Inquiry
Commission charged with determin-
ing the causes of the nation’s finan-

cial debacle. 
The bankers — Lloyd C. Blankfein

of Goldman Sachs, Jamie Dimon of
JPMorgan Chase, John J. Mack of
Morgan Stanley and Brian T. Moyni-
han of Bank of America — joined a
gallery of titans who have suffered
through this ritual: tobacco execu-
tives, automakers and baseball’s
steroid users, among others. Few

Americans remember what they
said, but the images endure as cul-
tural mug shots.

Mr. Dimon (the silver-haired one)
arrived first Wednesday morning,
standing with his arms folded behind
his witness chair, smiling for the
cameras. He accepted a small packet
of peanut butter cookies from a wom-
an in the audience who rushed up to
him. He was joined in chit-chat by
Mr. Blankfein (the bald one), then
Mr. Moynihan (the baby-faced one).

Mr. Mack (the bushy-eyebrowed
one) stood apart from the others in
the back of the hearing room. “I’m 

DOUG MILLS/THE NEW YORK TIMES

Wall Street bankers took oaths at Wednesday’s hearing, from left, Lloyd Blankfein of Goldman Sachs, Jam-
ie Dimon of JPMorgan Chase, John Mack of Morgan Stanley and Brian Moynihan of Bank of America.

Few Burns for Four Bankers on the Hot Seat
MAKING THEIR CASE

Leaders of big banks described the
technical details, but offered little
sense of the human toll. Page B5.

Continued on Page 5

By REED ABELSON

Should someone in Idaho or Nevada have
significantly different health care coverage
from someone in Massachusetts? 

That, essentially, is one of the biggest
questions Congress will be wrestling with as
it tries to meld House and Senate bills into a
single law to revamp the nation’s health care
system. 

The issue has not received as much pub-
licity as controversies like abortion coverage
or the insurance excise tax, but it could
prove just as divisive: what role should the
states play in overseeing the overhaul of the
health insurance market?

The House and Senate take starkly differ-
ent approaches to the question. And some
policy analysts say the version that law-
makers ultimately choose could determine
whether residents in some states end up
with significantly better or worse coverage
than people in other states. 

The House bill envisions a new federal
agency to oversee a national marketplace in
which people could buy insurance. House
leaders said this week that they would fight
to keep that provision in the final legislation.
But the Senate bill calls for the industry
overhaul to take place on the state level, with
marketplaces, or exchanges, set up in each
of the 50 states. 

“It cuts to the core of how we do health
care,” said Peter T. Harbage, a policy analyst
who is a former California state health offi-
cial and has served as a Democratic adviser
on health issues.

Lawmakers will need to decide whether 

Proposals Clash
On States’ Role
In Health Plans

Continued on Page 6

By CLIFFORD KRAUSS

DALLAS — Arabic script is about to
appear on television sets across the
country, with the Texas oilman T. Boone
Pickens helpfully reading an English
translation.

“Go back to sleep, America; the oil
crisis is over,” Mr. Pickens intones,
deadpan, in the new video. Seductive
Middle Eastern music plays in the back-
ground. 

But suddenly, the picture switches to
American troops on a desert battlefield
as flames leap skyward, and Mr. Pick-
ens declares, “I don’t think so!”

What, exactly, is he up to now? 
The Texas billionaire spent much of

the last two years, and $62 million of his
fortune, on an advertising and public re-
lations offensive in which he tried to
persuade Americans to embrace his
Pickens plan. It called for a vast expan-
sion of wind energy to displace natural
gas, freeing the natural gas for use in
vehicles, thus displacing foreign oil. 

No American with a television set
could escape Mr. Pickens’s argument
last year. But somehow, a mass con-
version to natural gas cars failed to en-
sue. 

So now Mr. Pickens is turning up the
volume, and changing his pitch with
some extra alarm bells. He is opening
his wallet to spend millions more on a
new campaign, with the first advertise-
ments scheduled to be broadcast Thurs-

Forget Wind.
Pickens Turns
Focus to Gas.

MATT NAGER FOR THE NEW YORK TIMES

T. Boone Pickens spent $62 million
in a two-year advertising campaign.
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HONG KONG — Google is far from alone among Western companies in
its growing unhappiness with Chinese government policies, although it is high-
ly unusual in threatening to pull out of the country entirely in protest.

Western companies contend that they face a lengthening list of obstacles
to doing business in China, including “buy Chinese” government procurement
policies, widespread counterfeiting and growing restrictions on foreign in-
vestments. 

Some of these obstacles are a result of China’s desire to maintain control
over internal dissent. Others stem from China’s efforts to become in-
ternationally competitive in as many industries as possible.

Google’s difficulties and its strong response are indicative of a broader
shift in sentiment among multinational executives in China.

“I have never seen the foreign business sentiment as pessimistic as it is
right now,” said James McGregor, a consultant in Beijing. “There’s a sense
China is saying, ‘We have your technology and your capital — and now we
have control of the market.’”

Google complained on Tuesday about attacks on its computers that it said 

Google Is Not Alone in Discontent, 
But Its Threat Stands Out
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.

Sources: iResearch; comScore; Bloomberg THE NEW YORK TIMES

MARCIO JOSE SANCHEZ/ASSOCIATED PRESS

Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
From First Business Page

Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
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Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Sources: iResearch; comScore; Bloomberg THE NEW YORK TIMES

MARCIO JOSE SANCHEZ/ASSOCIATED PRESS

Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.
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could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.
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Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
From First Business Page

Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
From First Business Page

Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
From First Business Page

Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
From First Business Page

Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
From First Business Page

Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
From First Business Page

Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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in China’s search market sent its
American depositary receipts
soaring 13.7 percent on Wednes-
day. They closed at $439.48.

Some analysts said that Goo-
gle’s inability to catch Baidu was
one reason the American compa-
ny might have decided it was
willing to give up on the China
market.

Baidu was co-founded in 1999
by Robin Li, a graduate of one of
China’s top schools, Peking Uni-
versity. He later studied comput-
er science at the State University
of New York at Buffalo, and then
began experimenting with search
engine technology. Mr. Li worked
at Infoseek, one of Silicon Val-
ley’s earliest search engine com-
panies, before returning to China
to co-found Baidu with a young

biochemist.
The company was listed on the

Nasdaq in August 2005 at $27 a
share.

Mr. Li, 41, is now worth an esti-
mated $3 billion, according to
Forbes.

Larry Rafsky, who worked
with Mr. Li at a New Jersey soft-
ware company in the 1990s, called
him an Internet pioneer. He in-
vented a “page-ranking algo-
rithm virtually identical to what
we know about Google’s first at-
tempts,” Mr. Rafsky said in an
e-mail interview a few years ago.

Google, meanwhile, dipped its
toes in the Chinese market back
in 2000, when it developed a Chi-
nese-language interface for its
main Google.com site. In 2004, it
acquired a small stake in Baidu,
which was then a tiny start-up.

In 2006, Google entered the
market more directly by starting
Google.cn, a search engine spe-
cifically built for Chinese users.

At that time, Google agreed to
censor Google.cn to screen out
content that the Chinese govern-
ment found objectionable, draw-
ing criticism from some human-
rights groups. The company sold
its $60 million stake in Baidu
shortly thereafter.

Despite its leading position in
much of the world, Google has
had difficulty gaining ground on
Baidu.

Google executives insisted
they had better technology; Bai-
du countered that it had local ex-
pertise.

In China, Internet users are
mostly young and searching for
music and entertainment rather
than information. Baidu created
a shopping mall of Web offerings,
many of them imitations of pop-
ular Web sites like MySpace.

Baidu also dominates music
downloads, often with links to
Web sites that music companies
say offer illegal downloads. Baidu

has defended the practice, saying
it simply provides the links.

Baidu’s strong relationship
with the government contributed
to its rise. “If the government
wants something removed, it will
do it immediately,” said Hong Bo,
a consultant with 5G, a Beijing
consultancy. “On the other hand,
everything with Google has to go
through its headquarters.”

Baidu faced criticism after the
local media published reports
saying Baidu gave high search
rankings to companies selling il-
legal drugs. Soon after, Baidu
signed a multimillion-dollar spon-
sorship deal with China Central
Television, which had broadcast

an investigative piece on Baidu.
A spokesman for Baidu declined
comment on the incident.

Google made some inroads
against Baidu last year under
Lee Kai-fu, a former Microsoft
executive who took over Google’s
China operations in 2006. But Mr.
Lee announced his departure
from Google last September, say-
ing he was forming a company
that would help Chinese start-
ups.

Google has also tangled with
the government over videos on
its YouTube site and links to con-
tent that censors said was ob-
scene.

Late last year, some Chinese
book authors attacked the com-
pany, saying it had scanned their
books without permission. Goo-
gle apologized Monday and said
it would work to strike a formal
agreement on the scanning.

Now, after building a company
with 700 employees and about

200 engineers in Beijing, Google
says it is considering pulling out
of China altogether.

If Google follows through on its
threat, analysts say that Yahoo
China, whose market share has
plummeted since being sold to a
local company called Alibaba,
could gain market share. Micro-
soft, the No. 5 player by share of
searches according to comScore,
could also seek to fill the void. 

But if other search companies
do not step in, Chinese users
could be seriously hurt, some In-
ternet experts said.

“If Google really pulls out of
China, for millions of citizens,
they lose an excellent search en-
gine and its relevant Internet
services, like the Android mobile
phone,” said Fang Xingdong,
chief executive of Chinalabs.com,
and the so-called father of the
Chinese blog.

“Chinese netizens are the big-
gest loser in this accident.”

Bao Beibei contributed research
to this report.
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Google’s Small Chinese Presence
Since Google has been in China, it has not become the dominant player it is in many other markets.  
Nevertheless, if Google left China, it would create a gap that could be filled by others like Baidu, 
China’s dominant Internet search engine, whose stock price rose more than 13 percent Wednesday.
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Robin Li, chief of Baidu, speaking on the campus of Stanford University last September.

The Departure of Its Main Rival Could Be a Gain for Baidu but a Loss for China
From First Business Page

Lack of a strong rival
could slow Internet
development.

originated in China and said it
was no longer willing to censor
its Chinese site’s search results.
It is not the first company to run
afoul of the Chinese Communist
Party’s fears of social instability
and strong desire to keep tabs on
dissidents and limit freedom of
expression.

China has long restricted the
sale of foreign movies, books,
music and other media and con-
tinues to do so while appealing a
World Trade Organization ruling
in August that these policies vio-
late China’s legally binding com-
mitments to the international
free trade system. More recently,
China has sought to strengthen
its domestic encryption industry
— for which the government has
easy access to all the decryption
codes — while withholding the
government certification that for-
eign-owned encryption compa-
nies in China need to sell their
products to many users.

Jörg Wuttke, the president of
the European Union Chamber of
Commerce in China, said that no
European Union companies had
pulled out of China yet. But he
said the encryption dispute
would be the most likely cause if
any European company with-
drew in the near future.

Duncan Clark, the chairman of
BDA, a consulting firm in Beijing
that advises major telecom and
technology companies, said that
Google’s difficulties were indica-
tive of broader troubles for for-
eign companies in China.

“There has been a raft of deci-
sions and unpredictability, a kind
of unpleasantness about what’s
happening here,” Mr. Clark said.
“There has been this received
wisdom that no one can afford
not to be in China, but that is be-
ing questioned now — there’s
kind of an arrogance that’s char-
acterizing government policy to-
ward multinationals.”

To be sure, doing business in
China has never been easy. For-
eign companies have long com-
plained of being cheated by joint
venture partners who set up par-
allel businesses on the side or ab-
scond with assets. Many other
countries also have policies that
favor homegrown companies, al-
though the opportunity for indus-
trialized countries to do so is lim-
ited because they operate under
tighter World Trade Organization
rules than China.

Chinese officials and academ-
ics dispute whether government
policies are discriminatory to-
ward foreign companies. Hu
Yong, an associate professor of
journalism and communication at
Peking University, said that the
government was leery of the rap-
id expansion of the Internet and
mistrustful of private Chinese
companies as well as foreign
businesses.

“I think in the information
technology sector, not only for-
eign companies are under very
heavy pressure, but also private
domestic companies,” he said.
“The general trend is that the
government wants state-owned
companies to occupy major posi-
tions in this field.”

Other strains between China
and the West over business mat-
ters have grown out of govern-
ment policies that shield Chinese
companies from international
competition. These policies allow
companies to grow in a large
home market and prepare to ex-
port to less-protected markets
abroad.

The newest frictions, particu-
larly in the last year, have been
over government procurement
policy. When China joined the
W.T.O. in November 2001, it
promised to negotiate as quickly
as possible to join the organiza-
tion’s side agreement requiring
free trade in government buying.
But it has never actually done so,
leaving the Chinese government
free to use its enormous buying
power to steer contracts to Chi-
nese-owned companies.

The National Development and
Reform Commission, China’s top
economic planning agency, or-
dered national, provincial and lo-
cal government agencies on June
4 to buy only Chinese-made prod-
ucts as part of the country’s near-
ly $600 billion economic stimulus
program; imports were allowed
only when no suitable Chinese
products were available.

China has also restricted ex-
ports of a long list of minerals for
which it mines much of the
world’s supply, like zinc for mak-
ing galvanized steel and so-called
rare earth elements for manufac-
turing hybrid gasoline-electric
cars.

Those restrictions, ranging
from steep export tariffs to ton-
nage quotas and even export
bans, have made it cheaper for
many manufacturers to locate
their factories in China to make
sure that they have a plentiful
supply of raw materials free from
export taxes. In June, the United
States and the European Union
filed a W.T.O. case challenging
China’s restrictions on zinc and
bauxite exports. The Chinese
government has denied wrong-

doing.
China’s weak protections for

patents and trademarks — and
widespread counterfeiting as a
result — have produced large in-
dustries that make goods in di-
rect competition with Western
competitors, but without compa-
rable spending on research or
marketing. Many Western com-
panies have tried to respond by
limiting the intellectual property
that they transfer to China.

Oded Shenkar, a professor of
business management at Ohio
State University and author of
“The Chinese Century,” said
very few companies would be
willing to leave a market as big
as China’s, and that it might
make sense only for a company
like Google whose primacy rest-
ed almost entirely on intellectual
property.

“The U.S. is the world’s great-
est innovator and China is the
world’s greatest imitator,” Mr.
Shenkar said. “Google? What do
they have other than intellectual
property? If by being in China
you’re at risk of losing it, maybe
you don’t want to be there.”

But the Chinese market is so
large and competitive that many
multinationals choose to offer
their latest technology for fear of
losing market share if they don’t.

Volkswagen used dated tech-
nology in the cars that it sold
here in the 1980s and 1990s, so the
Chinese government asked
multinational automakers in the
mid-1990s which of them would
offer the most advanced technol-
ogy in exchange for the right to
enter the market and build a fac-
tory in Shanghai. General Motors
won the contest and brought its
latest robots and automotive de-
signs to China in a joint venture
with Shanghai Automotive.

China has become the world’s
largest auto market, yet it still
limits foreign automakers to 50
percent stakes in auto assembly
plants in China and assesses
steep tariffs on imported cars.
Chinese automakers that formed
joint ventures with multination-
als, like First Auto Works and
Shanghai Automotive, have
grown into giants that are now
beginning to produce their own
models, designed and built al-
most entirely in China.

The Chinese government has
been introducing similar policies
to force international companies
to transfer their best technology
in a long list of industries, like
railroad locomotive manufactur-
ing and aircraft assembly. It has
also tried to give market prefer-
ences to domestic companies that
invest in developing their own
technology, even if the home-
grown technology is initially infe-
rior to foreign technology.

In November, the Chinese gov-
ernment notified domestic and
foreign companies alike that the
government would give prefer-
ence in its purchases to products
that used technology developed
in China and had trademarks that
were registered first in China.
That led to a strong letter of pro-
test by 34 industry associations
to China’s Ministry of Commerce.

Mr. McGregor suggested that
Google’s decision might prove to
be a turning point.

“This may be seen as a real
watershed,” he said. “There is a
lot of feeling that the U.S. is on a
downward spiral and China is on
the rise.”

Google Is Not Alone in Discontent, but Its Threat to Leave Stands Out

JASON LEE/REUTERS

A woman examined bouquets and messages left by Google users on Wednesday outside the Internet search company’s headquarters in Beijing.
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IN WASHINGTON President Oba-
ma moved quickly to send help to
Haiti, pledging “unwavering”
support. PAGE A15 

IN NEW YORK In the city’s Haitian
communities, residents mobi-
lized to send aid — and agonized
as they tried to reach their rela-
tives. PAGE A28

ON THE WEB Live updates on the
Lede blog, video reports from the
scene, and a forum for connect-
ing with people in Haiti. 

nytimes.com/world

EARTHQUAKE IN HAITI

Last year was the deadliest for Afghan
civilians in the eight-year-old war, with
insurgents causing most of their deaths,
the United Nations said. PAGE A6

INTERNATIONAL A4-16

Spilling Afghan Civilian Blood

The quadruple jump is the
hardest in men’s figure skat-
ing but can help secure an
Olympic berth. Ryan
Bradley, right, will try
three at the national
championships this
week. PAGE B14

SPORTSTHURSDAY B14-20

Risky Jumps
For Big Rewards Doctors appear to have discovered a

“morning-after pill” to blunt the often-
disabling emotional fallout from trau-
matic experiences: morphine. PAGE A18

NATIONAL A18-26

Blunting the Effects of Trauma
Crystal Renn, a size 12, is a leading plus-
size model, which says a lot about fash-
ion. PAGE E1

THURSDAY STYLES E1-8

The Rise of the Size 12s Gail Collins PAGE A37

EDITORIAL, OP-ED A36-37

Israel’s deputy foreign minister apolo-
gized to Turkey’s ambassador, smooth-
ing over a diplomatic quarrel. PAGE A4

Israeli-Turkish Rift Resolved 
After a longtime rise, figures on obesity
among Americans have stabilized in the
last several years. PAGE A20 

Obesity Plateaus in U.S.

The Senate and the House health pro-
posals clash over who should adminis-
ter the insurance plans. PAGE B1

BUSINESS DAY B1-13

A Clash in the Health Plans
The city intentionally discriminated
against black Fire Department appli-
cants, a federal judge ruled. PAGE A30

NEW YORK A28-34

Judge Finds Bias in Fire Dept.

The Conan O’Brien Fallout
In the wake of Jay Leno’s move back to
late-night television, a timeline of the
shifting NBC schedule along with read-
er reaction to the network’s handling of
Conan O’Brien and word that he plans
to leave the network.

nytimes.com/arts
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The singer and general director of two
opera companies will be the conductor
at the Met on Thursday. PAGE C1

ARTS C1-8 

Plácido Domingo’s Many Hats

Hard as it may be to
believe, a significant
number of Ameri-
cans choose not to
lock their doors —
even in cities like
New York.

PAGE D1
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The Door 
Is Open
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By LIZETTE ALVAREZ

The Transportation Security
Administration, under scrutiny
after last month’s bombing at-
tempt, has on its Web site a
“mythbuster” that tries to re-
assure the public.

Myth: The No-Fly list includes
an 8-year-old boy.

Buster: No 8-year-old is on a
T.S.A. watch list.

“Meet Mikey Hicks,” said Naj-
lah Feanny Hicks, introducing
her 8-year-old son, a New Jersey
Cub Scout and frequent traveler
who has seldom boarded a plane
without a hassle because he
shares the name of a suspicious
person. “It’s not a myth.”

Michael Winston Hicks’s moth-
er initially sensed trouble when
he was a baby and she could not
get a seat for him on their flight
to Florida at an airport kiosk; air-
line officials explained that his
name “was on the list,” she re-
called.

The first time he was patted
down, at Newark Liberty Inter-
national Airport, Mikey was 2. He
cried.

After years of long delays and
waits for supervisors at every
airport ticket counter, this year’s
vacation to the Bahamas badly
shook up the family. Mikey was
frisked on the way there, then 

Meet Mikey, 8:
U.S. Has Him 
On Watch List

Continued on Page A3

By MIGUEL HELFT and JOHN MARKOFF

SAN FRANCISCO — Even be-
fore Google threatened to pull out
of China in response to an attack
on its computer systems, the
company was notifying activists
whose e-mail accounts might
have been compromised by hack-
ers.

In a world where vast amounts
of personal information stored
online can quickly reveal a net-
work of friends and associates,
Google’s move to protect individ-
uals from government surveil-
lance required quick action. In
early January, Tenzin Seldon, a
20-year-old Stanford student and
Tibetan activist, was told by uni-
versity officials to contact Google
because her Gmail account had
been hacked.

Ms. Seldon, the Indian-born
daughter of Tibetan refugees,
said she immediately contacted
David Drummond, Google’s chief
legal officer.

“David informed me that my
account was hacked by someone
in China,” Ms. Seldon said in a
telephone interview. “They were
concerned and asked whether
they could see my laptop.”

Ms. Seldon immediately
changed her password and be-
came more careful of what she
wrote. She also allowed Google to
examine her personal computer
at the company’s request. Google
returned it this week, saying that
while no viruses or malware had
been detected, her account had
indeed been entered surrepti-
tiously. 

Google confirmed Ms. Seldon’s
account of events, but declined to
say whether it had notified other
activists who might have been
victims of hacking.

Mr. Drummond said that an at-
tack originating in China was
aimed at its corporate infrastruc-
ture. 

While the full scope of the at-
tacks on Google and several doz-
en other companies remains un-
clear, the events set off immedi-
ate alarms in Washington, where
the Obama administration has
previously expressed concern
about international computer se-
curity and attacks on Western
companies. 

Neither the sequence of events
leading to Google’s decision nor
the company’s ultimate goal in
rebuking China is fully under-
stood. But this was not the first
time that the company had con-
sidered withdrawing from China,
according to a former company
executive. It had clashed repeat-
edly with Chinese officials over
censorship demands, the execu-
tive said.

Google said on Tuesday that
that in its investigation of the at-
tacks on corporations, it found
that the Gmail accounts of Chi-
nese and Tibetan activists, like
Ms. Seldon, had been compro-
mised in separate attacks involv-
ing phishing and spyware. 

Independent security re-
searchers said that at least 34
corporations had been targets of

In Google’s Rebuke of China,
Focus Falls on Cybersecurity

Concerns Could Force White House to Weigh In

Continued on Page A12
By SIMON ROMERO

PORT-AU-PRINCE, Haiti —
Survivors strained desperately
on Wednesday against the
chunks of concrete that buried
this city along with thousands of
its residents, rich and poor, from
shantytowns to the presidential
palace, in the devastating earth-
quake that struck late Tuesday
afternoon. 

Calling the death toll “unimag-
inable” as he surveyed the
wreckage, Haiti’s president,
René Préval, said he had no idea
where he would sleep. Schools,
hospitals and a prison collapsed.
Sixteen United Nations peace-
keepers were killed and at least
140 United Nations workers were
missing, including the chief of its
mission, Hédi Annabi. The city’s
archbishop, Msgr. Joseph Serge
Miot, was feared dead. 

And the poor who define this
nation squatted in the streets,
some hurt and bloody, many
more without food and water,
close to piles of covered corpses
and rubble.

Limbs protruded from disinte-
grated concrete, muffled cries
emanated from deep inside the
wrecks of buildings — many of
them poorly constructed in the
first place — as Haiti struggled to
grasp the unknown toll from its
worst earthquake in more than
200 years. 

In the midst of the chaos, no
one was able to offer an estimate
of the number of people who had
been killed or injured, though
there was widespread concern
that there were likely to be thou-
sands of casualties.

“Please save my baby!” Jeudy
Francia, a woman in her 20s, 

Haiti Lies in Ruins; Grim Search for Untold Dead 

DAMON WINTER/THE NEW YORK TIMES

With Port-au-Prince hit by the worst earthquake in 200 years, the city struggled to rescue trapped victims and remove bodies.

Vast Destruction
Hobbles Effort

to Send Aid

Continued on Page A14

By SIMON ROMERO

PORT-AU-PRINCE, Haiti — “I
just want my wife’s corpse,” said
Lionnel Dervil, pleading in vain
to bury his wife in his home prov-
ince. 

But no one at the Doctors With-
out Borders compound paid
much heed to the stricken Mr.
Dervil, 38, a money-changer and
father of four children. Instead,
doctors were frantically tending
to those still living who had
streamed in. A watchman tried to
keep a mob from pushing its way
inside.

It was hard to tell which was

worse, the suffering of the dozens
of victims behind the tall gate, or
the scene on the sidewalk out-
side. 

One woman writhed on the
pavement of the compound’s
gate, her foot impaled by a piece
of wood. A grandmother silently
endured the pain of her right leg,
twisted like a pretzel. Anesthesia
remained a distant dream. Then
there were the bodies — dozens,
if not hundreds of them — start-
ing to decompose under white
sheets.

Some of the bodies strewn on
the sidewalk had names scrib-
bled on pieces of cardboard. “Re-
gina” had died somewhere before

arriving at the entrance of the
private St. Esprit Hospital a few
blocks from the Doctors Without
Borders compound. No one there
could explain who Regina was.

Within the compound, a
French volunteer offered a har-
ried summary: “We are over-
whelmed. We don’t have capacity
for more victims. We don’t have
time to talk. Please, I do not know
what more to say. I must go now.”

Mr. Dervil fixed his tired gaze
on the soil below.

“I just want my wife’s corpse,”
he repeated. “I know they are
busy tending to the survivors, 

‘I Just Want My Wife’s Corpse,’ Survivor Pleads

DAMON WINTER/THE NEW YORK TIMES

Many residents of Port-au-Prince, Haiti, decided it was safer to remain in the street Wednesday.

Continued on Page A15

By ABBY GOODNOUGH

BOSTON — Martha Coakley
stepped briskly through a com-
munity center here Tuesday, is-
suing clipped greetings and ap-
pealing for votes in a race she
was once thought to have sewn
up. Always a bit stiff, she laughed
politely when one man shouted
his support, murmuring, “We all
need to make some noise right
now.”

In the final days of the race for
Senator Edward M. Kennedy’s
seat, Ms. Coakley — the Demo-
cratic candidate, state attorney
general and onetime shoo-in for
victory — is on the defensive.

Polls have suggested that Scott
Brown, her Republican opponent
and until recently a little-known
state senator, is gaining traction
with unaffiliated voters and even
some Democrats, electrifying a
race that had seemed blandly
predictable. 

With a crucial 60th vote in the
Senate at stake, the perceived
tightening has sent Democratic
operatives scrambling to Massa-
chusetts to help the Coakley cam-
paign and has prompted groups
on both sides of the aisle to bom-
bard the state with advertising.
Ms. Coakley forcefully attacked
Mr. Brown this week, an unusual
step for a front-runner, painting
him as an acolyte of former Pres-

ident George W. Bush who is out
of touch with the state’s values. 

Former President Bill Clinton
will bring his campaigning power
to her aid on Friday, and in the
meantime, Ms. Coakley is adding
to her schedule the kind of meet-
and-greet stump events that she
largely ducked for weeks. 

Predicting the outcome of the
vote on Tuesday grows more dif-
ficult each day. Many Democrats
still insist that a Republican win
is impossible, given that Demo-
crats outnumber Republicans by
three to one in the state and that
Ms. Coakley, who was elected at-
torney general in 2006, has far
more name recognition, money 

Democrats Fight to Hold Crucial Seat: Kennedy’s

Continued on Page A26

The 10 members of the panel,
brows furrowed and some furi-
ously taking notes, squared off
against the Wall Street chiefs in
Washington over the billions in

bonuses, and who
was really to
blame for bring-
ing the financial
system to its
knees. 

But the hearing shifted to new
ground when Phil Angelides,
chairman of the group, the Finan-
cial Crisis Inquiry Commission,
bore in on Lloyd C. Blankfein,
Goldman Sachs’s chairman. 

He asked Mr. Blankfein to ex-
plain how his firm could have
sold bundles of troubled mort-
gages at the same time it placed
bets with Goldman’s own money
that their value would fall. 

Mr. Blankfein tried a variation
of the tagline used by the Syms
clothing chain: “An educated
consumer is our best customer.”
He said that Goldman’s clients
knew what they were buying and
that his firm was simply provid-
ing a customer service. 

“These are professional invest-
ors who want this exposure,” Mr.
Blankfein said.

But Mr. Angelides had his
comeback: “It sounds to me a lit-
tle bit like selling a car with faulty
brakes and then buying an insur-
ance policy on the buyer of those
cars.”

The exchange was particularly
revealing because it laid bare an
essential truth about the Wall
Street ethos: if there’s a buyer —
no matter how sophisticated —
there’s always a seller. 

Maybe that’s fine within the
confines of Wall Street. But it
didn’t work so well when people
wanted to buy homes they clear-
ly could not afford and banks
were quick to provide them with
mortgages. 

And it didn’t work so well when
companies sought to finance
enormous takeovers by leverag-

Wall St. Ethos
Under Scrutiny

At a Hearing

Continued on Page B5
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IN WASHINGTON President Oba-
ma moved quickly to send help to
Haiti, pledging “unwavering”
support. PAGE A15 

IN NEW YORK In the city’s Haitian
communities, residents mobi-
lized to send aid — and agonized
as they tried to reach their rela-
tives. PAGE A28

ON THE WEB Live updates on the
Lede blog, video reports from the
scene, and a forum for connect-
ing with people in Haiti. 
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Last year was the deadliest for Afghan
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insurgents causing most of their deaths,
the United Nations said. PAGE A6
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By LIZETTE ALVAREZ

The Transportation Security
Administration, under scrutiny
after last month’s bombing at-
tempt, has on its Web site a
“mythbuster” that tries to re-
assure the public.

Myth: The No-Fly list includes
an 8-year-old boy.

Buster: No 8-year-old is on a
T.S.A. watch list.

“Meet Mikey Hicks,” said Naj-
lah Feanny Hicks, introducing
her 8-year-old son, a New Jersey
Cub Scout and frequent traveler
who has seldom boarded a plane
without a hassle because he
shares the name of a suspicious
person. “It’s not a myth.”

Michael Winston Hicks’s moth-
er initially sensed trouble when
he was a baby and she could not
get a seat for him on their flight
to Florida at an airport kiosk; air-
line officials explained that his
name “was on the list,” she re-
called.

The first time he was patted
down, at Newark Liberty Inter-
national Airport, Mikey was 2. He
cried.

After years of long delays and
waits for supervisors at every
airport ticket counter, this year’s
vacation to the Bahamas badly
shook up the family. Mikey was
frisked on the way there, then 

Meet Mikey, 8:
U.S. Has Him 
On Watch List

Continued on Page A3

By MIGUEL HELFT and JOHN MARKOFF

SAN FRANCISCO — Even be-
fore Google threatened to pull out
of China in response to an attack
on its computer systems, the
company was notifying activists
whose e-mail accounts might
have been compromised by hack-
ers.

In a world where vast amounts
of personal information stored
online can quickly reveal a net-
work of friends and associates,
Google’s move to protect individ-
uals from government surveil-
lance required quick action. In
early January, Tenzin Seldon, a
20-year-old Stanford student and
Tibetan activist, was told by uni-
versity officials to contact Google
because her Gmail account had
been hacked.

Ms. Seldon, the Indian-born
daughter of Tibetan refugees,
said she immediately contacted
David Drummond, Google’s chief
legal officer.

“David informed me that my
account was hacked by someone
in China,” Ms. Seldon said in a
telephone interview. “They were
concerned and asked whether
they could see my laptop.”

Ms. Seldon immediately
changed her password and be-
came more careful of what she
wrote. She also allowed Google to
examine her personal computer
at the company’s request. Google
returned it this week, saying that
while no viruses or malware had
been detected, her account had
indeed been entered surrepti-
tiously. 

Google confirmed Ms. Seldon’s
account of events, but declined to
say whether it had notified other
activists who might have been
victims of hacking.

Mr. Drummond said that an at-
tack originating in China was
aimed at its corporate infrastruc-
ture. 

While the full scope of the at-
tacks on Google and several doz-
en other companies remains un-
clear, the events set off immedi-
ate alarms in Washington, where
the Obama administration has
previously expressed concern
about international computer se-
curity and attacks on Western
companies. 

Neither the sequence of events
leading to Google’s decision nor
the company’s ultimate goal in
rebuking China is fully under-
stood. But this was not the first
time that the company had con-
sidered withdrawing from China,
according to a former company
executive. It had clashed repeat-
edly with Chinese officials over
censorship demands, the execu-
tive said.

Google said on Tuesday that
that in its investigation of the at-
tacks on corporations, it found
that the Gmail accounts of Chi-
nese and Tibetan activists, like
Ms. Seldon, had been compro-
mised in separate attacks involv-
ing phishing and spyware. 

Independent security re-
searchers said that at least 34
corporations had been targets of

In Google’s Rebuke of China,
Focus Falls on Cybersecurity

Concerns Could Force White House to Weigh In
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By SIMON ROMERO

PORT-AU-PRINCE, Haiti —
Survivors strained desperately
on Wednesday against the
chunks of concrete that buried
this city along with thousands of
its residents, rich and poor, from
shantytowns to the presidential
palace, in the devastating earth-
quake that struck late Tuesday
afternoon. 

Calling the death toll “unimag-
inable” as he surveyed the
wreckage, Haiti’s president,
René Préval, said he had no idea
where he would sleep. Schools,
hospitals and a prison collapsed.
Sixteen United Nations peace-
keepers were killed and at least
140 United Nations workers were
missing, including the chief of its
mission, Hédi Annabi. The city’s
archbishop, Msgr. Joseph Serge
Miot, was feared dead. 

And the poor who define this
nation squatted in the streets,
some hurt and bloody, many
more without food and water,
close to piles of covered corpses
and rubble.

Limbs protruded from disinte-
grated concrete, muffled cries
emanated from deep inside the
wrecks of buildings — many of
them poorly constructed in the
first place — as Haiti struggled to
grasp the unknown toll from its
worst earthquake in more than
200 years. 

In the midst of the chaos, no
one was able to offer an estimate
of the number of people who had
been killed or injured, though
there was widespread concern
that there were likely to be thou-
sands of casualties.

“Please save my baby!” Jeudy
Francia, a woman in her 20s, 

Haiti Lies in Ruins; Grim Search for Untold Dead 

DAMON WINTER/THE NEW YORK TIMES

With Port-au-Prince hit by the worst earthquake in 200 years, the city struggled to rescue trapped victims and remove bodies.

Vast Destruction
Hobbles Effort

to Send Aid

Continued on Page A14

By SIMON ROMERO

PORT-AU-PRINCE, Haiti — “I
just want my wife’s corpse,” said
Lionnel Dervil, pleading in vain
to bury his wife in his home prov-
ince. 

But no one at the Doctors With-
out Borders compound paid
much heed to the stricken Mr.
Dervil, 38, a money-changer and
father of four children. Instead,
doctors were frantically tending
to those still living who had
streamed in. A watchman tried to
keep a mob from pushing its way
inside.

It was hard to tell which was

worse, the suffering of the dozens
of victims behind the tall gate, or
the scene on the sidewalk out-
side. 

One woman writhed on the
pavement of the compound’s
gate, her foot impaled by a piece
of wood. A grandmother silently
endured the pain of her right leg,
twisted like a pretzel. Anesthesia
remained a distant dream. Then
there were the bodies — dozens,
if not hundreds of them — start-
ing to decompose under white
sheets.

Some of the bodies strewn on
the sidewalk had names scrib-
bled on pieces of cardboard. “Re-
gina” had died somewhere before

arriving at the entrance of the
private St. Esprit Hospital a few
blocks from the Doctors Without
Borders compound. No one there
could explain who Regina was.

Within the compound, a
French volunteer offered a har-
ried summary: “We are over-
whelmed. We don’t have capacity
for more victims. We don’t have
time to talk. Please, I do not know
what more to say. I must go now.”

Mr. Dervil fixed his tired gaze
on the soil below.

“I just want my wife’s corpse,”
he repeated. “I know they are
busy tending to the survivors, 

‘I Just Want My Wife’s Corpse,’ Survivor Pleads

DAMON WINTER/THE NEW YORK TIMES

Many residents of Port-au-Prince, Haiti, decided it was safer to remain in the street Wednesday.

Continued on Page A15

By ABBY GOODNOUGH

BOSTON — Martha Coakley
stepped briskly through a com-
munity center here Tuesday, is-
suing clipped greetings and ap-
pealing for votes in a race she
was once thought to have sewn
up. Always a bit stiff, she laughed
politely when one man shouted
his support, murmuring, “We all
need to make some noise right
now.”

In the final days of the race for
Senator Edward M. Kennedy’s
seat, Ms. Coakley — the Demo-
cratic candidate, state attorney
general and onetime shoo-in for
victory — is on the defensive.

Polls have suggested that Scott
Brown, her Republican opponent
and until recently a little-known
state senator, is gaining traction
with unaffiliated voters and even
some Democrats, electrifying a
race that had seemed blandly
predictable. 

With a crucial 60th vote in the
Senate at stake, the perceived
tightening has sent Democratic
operatives scrambling to Massa-
chusetts to help the Coakley cam-
paign and has prompted groups
on both sides of the aisle to bom-
bard the state with advertising.
Ms. Coakley forcefully attacked
Mr. Brown this week, an unusual
step for a front-runner, painting
him as an acolyte of former Pres-

ident George W. Bush who is out
of touch with the state’s values. 

Former President Bill Clinton
will bring his campaigning power
to her aid on Friday, and in the
meantime, Ms. Coakley is adding
to her schedule the kind of meet-
and-greet stump events that she
largely ducked for weeks. 

Predicting the outcome of the
vote on Tuesday grows more dif-
ficult each day. Many Democrats
still insist that a Republican win
is impossible, given that Demo-
crats outnumber Republicans by
three to one in the state and that
Ms. Coakley, who was elected at-
torney general in 2006, has far
more name recognition, money 

Democrats Fight to Hold Crucial Seat: Kennedy’s

Continued on Page A26

The 10 members of the panel,
brows furrowed and some furi-
ously taking notes, squared off
against the Wall Street chiefs in
Washington over the billions in

bonuses, and who
was really to
blame for bring-
ing the financial
system to its
knees. 

But the hearing shifted to new
ground when Phil Angelides,
chairman of the group, the Finan-
cial Crisis Inquiry Commission,
bore in on Lloyd C. Blankfein,
Goldman Sachs’s chairman. 

He asked Mr. Blankfein to ex-
plain how his firm could have
sold bundles of troubled mort-
gages at the same time it placed
bets with Goldman’s own money
that their value would fall. 

Mr. Blankfein tried a variation
of the tagline used by the Syms
clothing chain: “An educated
consumer is our best customer.”
He said that Goldman’s clients
knew what they were buying and
that his firm was simply provid-
ing a customer service. 

“These are professional invest-
ors who want this exposure,” Mr.
Blankfein said.

But Mr. Angelides had his
comeback: “It sounds to me a lit-
tle bit like selling a car with faulty
brakes and then buying an insur-
ance policy on the buyer of those
cars.”

The exchange was particularly
revealing because it laid bare an
essential truth about the Wall
Street ethos: if there’s a buyer —
no matter how sophisticated —
there’s always a seller. 

Maybe that’s fine within the
confines of Wall Street. But it
didn’t work so well when people
wanted to buy homes they clear-
ly could not afford and banks
were quick to provide them with
mortgages. 

And it didn’t work so well when
companies sought to finance
enormous takeovers by leverag-

Wall St. Ethos
Under Scrutiny

At a Hearing

Continued on Page B5
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the attacks originating in China. 
Adobe, a software maker, said

it had been the victim of an at-
tack, but said that it did not know
if it was linked to the hacking of
Google. Some reports suggested
that Yahoo had been a victim, but
a person with knowledge said
that Yahoo did not think that it
been subject to the same attack
as Google. 

The decision by Google to draw
a line and threaten to end its
business operations in China
brought attention to reports of
Chinese high-technology espio-
nage stretching back at least a
decade. But despite Google’s sug-
gestion that the hacking came
from within China, it remained
unclear who was responsible.
Nevertheless, it presented the
Obama administration with a
problem of how to respond. 

Google’s description of the at-

tacks closely matches a vast sur-
veillance system called Ghostnet
that was reported in March by a
group of Canadian researchers
based at the Munk Center for In-
ternational Studies at the Uni-
versity of Toronto. They found
that an automated espionage sys-
tem based in China was using tar-
geted e-mail messages to com-
promise thousands of computers
in hundreds of governmental or-
ganizations. In each case, after
the computers were controlled by
the attackers, they were able to
scan for documents that were
then stolen and transferred to a
digital storage facility in China.

The researchers stopped short
of directly accusing the Chinese
government of masterminding
the attacks. However, for years
there have been reports of at-
tacks planned by so-called patri-
otic hackers in China, and many

American security specialists ar-
gue that these are simply irregu-
lar elements of the People’s Lib-
eration Army. At the same time,
hackers frequently use so-called
false flag espionage or denial of
service attacks to route their ac-
tivities through the computers of
a third country and hide their
identity.

One of the Canadian research-
ers said that fellow computer se-
curity researchers suspected
that the attack on Google and
other recent intrusions relied on
hackers sending booby-trapped
documents that were stored in
Adobe’s Acrobat Reader format,
which then infect victims’ com-
puters. This method was seen in
a recent wave of attacks on the
Dalai Lama’s computers. “We’ve
seen a huge upsurge in attacks
using Adobe Acrobat,” said Greg
Walton, an editor at Information
Warfare Monitor, a publication of
the Canadian research group.

A spokeswoman for Adobe said
the company was investigating
the reports, but could not confirm
that the Adobe software was
linked to the most recent attacks.

For Google, the attacks ap-
peared to have been the final
straw in a series of confronta-
tions with Chinese authorities. 

Top Google executives, includ-
ing the chief executive, Eric E.
Schmidt, and the co-founders,
Larry Page and Sergey Brin,
were ambivalent about the deci-
sion to go into China in 2006,
which involved agreeing to cen-
sor some search results on the
company’s local search engine,
according to a former executive
with knowledge of the discus-
sions. The resistance was strong
from Mr. Brin, who had grown up
in the Soviet Union. 

But after discussions and in-
ternal lobbying from Chinese and
Chinese-American employees in-
side Google, as well as some of
the company’s sales executives,
Google’s top executives came
around. They were particularly
swayed by the argument that
even a censored version of Goo-
gle’s search engine would pro-
vide Chinese people more access
to information and help promote
free expression in that country. 

Once the decision was made,
however, Google began expand-
ing its operation in China, which
it expected would grow to be one
of the largest Internet markets.

During Mr. Schmidt’s 2006 visit
to China, shortly after Google in-
troduced the company’s China-
based search engine, Google.cn,
he told reporters that it would be
“arrogant” to try to change Chi-
na’s censorship laws. 

But repeated clashes with Chi-
nese authorities caused Google to
reconsider its decision on many
occasions, the former executives

said. Things almost collapsed in
2008, when Chinese government
officials asked Google to censor
results not only on Google.cn but
also on Google.com. the compa-
ny’s English-language search en-
gine. Google refused, and after
the 2008 Olympics, Chinese offi-
cials dropped the issue. 

Google now says it thinks that
its attempt to help bring open-

ness to China has failed. 
“We were looking at an envi-

ronment that is more difficult
than it was when we started,” Mr.
Drummond said in an interview
on Tuesday. “Far from our pres-
ence helping to open things up, it
seems that things are getting
tighter for open expression and
freedom.”

Robert Gibbs, the White House

press secretary, said Wednesday
that the White House had been
briefed by Google on the compa-
ny’s decision. However, he de-
clined to describe what actions
the government might take in re-
sponse to the claims of Chinese-
directed Internet attacks.

“The recent cyberintrusion
that Google attributes to China is
troubling, and the federal govern-
ment is looking into it,” said a
White House spokesman, Nicho-
las Shapiro. He said that the pres-
ident had stated that Internet
freedom was a central human
rights issue on a recent China
trip. He also said that the presi-
dent had made Internet security
a national priority.

Gabriel Stricker, a Google
spokesman, said Google’s deci-
sion to publicize the attacks was
motivated in part by its desire to
alert activists that their accounts
could have been compromised. 

The attacks present a chal-
lenge for the Obama administra-
tion, which last year debated the
role of a federal Internet security
adviser. The administration is
grappling on how to balance
stricter security controls and the
freedom of technology compa-
nies to innovate. 

Several Internet security spe-
cialists were quick to point out
that a group within the White
House led by Lawrence H. Sum-
mers, the national economic ad-
viser, had pointed to Google in
debates on the appointment as an
example of an innovative Silicon
Valley company that might be
hamstrung by strict new Internet
security restrictions.

“It’s ironic that the new econ-
omy folks at the White House
were pushing back against faster
movement on cybersecurity to
protect companies like Google
from stricter regulations,” said
James Lewis, an Internet securi-
ty specialist at the Center for
Strategic and International Stud-
ies in Washington. Last year, Mr.
Lewis led a bipartisan study call-
ing for the creation of a strong In-
ternet czar reporting directly to
the president to combat a rash of
new security threats.

The White House said on Tues-
day that Robert A. Schmidt, a
compromise candidate who was
chosen last month to be the In-
ternet security adviser, would not
start in the position until later in
the month. 
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Google’s office in Beijing. The company has warned some users their accounts were hacked. 

Some are told their
accounts may have
been compromised.

A company finds a
censorship battle is
still going on.

Recent Network Attacks A selection of suspected Chinese cyberattacks on American companies and agencies, as well as other foreign networks.

Sources: Center for Strategic and International Studies; Northrop Grumman THE NEW YORK TIMES

AUG. 2006
U.S. Department of Defense
Officials announce that 
Chinese hackers downloaded 
10 to 20 terabytes of data from 
the military’s unclassified 
network, NIPRNet.

NOV. 2006
U.S. Naval War College
The college’s computer 
infrastructure is attacked by 
Chinese hackers, shutting 
down campus Web and 
e-mail systems for two weeks.

AUG. 2007
Britain, France, Germany
The British Security Service, 
the French prime minister’s 
office and the office of the 
German chancellor complain 
to China about attacks on 
government networks.

OCT. 2007
Oak Ridge National Lab
Hackers send e-mail 
messages to more than 1,000 
employees at this Department 
of Energy laboratory. The 
e-mail attachment, when 
opened, provides access to 
internal databases. China is 
suspected as the source.

OCT. 2008
Certain Skype users 
Computer security 
researchers at the University 
of Toronto discover a Chinese 
surveillance system that 
records text chats between 
Chinese Skype users and 
users outside of China.

MARCH 2009
103 countries
University of Toronto 
researchers say that a vast 
electronic spying system 
primarily controlled from 
computers in China had 
infiltrated at least 1,295 
computers in 103 countries.

DEC. 2009
Companies and individuals
China-based hackers attack 
at least 34 companies, 
including Google and Adobe. 
The Gmail accounts of human 
rights activists in the U.S., 
China and Europe are 
particular targets.

Ashlee Vance contributed report-
ing from Mountain View, Calif.,
and Thom Shanker from Wash-
ington.

Google’s Rebuke of China
Puts a Stronger Focus
On Threats to Security

From Page A1

By ANDREW JACOBS

BEIJING — Google’s declara-
tion that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in China ricocheted
around the world on Wednesday.
But in China itself, the news was
heavily censored.

Some big Chinese news portals
initially carried a short dispatch
on Google’s announcement, but
that account soon tumbled from
the headlines, and later reports
omitted Google’s references to
“free speech” and “surveillance.”

The only government response
came later in the day from Xin-
hua, the official news agency,
which ran a brief item quoting an
anonymous official who was
“seeking more information on
Google’s statement that it could
quit China.”

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail accounts of Chinese
human rights activists.

In a statement, Secretary of
State Hillary Rodham Clinton ex-
pressed “serious concerns”
about the infiltration of Google. 

“We look to the Chinese gov-
ernment for an explanation,”
Mrs. Clinton said.

Outside the company’s gleam-
ing offices in Beijing, a trickle of
young people laid floral bouquets
and notes at the multicolored
sign bearing the Google logo.

As daylight faded, two 18-year-

old law students approached with
a bottle of rice liquor and lighted
two candles. 

One of the students said that
she wanted to make a public ges-
ture of support for Google, which
has steadily lost market share to
Baidu, a Chinese-run company
that has close ties with the gov-
ernment.

“The government should give
people the right to see what they
want online,” said the woman,
Bing, who withheld her full name
for fear that it might cause her
problems at school. “The govern-
ment can’t always tell lies to the
people.”

Since arriving in 2006 under an
arrangement with the govern-
ment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what can be read
online.

On Wall Street on Wednesday,
Google’s shares were down about
1 percent, to $584.18.

If news of Google’s threat to
quit China was largely muffled,
there was some back-and-forth
on message boards and a torrent
of Twitter commentary — acces-
sible only to those able to circum-
vent the Great Firewall. 

“It’s not Google that’s with-
drawing from China, it’s China
that’s withdrawing from the

world,” said one message.
While many comments

mourned the prospect of Google’s
departure, others, including Rao
Jin, the founder of the Web forum
Anti-CNN.com, expressed suspi-
cion over the announcement. 

Mr. Rao, known for defending

China’s stances on issues like Ti-
bet and the Xinjiang region
against Western media criticism,
said he thought Google made its
decision under pressure from
Mrs. Clinton, who met with Goo-
gle’s chief executive last week as
part of an effort to promote In-
ternet freedom around the world.

“I think Google’s departure
from the Chinese market would
be a big loss to Google, though
not as big a loss to China because
Baidu and other search engines
are still rising,” Mr. Rao said in
an interview.

“Any company in China has to

abide by Chinese rules, even
though there are some times
when the rules may not be so rea-
sonable,” he added.

Hecaitou, a prominent blogger
based in Beijing, also applauded
the company’s announcement, al-
though for different reasons. The
possibility of Google leaving Chi-
na, he said, would send a mes-
sage to Chinese leaders intent on
imposing greater restrictions
online, or at least he hoped it
would. 

“In the short term, the Internet
environment will be very cold,”
he said. “But for the government

to close the door and revert to 30
years ago is hard to imagine. If
they want to go forward on the in-
formation highway, they’ll have
to listen to others.”

If Google does leave, it would
be an unusual rebuke of China by
one of the largest and most ad-
mired technology companies,
which had for years coveted the
country’s 300 million Web users.
Google said it would try to negoti-
ate a new arrangement to pro-
vide uncensored results on its
search site, google.cn. But China
is unlikely to agree to Google’s
terms, local experts said. 

Google’s Threat Echoed
Everywhere Except China
News of Possible Departure Is Censored 

GILLES SABRIE FOR THE NEW YORK TIMES

Chinese at an Internet cafe in Beijing. Google has announced that it will no longer cooperate with Internet censorship in China. 

GOOGLE’S LOSS, ANOTHER’S GAIN

If Google pulls out of China, the
country could be left with just one
major Internet search engine:
Baidu.com. Business Day, Page
B1.

An unusual rebuke by
a major technology
company sets mouses
to clicking. 

Jonathan Ansfield contributed re-
porting. 
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the attacks originating in China. 
Adobe, a software maker, said

it had been the victim of an at-
tack, but said that it did not know
if it was linked to the hacking of
Google. Some reports suggested
that Yahoo had been a victim, but
a person with knowledge said
that Yahoo did not think that it
been subject to the same attack
as Google. 

The decision by Google to draw
a line and threaten to end its
business operations in China
brought attention to reports of
Chinese high-technology espio-
nage stretching back at least a
decade. But despite Google’s sug-
gestion that the hacking came
from within China, it remained
unclear who was responsible.
Nevertheless, it presented the
Obama administration with a
problem of how to respond. 

Google’s description of the at-

tacks closely matches a vast sur-
veillance system called Ghostnet
that was reported in March by a
group of Canadian researchers
based at the Munk Center for In-
ternational Studies at the Uni-
versity of Toronto. They found
that an automated espionage sys-
tem based in China was using tar-
geted e-mail messages to com-
promise thousands of computers
in hundreds of governmental or-
ganizations. In each case, after
the computers were controlled by
the attackers, they were able to
scan for documents that were
then stolen and transferred to a
digital storage facility in China.

The researchers stopped short
of directly accusing the Chinese
government of masterminding
the attacks. However, for years
there have been reports of at-
tacks planned by so-called patri-
otic hackers in China, and many

American security specialists ar-
gue that these are simply irregu-
lar elements of the People’s Lib-
eration Army. At the same time,
hackers frequently use so-called
false flag espionage or denial of
service attacks to route their ac-
tivities through the computers of
a third country and hide their
identity.

One of the Canadian research-
ers said that fellow computer se-
curity researchers suspected
that the attack on Google and
other recent intrusions relied on
hackers sending booby-trapped
documents that were stored in
Adobe’s Acrobat Reader format,
which then infect victims’ com-
puters. This method was seen in
a recent wave of attacks on the
Dalai Lama’s computers. “We’ve
seen a huge upsurge in attacks
using Adobe Acrobat,” said Greg
Walton, an editor at Information
Warfare Monitor, a publication of
the Canadian research group.

A spokeswoman for Adobe said
the company was investigating
the reports, but could not confirm
that the Adobe software was
linked to the most recent attacks.

For Google, the attacks ap-
peared to have been the final
straw in a series of confronta-
tions with Chinese authorities. 

Top Google executives, includ-
ing the chief executive, Eric E.
Schmidt, and the co-founders,
Larry Page and Sergey Brin,
were ambivalent about the deci-
sion to go into China in 2006,
which involved agreeing to cen-
sor some search results on the
company’s local search engine,
according to a former executive
with knowledge of the discus-
sions. The resistance was strong
from Mr. Brin, who had grown up
in the Soviet Union. 

But after discussions and in-
ternal lobbying from Chinese and
Chinese-American employees in-
side Google, as well as some of
the company’s sales executives,
Google’s top executives came
around. They were particularly
swayed by the argument that
even a censored version of Goo-
gle’s search engine would pro-
vide Chinese people more access
to information and help promote
free expression in that country. 

Once the decision was made,
however, Google began expand-
ing its operation in China, which
it expected would grow to be one
of the largest Internet markets.

During Mr. Schmidt’s 2006 visit
to China, shortly after Google in-
troduced the company’s China-
based search engine, Google.cn,
he told reporters that it would be
“arrogant” to try to change Chi-
na’s censorship laws. 

But repeated clashes with Chi-
nese authorities caused Google to
reconsider its decision on many
occasions, the former executives

said. Things almost collapsed in
2008, when Chinese government
officials asked Google to censor
results not only on Google.cn but
also on Google.com. the compa-
ny’s English-language search en-
gine. Google refused, and after
the 2008 Olympics, Chinese offi-
cials dropped the issue. 

Google now says it thinks that
its attempt to help bring open-

ness to China has failed. 
“We were looking at an envi-

ronment that is more difficult
than it was when we started,” Mr.
Drummond said in an interview
on Tuesday. “Far from our pres-
ence helping to open things up, it
seems that things are getting
tighter for open expression and
freedom.”

Robert Gibbs, the White House

press secretary, said Wednesday
that the White House had been
briefed by Google on the compa-
ny’s decision. However, he de-
clined to describe what actions
the government might take in re-
sponse to the claims of Chinese-
directed Internet attacks.

“The recent cyberintrusion
that Google attributes to China is
troubling, and the federal govern-
ment is looking into it,” said a
White House spokesman, Nicho-
las Shapiro. He said that the pres-
ident had stated that Internet
freedom was a central human
rights issue on a recent China
trip. He also said that the presi-
dent had made Internet security
a national priority.

Gabriel Stricker, a Google
spokesman, said Google’s deci-
sion to publicize the attacks was
motivated in part by its desire to
alert activists that their accounts
could have been compromised. 

The attacks present a chal-
lenge for the Obama administra-
tion, which last year debated the
role of a federal Internet security
adviser. The administration is
grappling on how to balance
stricter security controls and the
freedom of technology compa-
nies to innovate. 

Several Internet security spe-
cialists were quick to point out
that a group within the White
House led by Lawrence H. Sum-
mers, the national economic ad-
viser, had pointed to Google in
debates on the appointment as an
example of an innovative Silicon
Valley company that might be
hamstrung by strict new Internet
security restrictions.

“It’s ironic that the new econ-
omy folks at the White House
were pushing back against faster
movement on cybersecurity to
protect companies like Google
from stricter regulations,” said
James Lewis, an Internet securi-
ty specialist at the Center for
Strategic and International Stud-
ies in Washington. Last year, Mr.
Lewis led a bipartisan study call-
ing for the creation of a strong In-
ternet czar reporting directly to
the president to combat a rash of
new security threats.

The White House said on Tues-
day that Robert A. Schmidt, a
compromise candidate who was
chosen last month to be the In-
ternet security adviser, would not
start in the position until later in
the month. 
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Google’s office in Beijing. The company has warned some users their accounts were hacked. 

Some are told their
accounts may have
been compromised.

A company finds a
censorship battle is
still going on.

Recent Network Attacks A selection of suspected Chinese cyberattacks on American companies and agencies, as well as other foreign networks.
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AUG. 2006
U.S. Department of Defense
Officials announce that 
Chinese hackers downloaded 
10 to 20 terabytes of data from 
the military’s unclassified 
network, NIPRNet.

NOV. 2006
U.S. Naval War College
The college’s computer 
infrastructure is attacked by 
Chinese hackers, shutting 
down campus Web and 
e-mail systems for two weeks.

AUG. 2007
Britain, France, Germany
The British Security Service, 
the French prime minister’s 
office and the office of the 
German chancellor complain 
to China about attacks on 
government networks.

OCT. 2007
Oak Ridge National Lab
Hackers send e-mail 
messages to more than 1,000 
employees at this Department 
of Energy laboratory. The 
e-mail attachment, when 
opened, provides access to 
internal databases. China is 
suspected as the source.

OCT. 2008
Certain Skype users 
Computer security 
researchers at the University 
of Toronto discover a Chinese 
surveillance system that 
records text chats between 
Chinese Skype users and 
users outside of China.

MARCH 2009
103 countries
University of Toronto 
researchers say that a vast 
electronic spying system 
primarily controlled from 
computers in China had 
infiltrated at least 1,295 
computers in 103 countries.

DEC. 2009
Companies and individuals
China-based hackers attack 
at least 34 companies, 
including Google and Adobe. 
The Gmail accounts of human 
rights activists in the U.S., 
China and Europe are 
particular targets.

Ashlee Vance contributed report-
ing from Mountain View, Calif.,
and Thom Shanker from Wash-
ington.

Google’s Rebuke of China
Puts a Stronger Focus
On Threats to Security

From Page A1

By ANDREW JACOBS

BEIJING — Google’s declara-
tion that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in China ricocheted
around the world on Wednesday.
But in China itself, the news was
heavily censored.

Some big Chinese news portals
initially carried a short dispatch
on Google’s announcement, but
that account soon tumbled from
the headlines, and later reports
omitted Google’s references to
“free speech” and “surveillance.”

The only government response
came later in the day from Xin-
hua, the official news agency,
which ran a brief item quoting an
anonymous official who was
“seeking more information on
Google’s statement that it could
quit China.”

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail accounts of Chinese
human rights activists.

In a statement, Secretary of
State Hillary Rodham Clinton ex-
pressed “serious concerns”
about the infiltration of Google. 

“We look to the Chinese gov-
ernment for an explanation,”
Mrs. Clinton said.

Outside the company’s gleam-
ing offices in Beijing, a trickle of
young people laid floral bouquets
and notes at the multicolored
sign bearing the Google logo.

As daylight faded, two 18-year-

old law students approached with
a bottle of rice liquor and lighted
two candles. 

One of the students said that
she wanted to make a public ges-
ture of support for Google, which
has steadily lost market share to
Baidu, a Chinese-run company
that has close ties with the gov-
ernment.

“The government should give
people the right to see what they
want online,” said the woman,
Bing, who withheld her full name
for fear that it might cause her
problems at school. “The govern-
ment can’t always tell lies to the
people.”

Since arriving in 2006 under an
arrangement with the govern-
ment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what can be read
online.

On Wall Street on Wednesday,
Google’s shares were down about
1 percent, to $584.18.

If news of Google’s threat to
quit China was largely muffled,
there was some back-and-forth
on message boards and a torrent
of Twitter commentary — acces-
sible only to those able to circum-
vent the Great Firewall. 

“It’s not Google that’s with-
drawing from China, it’s China
that’s withdrawing from the

world,” said one message.
While many comments

mourned the prospect of Google’s
departure, others, including Rao
Jin, the founder of the Web forum
Anti-CNN.com, expressed suspi-
cion over the announcement. 

Mr. Rao, known for defending

China’s stances on issues like Ti-
bet and the Xinjiang region
against Western media criticism,
said he thought Google made its
decision under pressure from
Mrs. Clinton, who met with Goo-
gle’s chief executive last week as
part of an effort to promote In-
ternet freedom around the world.

“I think Google’s departure
from the Chinese market would
be a big loss to Google, though
not as big a loss to China because
Baidu and other search engines
are still rising,” Mr. Rao said in
an interview.

“Any company in China has to

abide by Chinese rules, even
though there are some times
when the rules may not be so rea-
sonable,” he added.

Hecaitou, a prominent blogger
based in Beijing, also applauded
the company’s announcement, al-
though for different reasons. The
possibility of Google leaving Chi-
na, he said, would send a mes-
sage to Chinese leaders intent on
imposing greater restrictions
online, or at least he hoped it
would. 

“In the short term, the Internet
environment will be very cold,”
he said. “But for the government

to close the door and revert to 30
years ago is hard to imagine. If
they want to go forward on the in-
formation highway, they’ll have
to listen to others.”

If Google does leave, it would
be an unusual rebuke of China by
one of the largest and most ad-
mired technology companies,
which had for years coveted the
country’s 300 million Web users.
Google said it would try to negoti-
ate a new arrangement to pro-
vide uncensored results on its
search site, google.cn. But China
is unlikely to agree to Google’s
terms, local experts said. 

Google’s Threat Echoed
Everywhere Except China
News of Possible Departure Is Censored 
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Chinese at an Internet cafe in Beijing. Google has announced that it will no longer cooperate with Internet censorship in China. 

GOOGLE’S LOSS, ANOTHER’S GAIN

If Google pulls out of China, the
country could be left with just one
major Internet search engine:
Baidu.com. Business Day, Page
B1.

An unusual rebuke by
a major technology
company sets mouses
to clicking. 

Jonathan Ansfield contributed re-
porting. 
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the attacks originating in China. 
Adobe, a software maker, said

it had been the victim of an at-
tack, but said that it did not know
if it was linked to the hacking of
Google. Some reports suggested
that Yahoo had been a victim, but
a person with knowledge said
that Yahoo did not think that it
been subject to the same attack
as Google. 

The decision by Google to draw
a line and threaten to end its
business operations in China
brought attention to reports of
Chinese high-technology espio-
nage stretching back at least a
decade. But despite Google’s sug-
gestion that the hacking came
from within China, it remained
unclear who was responsible.
Nevertheless, it presented the
Obama administration with a
problem of how to respond. 

Google’s description of the at-

tacks closely matches a vast sur-
veillance system called Ghostnet
that was reported in March by a
group of Canadian researchers
based at the Munk Center for In-
ternational Studies at the Uni-
versity of Toronto. They found
that an automated espionage sys-
tem based in China was using tar-
geted e-mail messages to com-
promise thousands of computers
in hundreds of governmental or-
ganizations. In each case, after
the computers were controlled by
the attackers, they were able to
scan for documents that were
then stolen and transferred to a
digital storage facility in China.

The researchers stopped short
of directly accusing the Chinese
government of masterminding
the attacks. However, for years
there have been reports of at-
tacks planned by so-called patri-
otic hackers in China, and many

American security specialists ar-
gue that these are simply irregu-
lar elements of the People’s Lib-
eration Army. At the same time,
hackers frequently use so-called
false flag espionage or denial of
service attacks to route their ac-
tivities through the computers of
a third country and hide their
identity.

One of the Canadian research-
ers said that fellow computer se-
curity researchers suspected
that the attack on Google and
other recent intrusions relied on
hackers sending booby-trapped
documents that were stored in
Adobe’s Acrobat Reader format,
which then infect victims’ com-
puters. This method was seen in
a recent wave of attacks on the
Dalai Lama’s computers. “We’ve
seen a huge upsurge in attacks
using Adobe Acrobat,” said Greg
Walton, an editor at Information
Warfare Monitor, a publication of
the Canadian research group.

A spokeswoman for Adobe said
the company was investigating
the reports, but could not confirm
that the Adobe software was
linked to the most recent attacks.

For Google, the attacks ap-
peared to have been the final
straw in a series of confronta-
tions with Chinese authorities. 

Top Google executives, includ-
ing the chief executive, Eric E.
Schmidt, and the co-founders,
Larry Page and Sergey Brin,
were ambivalent about the deci-
sion to go into China in 2006,
which involved agreeing to cen-
sor some search results on the
company’s local search engine,
according to a former executive
with knowledge of the discus-
sions. The resistance was strong
from Mr. Brin, who had grown up
in the Soviet Union. 

But after discussions and in-
ternal lobbying from Chinese and
Chinese-American employees in-
side Google, as well as some of
the company’s sales executives,
Google’s top executives came
around. They were particularly
swayed by the argument that
even a censored version of Goo-
gle’s search engine would pro-
vide Chinese people more access
to information and help promote
free expression in that country. 

Once the decision was made,
however, Google began expand-
ing its operation in China, which
it expected would grow to be one
of the largest Internet markets.

During Mr. Schmidt’s 2006 visit
to China, shortly after Google in-
troduced the company’s China-
based search engine, Google.cn,
he told reporters that it would be
“arrogant” to try to change Chi-
na’s censorship laws. 

But repeated clashes with Chi-
nese authorities caused Google to
reconsider its decision on many
occasions, the former executives

said. Things almost collapsed in
2008, when Chinese government
officials asked Google to censor
results not only on Google.cn but
also on Google.com. the compa-
ny’s English-language search en-
gine. Google refused, and after
the 2008 Olympics, Chinese offi-
cials dropped the issue. 

Google now says it thinks that
its attempt to help bring open-

ness to China has failed. 
“We were looking at an envi-

ronment that is more difficult
than it was when we started,” Mr.
Drummond said in an interview
on Tuesday. “Far from our pres-
ence helping to open things up, it
seems that things are getting
tighter for open expression and
freedom.”

Robert Gibbs, the White House

press secretary, said Wednesday
that the White House had been
briefed by Google on the compa-
ny’s decision. However, he de-
clined to describe what actions
the government might take in re-
sponse to the claims of Chinese-
directed Internet attacks.

“The recent cyberintrusion
that Google attributes to China is
troubling, and the federal govern-
ment is looking into it,” said a
White House spokesman, Nicho-
las Shapiro. He said that the pres-
ident had stated that Internet
freedom was a central human
rights issue on a recent China
trip. He also said that the presi-
dent had made Internet security
a national priority.

Gabriel Stricker, a Google
spokesman, said Google’s deci-
sion to publicize the attacks was
motivated in part by its desire to
alert activists that their accounts
could have been compromised. 

The attacks present a chal-
lenge for the Obama administra-
tion, which last year debated the
role of a federal Internet security
adviser. The administration is
grappling on how to balance
stricter security controls and the
freedom of technology compa-
nies to innovate. 

Several Internet security spe-
cialists were quick to point out
that a group within the White
House led by Lawrence H. Sum-
mers, the national economic ad-
viser, had pointed to Google in
debates on the appointment as an
example of an innovative Silicon
Valley company that might be
hamstrung by strict new Internet
security restrictions.

“It’s ironic that the new econ-
omy folks at the White House
were pushing back against faster
movement on cybersecurity to
protect companies like Google
from stricter regulations,” said
James Lewis, an Internet securi-
ty specialist at the Center for
Strategic and International Stud-
ies in Washington. Last year, Mr.
Lewis led a bipartisan study call-
ing for the creation of a strong In-
ternet czar reporting directly to
the president to combat a rash of
new security threats.

The White House said on Tues-
day that Robert A. Schmidt, a
compromise candidate who was
chosen last month to be the In-
ternet security adviser, would not
start in the position until later in
the month. 
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Google’s office in Beijing. The company has warned some users their accounts were hacked. 

Some are told their
accounts may have
been compromised.

A company finds a
censorship battle is
still going on.

Recent Network Attacks A selection of suspected Chinese cyberattacks on American companies and agencies, as well as other foreign networks.
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AUG. 2006
U.S. Department of Defense
Officials announce that 
Chinese hackers downloaded 
10 to 20 terabytes of data from 
the military’s unclassified 
network, NIPRNet.

NOV. 2006
U.S. Naval War College
The college’s computer 
infrastructure is attacked by 
Chinese hackers, shutting 
down campus Web and 
e-mail systems for two weeks.

AUG. 2007
Britain, France, Germany
The British Security Service, 
the French prime minister’s 
office and the office of the 
German chancellor complain 
to China about attacks on 
government networks.

OCT. 2007
Oak Ridge National Lab
Hackers send e-mail 
messages to more than 1,000 
employees at this Department 
of Energy laboratory. The 
e-mail attachment, when 
opened, provides access to 
internal databases. China is 
suspected as the source.

OCT. 2008
Certain Skype users 
Computer security 
researchers at the University 
of Toronto discover a Chinese 
surveillance system that 
records text chats between 
Chinese Skype users and 
users outside of China.

MARCH 2009
103 countries
University of Toronto 
researchers say that a vast 
electronic spying system 
primarily controlled from 
computers in China had 
infiltrated at least 1,295 
computers in 103 countries.

DEC. 2009
Companies and individuals
China-based hackers attack 
at least 34 companies, 
including Google and Adobe. 
The Gmail accounts of human 
rights activists in the U.S., 
China and Europe are 
particular targets.

Ashlee Vance contributed report-
ing from Mountain View, Calif.,
and Thom Shanker from Wash-
ington.
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BEIJING — Google’s declara-
tion that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in China ricocheted
around the world on Wednesday.
But in China itself, the news was
heavily censored.

Some big Chinese news portals
initially carried a short dispatch
on Google’s announcement, but
that account soon tumbled from
the headlines, and later reports
omitted Google’s references to
“free speech” and “surveillance.”

The only government response
came later in the day from Xin-
hua, the official news agency,
which ran a brief item quoting an
anonymous official who was
“seeking more information on
Google’s statement that it could
quit China.”

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail accounts of Chinese
human rights activists.

In a statement, Secretary of
State Hillary Rodham Clinton ex-
pressed “serious concerns”
about the infiltration of Google. 

“We look to the Chinese gov-
ernment for an explanation,”
Mrs. Clinton said.

Outside the company’s gleam-
ing offices in Beijing, a trickle of
young people laid floral bouquets
and notes at the multicolored
sign bearing the Google logo.

As daylight faded, two 18-year-

old law students approached with
a bottle of rice liquor and lighted
two candles. 

One of the students said that
she wanted to make a public ges-
ture of support for Google, which
has steadily lost market share to
Baidu, a Chinese-run company
that has close ties with the gov-
ernment.

“The government should give
people the right to see what they
want online,” said the woman,
Bing, who withheld her full name
for fear that it might cause her
problems at school. “The govern-
ment can’t always tell lies to the
people.”

Since arriving in 2006 under an
arrangement with the govern-
ment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what can be read
online.

On Wall Street on Wednesday,
Google’s shares were down about
1 percent, to $584.18.

If news of Google’s threat to
quit China was largely muffled,
there was some back-and-forth
on message boards and a torrent
of Twitter commentary — acces-
sible only to those able to circum-
vent the Great Firewall. 

“It’s not Google that’s with-
drawing from China, it’s China
that’s withdrawing from the

world,” said one message.
While many comments

mourned the prospect of Google’s
departure, others, including Rao
Jin, the founder of the Web forum
Anti-CNN.com, expressed suspi-
cion over the announcement. 

Mr. Rao, known for defending

China’s stances on issues like Ti-
bet and the Xinjiang region
against Western media criticism,
said he thought Google made its
decision under pressure from
Mrs. Clinton, who met with Goo-
gle’s chief executive last week as
part of an effort to promote In-
ternet freedom around the world.

“I think Google’s departure
from the Chinese market would
be a big loss to Google, though
not as big a loss to China because
Baidu and other search engines
are still rising,” Mr. Rao said in
an interview.

“Any company in China has to

abide by Chinese rules, even
though there are some times
when the rules may not be so rea-
sonable,” he added.

Hecaitou, a prominent blogger
based in Beijing, also applauded
the company’s announcement, al-
though for different reasons. The
possibility of Google leaving Chi-
na, he said, would send a mes-
sage to Chinese leaders intent on
imposing greater restrictions
online, or at least he hoped it
would. 

“In the short term, the Internet
environment will be very cold,”
he said. “But for the government

to close the door and revert to 30
years ago is hard to imagine. If
they want to go forward on the in-
formation highway, they’ll have
to listen to others.”

If Google does leave, it would
be an unusual rebuke of China by
one of the largest and most ad-
mired technology companies,
which had for years coveted the
country’s 300 million Web users.
Google said it would try to negoti-
ate a new arrangement to pro-
vide uncensored results on its
search site, google.cn. But China
is unlikely to agree to Google’s
terms, local experts said. 

Google’s Threat Echoed
Everywhere Except China
News of Possible Departure Is Censored 
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Chinese at an Internet cafe in Beijing. Google has announced that it will no longer cooperate with Internet censorship in China. 

GOOGLE’S LOSS, ANOTHER’S GAIN

If Google pulls out of China, the
country could be left with just one
major Internet search engine:
Baidu.com. Business Day, Page
B1.

An unusual rebuke by
a major technology
company sets mouses
to clicking. 

Jonathan Ansfield contributed re-
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the attacks originating in China. 
Adobe, a software maker, said

it had been the victim of an at-
tack, but said that it did not know
if it was linked to the hacking of
Google. Some reports suggested
that Yahoo had been a victim, but
a person with knowledge said
that Yahoo did not think that it
been subject to the same attack
as Google. 

The decision by Google to draw
a line and threaten to end its
business operations in China
brought attention to reports of
Chinese high-technology espio-
nage stretching back at least a
decade. But despite Google’s sug-
gestion that the hacking came
from within China, it remained
unclear who was responsible.
Nevertheless, it presented the
Obama administration with a
problem of how to respond. 

Google’s description of the at-

tacks closely matches a vast sur-
veillance system called Ghostnet
that was reported in March by a
group of Canadian researchers
based at the Munk Center for In-
ternational Studies at the Uni-
versity of Toronto. They found
that an automated espionage sys-
tem based in China was using tar-
geted e-mail messages to com-
promise thousands of computers
in hundreds of governmental or-
ganizations. In each case, after
the computers were controlled by
the attackers, they were able to
scan for documents that were
then stolen and transferred to a
digital storage facility in China.

The researchers stopped short
of directly accusing the Chinese
government of masterminding
the attacks. However, for years
there have been reports of at-
tacks planned by so-called patri-
otic hackers in China, and many

American security specialists ar-
gue that these are simply irregu-
lar elements of the People’s Lib-
eration Army. At the same time,
hackers frequently use so-called
false flag espionage or denial of
service attacks to route their ac-
tivities through the computers of
a third country and hide their
identity.

One of the Canadian research-
ers said that fellow computer se-
curity researchers suspected
that the attack on Google and
other recent intrusions relied on
hackers sending booby-trapped
documents that were stored in
Adobe’s Acrobat Reader format,
which then infect victims’ com-
puters. This method was seen in
a recent wave of attacks on the
Dalai Lama’s computers. “We’ve
seen a huge upsurge in attacks
using Adobe Acrobat,” said Greg
Walton, an editor at Information
Warfare Monitor, a publication of
the Canadian research group.

A spokeswoman for Adobe said
the company was investigating
the reports, but could not confirm
that the Adobe software was
linked to the most recent attacks.

For Google, the attacks ap-
peared to have been the final
straw in a series of confronta-
tions with Chinese authorities. 

Top Google executives, includ-
ing the chief executive, Eric E.
Schmidt, and the co-founders,
Larry Page and Sergey Brin,
were ambivalent about the deci-
sion to go into China in 2006,
which involved agreeing to cen-
sor some search results on the
company’s local search engine,
according to a former executive
with knowledge of the discus-
sions. The resistance was strong
from Mr. Brin, who had grown up
in the Soviet Union. 

But after discussions and in-
ternal lobbying from Chinese and
Chinese-American employees in-
side Google, as well as some of
the company’s sales executives,
Google’s top executives came
around. They were particularly
swayed by the argument that
even a censored version of Goo-
gle’s search engine would pro-
vide Chinese people more access
to information and help promote
free expression in that country. 

Once the decision was made,
however, Google began expand-
ing its operation in China, which
it expected would grow to be one
of the largest Internet markets.

During Mr. Schmidt’s 2006 visit
to China, shortly after Google in-
troduced the company’s China-
based search engine, Google.cn,
he told reporters that it would be
“arrogant” to try to change Chi-
na’s censorship laws. 

But repeated clashes with Chi-
nese authorities caused Google to
reconsider its decision on many
occasions, the former executives

said. Things almost collapsed in
2008, when Chinese government
officials asked Google to censor
results not only on Google.cn but
also on Google.com. the compa-
ny’s English-language search en-
gine. Google refused, and after
the 2008 Olympics, Chinese offi-
cials dropped the issue. 

Google now says it thinks that
its attempt to help bring open-

ness to China has failed. 
“We were looking at an envi-

ronment that is more difficult
than it was when we started,” Mr.
Drummond said in an interview
on Tuesday. “Far from our pres-
ence helping to open things up, it
seems that things are getting
tighter for open expression and
freedom.”

Robert Gibbs, the White House

press secretary, said Wednesday
that the White House had been
briefed by Google on the compa-
ny’s decision. However, he de-
clined to describe what actions
the government might take in re-
sponse to the claims of Chinese-
directed Internet attacks.

“The recent cyberintrusion
that Google attributes to China is
troubling, and the federal govern-
ment is looking into it,” said a
White House spokesman, Nicho-
las Shapiro. He said that the pres-
ident had stated that Internet
freedom was a central human
rights issue on a recent China
trip. He also said that the presi-
dent had made Internet security
a national priority.

Gabriel Stricker, a Google
spokesman, said Google’s deci-
sion to publicize the attacks was
motivated in part by its desire to
alert activists that their accounts
could have been compromised. 

The attacks present a chal-
lenge for the Obama administra-
tion, which last year debated the
role of a federal Internet security
adviser. The administration is
grappling on how to balance
stricter security controls and the
freedom of technology compa-
nies to innovate. 

Several Internet security spe-
cialists were quick to point out
that a group within the White
House led by Lawrence H. Sum-
mers, the national economic ad-
viser, had pointed to Google in
debates on the appointment as an
example of an innovative Silicon
Valley company that might be
hamstrung by strict new Internet
security restrictions.

“It’s ironic that the new econ-
omy folks at the White House
were pushing back against faster
movement on cybersecurity to
protect companies like Google
from stricter regulations,” said
James Lewis, an Internet securi-
ty specialist at the Center for
Strategic and International Stud-
ies in Washington. Last year, Mr.
Lewis led a bipartisan study call-
ing for the creation of a strong In-
ternet czar reporting directly to
the president to combat a rash of
new security threats.

The White House said on Tues-
day that Robert A. Schmidt, a
compromise candidate who was
chosen last month to be the In-
ternet security adviser, would not
start in the position until later in
the month. 
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Google’s office in Beijing. The company has warned some users their accounts were hacked. 

Some are told their
accounts may have
been compromised.

A company finds a
censorship battle is
still going on.

Recent Network Attacks A selection of suspected Chinese cyberattacks on American companies and agencies, as well as other foreign networks.
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AUG. 2006
U.S. Department of Defense
Officials announce that 
Chinese hackers downloaded 
10 to 20 terabytes of data from 
the military’s unclassified 
network, NIPRNet.

NOV. 2006
U.S. Naval War College
The college’s computer 
infrastructure is attacked by 
Chinese hackers, shutting 
down campus Web and 
e-mail systems for two weeks.

AUG. 2007
Britain, France, Germany
The British Security Service, 
the French prime minister’s 
office and the office of the 
German chancellor complain 
to China about attacks on 
government networks.

OCT. 2007
Oak Ridge National Lab
Hackers send e-mail 
messages to more than 1,000 
employees at this Department 
of Energy laboratory. The 
e-mail attachment, when 
opened, provides access to 
internal databases. China is 
suspected as the source.

OCT. 2008
Certain Skype users 
Computer security 
researchers at the University 
of Toronto discover a Chinese 
surveillance system that 
records text chats between 
Chinese Skype users and 
users outside of China.

MARCH 2009
103 countries
University of Toronto 
researchers say that a vast 
electronic spying system 
primarily controlled from 
computers in China had 
infiltrated at least 1,295 
computers in 103 countries.

DEC. 2009
Companies and individuals
China-based hackers attack 
at least 34 companies, 
including Google and Adobe. 
The Gmail accounts of human 
rights activists in the U.S., 
China and Europe are 
particular targets.
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ington.
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BEIJING — Google’s declara-
tion that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in China ricocheted
around the world on Wednesday.
But in China itself, the news was
heavily censored.

Some big Chinese news portals
initially carried a short dispatch
on Google’s announcement, but
that account soon tumbled from
the headlines, and later reports
omitted Google’s references to
“free speech” and “surveillance.”

The only government response
came later in the day from Xin-
hua, the official news agency,
which ran a brief item quoting an
anonymous official who was
“seeking more information on
Google’s statement that it could
quit China.”

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail accounts of Chinese
human rights activists.

In a statement, Secretary of
State Hillary Rodham Clinton ex-
pressed “serious concerns”
about the infiltration of Google. 

“We look to the Chinese gov-
ernment for an explanation,”
Mrs. Clinton said.

Outside the company’s gleam-
ing offices in Beijing, a trickle of
young people laid floral bouquets
and notes at the multicolored
sign bearing the Google logo.

As daylight faded, two 18-year-

old law students approached with
a bottle of rice liquor and lighted
two candles. 

One of the students said that
she wanted to make a public ges-
ture of support for Google, which
has steadily lost market share to
Baidu, a Chinese-run company
that has close ties with the gov-
ernment.

“The government should give
people the right to see what they
want online,” said the woman,
Bing, who withheld her full name
for fear that it might cause her
problems at school. “The govern-
ment can’t always tell lies to the
people.”

Since arriving in 2006 under an
arrangement with the govern-
ment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what can be read
online.

On Wall Street on Wednesday,
Google’s shares were down about
1 percent, to $584.18.

If news of Google’s threat to
quit China was largely muffled,
there was some back-and-forth
on message boards and a torrent
of Twitter commentary — acces-
sible only to those able to circum-
vent the Great Firewall. 

“It’s not Google that’s with-
drawing from China, it’s China
that’s withdrawing from the

world,” said one message.
While many comments

mourned the prospect of Google’s
departure, others, including Rao
Jin, the founder of the Web forum
Anti-CNN.com, expressed suspi-
cion over the announcement. 

Mr. Rao, known for defending

China’s stances on issues like Ti-
bet and the Xinjiang region
against Western media criticism,
said he thought Google made its
decision under pressure from
Mrs. Clinton, who met with Goo-
gle’s chief executive last week as
part of an effort to promote In-
ternet freedom around the world.

“I think Google’s departure
from the Chinese market would
be a big loss to Google, though
not as big a loss to China because
Baidu and other search engines
are still rising,” Mr. Rao said in
an interview.

“Any company in China has to

abide by Chinese rules, even
though there are some times
when the rules may not be so rea-
sonable,” he added.

Hecaitou, a prominent blogger
based in Beijing, also applauded
the company’s announcement, al-
though for different reasons. The
possibility of Google leaving Chi-
na, he said, would send a mes-
sage to Chinese leaders intent on
imposing greater restrictions
online, or at least he hoped it
would. 

“In the short term, the Internet
environment will be very cold,”
he said. “But for the government

to close the door and revert to 30
years ago is hard to imagine. If
they want to go forward on the in-
formation highway, they’ll have
to listen to others.”

If Google does leave, it would
be an unusual rebuke of China by
one of the largest and most ad-
mired technology companies,
which had for years coveted the
country’s 300 million Web users.
Google said it would try to negoti-
ate a new arrangement to pro-
vide uncensored results on its
search site, google.cn. But China
is unlikely to agree to Google’s
terms, local experts said. 

Google’s Threat Echoed
Everywhere Except China
News of Possible Departure Is Censored 
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Chinese at an Internet cafe in Beijing. Google has announced that it will no longer cooperate with Internet censorship in China. 

GOOGLE’S LOSS, ANOTHER’S GAIN

If Google pulls out of China, the
country could be left with just one
major Internet search engine:
Baidu.com. Business Day, Page
B1.

An unusual rebuke by
a major technology
company sets mouses
to clicking. 

Jonathan Ansfield contributed re-
porting. 
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the attacks originating in China. 
Adobe, a software maker, said

it had been the victim of an at-
tack, but said that it did not know
if it was linked to the hacking of
Google. Some reports suggested
that Yahoo had been a victim, but
a person with knowledge said
that Yahoo did not think that it
been subject to the same attack
as Google. 

The decision by Google to draw
a line and threaten to end its
business operations in China
brought attention to reports of
Chinese high-technology espio-
nage stretching back at least a
decade. But despite Google’s sug-
gestion that the hacking came
from within China, it remained
unclear who was responsible.
Nevertheless, it presented the
Obama administration with a
problem of how to respond. 

Google’s description of the at-

tacks closely matches a vast sur-
veillance system called Ghostnet
that was reported in March by a
group of Canadian researchers
based at the Munk Center for In-
ternational Studies at the Uni-
versity of Toronto. They found
that an automated espionage sys-
tem based in China was using tar-
geted e-mail messages to com-
promise thousands of computers
in hundreds of governmental or-
ganizations. In each case, after
the computers were controlled by
the attackers, they were able to
scan for documents that were
then stolen and transferred to a
digital storage facility in China.

The researchers stopped short
of directly accusing the Chinese
government of masterminding
the attacks. However, for years
there have been reports of at-
tacks planned by so-called patri-
otic hackers in China, and many

American security specialists ar-
gue that these are simply irregu-
lar elements of the People’s Lib-
eration Army. At the same time,
hackers frequently use so-called
false flag espionage or denial of
service attacks to route their ac-
tivities through the computers of
a third country and hide their
identity.

One of the Canadian research-
ers said that fellow computer se-
curity researchers suspected
that the attack on Google and
other recent intrusions relied on
hackers sending booby-trapped
documents that were stored in
Adobe’s Acrobat Reader format,
which then infect victims’ com-
puters. This method was seen in
a recent wave of attacks on the
Dalai Lama’s computers. “We’ve
seen a huge upsurge in attacks
using Adobe Acrobat,” said Greg
Walton, an editor at Information
Warfare Monitor, a publication of
the Canadian research group.

A spokeswoman for Adobe said
the company was investigating
the reports, but could not confirm
that the Adobe software was
linked to the most recent attacks.

For Google, the attacks ap-
peared to have been the final
straw in a series of confronta-
tions with Chinese authorities. 

Top Google executives, includ-
ing the chief executive, Eric E.
Schmidt, and the co-founders,
Larry Page and Sergey Brin,
were ambivalent about the deci-
sion to go into China in 2006,
which involved agreeing to cen-
sor some search results on the
company’s local search engine,
according to a former executive
with knowledge of the discus-
sions. The resistance was strong
from Mr. Brin, who had grown up
in the Soviet Union. 

But after discussions and in-
ternal lobbying from Chinese and
Chinese-American employees in-
side Google, as well as some of
the company’s sales executives,
Google’s top executives came
around. They were particularly
swayed by the argument that
even a censored version of Goo-
gle’s search engine would pro-
vide Chinese people more access
to information and help promote
free expression in that country. 

Once the decision was made,
however, Google began expand-
ing its operation in China, which
it expected would grow to be one
of the largest Internet markets.

During Mr. Schmidt’s 2006 visit
to China, shortly after Google in-
troduced the company’s China-
based search engine, Google.cn,
he told reporters that it would be
“arrogant” to try to change Chi-
na’s censorship laws. 

But repeated clashes with Chi-
nese authorities caused Google to
reconsider its decision on many
occasions, the former executives

said. Things almost collapsed in
2008, when Chinese government
officials asked Google to censor
results not only on Google.cn but
also on Google.com. the compa-
ny’s English-language search en-
gine. Google refused, and after
the 2008 Olympics, Chinese offi-
cials dropped the issue. 

Google now says it thinks that
its attempt to help bring open-

ness to China has failed. 
“We were looking at an envi-

ronment that is more difficult
than it was when we started,” Mr.
Drummond said in an interview
on Tuesday. “Far from our pres-
ence helping to open things up, it
seems that things are getting
tighter for open expression and
freedom.”

Robert Gibbs, the White House

press secretary, said Wednesday
that the White House had been
briefed by Google on the compa-
ny’s decision. However, he de-
clined to describe what actions
the government might take in re-
sponse to the claims of Chinese-
directed Internet attacks.

“The recent cyberintrusion
that Google attributes to China is
troubling, and the federal govern-
ment is looking into it,” said a
White House spokesman, Nicho-
las Shapiro. He said that the pres-
ident had stated that Internet
freedom was a central human
rights issue on a recent China
trip. He also said that the presi-
dent had made Internet security
a national priority.

Gabriel Stricker, a Google
spokesman, said Google’s deci-
sion to publicize the attacks was
motivated in part by its desire to
alert activists that their accounts
could have been compromised. 

The attacks present a chal-
lenge for the Obama administra-
tion, which last year debated the
role of a federal Internet security
adviser. The administration is
grappling on how to balance
stricter security controls and the
freedom of technology compa-
nies to innovate. 

Several Internet security spe-
cialists were quick to point out
that a group within the White
House led by Lawrence H. Sum-
mers, the national economic ad-
viser, had pointed to Google in
debates on the appointment as an
example of an innovative Silicon
Valley company that might be
hamstrung by strict new Internet
security restrictions.

“It’s ironic that the new econ-
omy folks at the White House
were pushing back against faster
movement on cybersecurity to
protect companies like Google
from stricter regulations,” said
James Lewis, an Internet securi-
ty specialist at the Center for
Strategic and International Stud-
ies in Washington. Last year, Mr.
Lewis led a bipartisan study call-
ing for the creation of a strong In-
ternet czar reporting directly to
the president to combat a rash of
new security threats.

The White House said on Tues-
day that Robert A. Schmidt, a
compromise candidate who was
chosen last month to be the In-
ternet security adviser, would not
start in the position until later in
the month. 
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Google’s office in Beijing. The company has warned some users their accounts were hacked. 

Some are told their
accounts may have
been compromised.

A company finds a
censorship battle is
still going on.

Recent Network Attacks A selection of suspected Chinese cyberattacks on American companies and agencies, as well as other foreign networks.
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AUG. 2006
U.S. Department of Defense
Officials announce that 
Chinese hackers downloaded 
10 to 20 terabytes of data from 
the military’s unclassified 
network, NIPRNet.

NOV. 2006
U.S. Naval War College
The college’s computer 
infrastructure is attacked by 
Chinese hackers, shutting 
down campus Web and 
e-mail systems for two weeks.

AUG. 2007
Britain, France, Germany
The British Security Service, 
the French prime minister’s 
office and the office of the 
German chancellor complain 
to China about attacks on 
government networks.

OCT. 2007
Oak Ridge National Lab
Hackers send e-mail 
messages to more than 1,000 
employees at this Department 
of Energy laboratory. The 
e-mail attachment, when 
opened, provides access to 
internal databases. China is 
suspected as the source.

OCT. 2008
Certain Skype users 
Computer security 
researchers at the University 
of Toronto discover a Chinese 
surveillance system that 
records text chats between 
Chinese Skype users and 
users outside of China.

MARCH 2009
103 countries
University of Toronto 
researchers say that a vast 
electronic spying system 
primarily controlled from 
computers in China had 
infiltrated at least 1,295 
computers in 103 countries.

DEC. 2009
Companies and individuals
China-based hackers attack 
at least 34 companies, 
including Google and Adobe. 
The Gmail accounts of human 
rights activists in the U.S., 
China and Europe are 
particular targets.

Ashlee Vance contributed report-
ing from Mountain View, Calif.,
and Thom Shanker from Wash-
ington.

Google’s Rebuke of China
Puts a Stronger Focus
On Threats to Security

From Page A1

By ANDREW JACOBS

BEIJING — Google’s declara-
tion that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in China ricocheted
around the world on Wednesday.
But in China itself, the news was
heavily censored.

Some big Chinese news portals
initially carried a short dispatch
on Google’s announcement, but
that account soon tumbled from
the headlines, and later reports
omitted Google’s references to
“free speech” and “surveillance.”

The only government response
came later in the day from Xin-
hua, the official news agency,
which ran a brief item quoting an
anonymous official who was
“seeking more information on
Google’s statement that it could
quit China.”

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail accounts of Chinese
human rights activists.

In a statement, Secretary of
State Hillary Rodham Clinton ex-
pressed “serious concerns”
about the infiltration of Google. 

“We look to the Chinese gov-
ernment for an explanation,”
Mrs. Clinton said.

Outside the company’s gleam-
ing offices in Beijing, a trickle of
young people laid floral bouquets
and notes at the multicolored
sign bearing the Google logo.

As daylight faded, two 18-year-

old law students approached with
a bottle of rice liquor and lighted
two candles. 

One of the students said that
she wanted to make a public ges-
ture of support for Google, which
has steadily lost market share to
Baidu, a Chinese-run company
that has close ties with the gov-
ernment.

“The government should give
people the right to see what they
want online,” said the woman,
Bing, who withheld her full name
for fear that it might cause her
problems at school. “The govern-
ment can’t always tell lies to the
people.”

Since arriving in 2006 under an
arrangement with the govern-
ment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what can be read
online.

On Wall Street on Wednesday,
Google’s shares were down about
1 percent, to $584.18.

If news of Google’s threat to
quit China was largely muffled,
there was some back-and-forth
on message boards and a torrent
of Twitter commentary — acces-
sible only to those able to circum-
vent the Great Firewall. 

“It’s not Google that’s with-
drawing from China, it’s China
that’s withdrawing from the

world,” said one message.
While many comments

mourned the prospect of Google’s
departure, others, including Rao
Jin, the founder of the Web forum
Anti-CNN.com, expressed suspi-
cion over the announcement. 

Mr. Rao, known for defending

China’s stances on issues like Ti-
bet and the Xinjiang region
against Western media criticism,
said he thought Google made its
decision under pressure from
Mrs. Clinton, who met with Goo-
gle’s chief executive last week as
part of an effort to promote In-
ternet freedom around the world.

“I think Google’s departure
from the Chinese market would
be a big loss to Google, though
not as big a loss to China because
Baidu and other search engines
are still rising,” Mr. Rao said in
an interview.

“Any company in China has to

abide by Chinese rules, even
though there are some times
when the rules may not be so rea-
sonable,” he added.

Hecaitou, a prominent blogger
based in Beijing, also applauded
the company’s announcement, al-
though for different reasons. The
possibility of Google leaving Chi-
na, he said, would send a mes-
sage to Chinese leaders intent on
imposing greater restrictions
online, or at least he hoped it
would. 

“In the short term, the Internet
environment will be very cold,”
he said. “But for the government

to close the door and revert to 30
years ago is hard to imagine. If
they want to go forward on the in-
formation highway, they’ll have
to listen to others.”

If Google does leave, it would
be an unusual rebuke of China by
one of the largest and most ad-
mired technology companies,
which had for years coveted the
country’s 300 million Web users.
Google said it would try to negoti-
ate a new arrangement to pro-
vide uncensored results on its
search site, google.cn. But China
is unlikely to agree to Google’s
terms, local experts said. 

Google’s Threat Echoed
Everywhere Except China
News of Possible Departure Is Censored 
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Chinese at an Internet cafe in Beijing. Google has announced that it will no longer cooperate with Internet censorship in China. 

GOOGLE’S LOSS, ANOTHER’S GAIN

If Google pulls out of China, the
country could be left with just one
major Internet search engine:
Baidu.com. Business Day, Page
B1.

An unusual rebuke by
a major technology
company sets mouses
to clicking. 

Jonathan Ansfield contributed re-
porting. 

Nxxx,2010-01-14,A,012,Bs-BW,E2

A12 Ø N INTERNATIONALTHE NEW YORK TIMES THURSDAY, JANUARY 14, 2010

the attacks originating in China. 
Adobe, a software maker, said

it had been the victim of an at-
tack, but said that it did not know
if it was linked to the hacking of
Google. Some reports suggested
that Yahoo had been a victim, but
a person with knowledge said
that Yahoo did not think that it
been subject to the same attack
as Google. 

The decision by Google to draw
a line and threaten to end its
business operations in China
brought attention to reports of
Chinese high-technology espio-
nage stretching back at least a
decade. But despite Google’s sug-
gestion that the hacking came
from within China, it remained
unclear who was responsible.
Nevertheless, it presented the
Obama administration with a
problem of how to respond. 

Google’s description of the at-

tacks closely matches a vast sur-
veillance system called Ghostnet
that was reported in March by a
group of Canadian researchers
based at the Munk Center for In-
ternational Studies at the Uni-
versity of Toronto. They found
that an automated espionage sys-
tem based in China was using tar-
geted e-mail messages to com-
promise thousands of computers
in hundreds of governmental or-
ganizations. In each case, after
the computers were controlled by
the attackers, they were able to
scan for documents that were
then stolen and transferred to a
digital storage facility in China.

The researchers stopped short
of directly accusing the Chinese
government of masterminding
the attacks. However, for years
there have been reports of at-
tacks planned by so-called patri-
otic hackers in China, and many

American security specialists ar-
gue that these are simply irregu-
lar elements of the People’s Lib-
eration Army. At the same time,
hackers frequently use so-called
false flag espionage or denial of
service attacks to route their ac-
tivities through the computers of
a third country and hide their
identity.

One of the Canadian research-
ers said that fellow computer se-
curity researchers suspected
that the attack on Google and
other recent intrusions relied on
hackers sending booby-trapped
documents that were stored in
Adobe’s Acrobat Reader format,
which then infect victims’ com-
puters. This method was seen in
a recent wave of attacks on the
Dalai Lama’s computers. “We’ve
seen a huge upsurge in attacks
using Adobe Acrobat,” said Greg
Walton, an editor at Information
Warfare Monitor, a publication of
the Canadian research group.

A spokeswoman for Adobe said
the company was investigating
the reports, but could not confirm
that the Adobe software was
linked to the most recent attacks.

For Google, the attacks ap-
peared to have been the final
straw in a series of confronta-
tions with Chinese authorities. 

Top Google executives, includ-
ing the chief executive, Eric E.
Schmidt, and the co-founders,
Larry Page and Sergey Brin,
were ambivalent about the deci-
sion to go into China in 2006,
which involved agreeing to cen-
sor some search results on the
company’s local search engine,
according to a former executive
with knowledge of the discus-
sions. The resistance was strong
from Mr. Brin, who had grown up
in the Soviet Union. 

But after discussions and in-
ternal lobbying from Chinese and
Chinese-American employees in-
side Google, as well as some of
the company’s sales executives,
Google’s top executives came
around. They were particularly
swayed by the argument that
even a censored version of Goo-
gle’s search engine would pro-
vide Chinese people more access
to information and help promote
free expression in that country. 

Once the decision was made,
however, Google began expand-
ing its operation in China, which
it expected would grow to be one
of the largest Internet markets.

During Mr. Schmidt’s 2006 visit
to China, shortly after Google in-
troduced the company’s China-
based search engine, Google.cn,
he told reporters that it would be
“arrogant” to try to change Chi-
na’s censorship laws. 

But repeated clashes with Chi-
nese authorities caused Google to
reconsider its decision on many
occasions, the former executives

said. Things almost collapsed in
2008, when Chinese government
officials asked Google to censor
results not only on Google.cn but
also on Google.com. the compa-
ny’s English-language search en-
gine. Google refused, and after
the 2008 Olympics, Chinese offi-
cials dropped the issue. 

Google now says it thinks that
its attempt to help bring open-

ness to China has failed. 
“We were looking at an envi-

ronment that is more difficult
than it was when we started,” Mr.
Drummond said in an interview
on Tuesday. “Far from our pres-
ence helping to open things up, it
seems that things are getting
tighter for open expression and
freedom.”

Robert Gibbs, the White House

press secretary, said Wednesday
that the White House had been
briefed by Google on the compa-
ny’s decision. However, he de-
clined to describe what actions
the government might take in re-
sponse to the claims of Chinese-
directed Internet attacks.

“The recent cyberintrusion
that Google attributes to China is
troubling, and the federal govern-
ment is looking into it,” said a
White House spokesman, Nicho-
las Shapiro. He said that the pres-
ident had stated that Internet
freedom was a central human
rights issue on a recent China
trip. He also said that the presi-
dent had made Internet security
a national priority.

Gabriel Stricker, a Google
spokesman, said Google’s deci-
sion to publicize the attacks was
motivated in part by its desire to
alert activists that their accounts
could have been compromised. 

The attacks present a chal-
lenge for the Obama administra-
tion, which last year debated the
role of a federal Internet security
adviser. The administration is
grappling on how to balance
stricter security controls and the
freedom of technology compa-
nies to innovate. 

Several Internet security spe-
cialists were quick to point out
that a group within the White
House led by Lawrence H. Sum-
mers, the national economic ad-
viser, had pointed to Google in
debates on the appointment as an
example of an innovative Silicon
Valley company that might be
hamstrung by strict new Internet
security restrictions.

“It’s ironic that the new econ-
omy folks at the White House
were pushing back against faster
movement on cybersecurity to
protect companies like Google
from stricter regulations,” said
James Lewis, an Internet securi-
ty specialist at the Center for
Strategic and International Stud-
ies in Washington. Last year, Mr.
Lewis led a bipartisan study call-
ing for the creation of a strong In-
ternet czar reporting directly to
the president to combat a rash of
new security threats.

The White House said on Tues-
day that Robert A. Schmidt, a
compromise candidate who was
chosen last month to be the In-
ternet security adviser, would not
start in the position until later in
the month. 
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Google’s office in Beijing. The company has warned some users their accounts were hacked. 

Some are told their
accounts may have
been compromised.

A company finds a
censorship battle is
still going on.

Recent Network Attacks A selection of suspected Chinese cyberattacks on American companies and agencies, as well as other foreign networks.
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AUG. 2006
U.S. Department of Defense
Officials announce that 
Chinese hackers downloaded 
10 to 20 terabytes of data from 
the military’s unclassified 
network, NIPRNet.

NOV. 2006
U.S. Naval War College
The college’s computer 
infrastructure is attacked by 
Chinese hackers, shutting 
down campus Web and 
e-mail systems for two weeks.

AUG. 2007
Britain, France, Germany
The British Security Service, 
the French prime minister’s 
office and the office of the 
German chancellor complain 
to China about attacks on 
government networks.

OCT. 2007
Oak Ridge National Lab
Hackers send e-mail 
messages to more than 1,000 
employees at this Department 
of Energy laboratory. The 
e-mail attachment, when 
opened, provides access to 
internal databases. China is 
suspected as the source.

OCT. 2008
Certain Skype users 
Computer security 
researchers at the University 
of Toronto discover a Chinese 
surveillance system that 
records text chats between 
Chinese Skype users and 
users outside of China.

MARCH 2009
103 countries
University of Toronto 
researchers say that a vast 
electronic spying system 
primarily controlled from 
computers in China had 
infiltrated at least 1,295 
computers in 103 countries.

DEC. 2009
Companies and individuals
China-based hackers attack 
at least 34 companies, 
including Google and Adobe. 
The Gmail accounts of human 
rights activists in the U.S., 
China and Europe are 
particular targets.

Ashlee Vance contributed report-
ing from Mountain View, Calif.,
and Thom Shanker from Wash-
ington.

Google’s Rebuke of China
Puts a Stronger Focus
On Threats to Security
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By ANDREW JACOBS

BEIJING — Google’s declara-
tion that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in China ricocheted
around the world on Wednesday.
But in China itself, the news was
heavily censored.

Some big Chinese news portals
initially carried a short dispatch
on Google’s announcement, but
that account soon tumbled from
the headlines, and later reports
omitted Google’s references to
“free speech” and “surveillance.”

The only government response
came later in the day from Xin-
hua, the official news agency,
which ran a brief item quoting an
anonymous official who was
“seeking more information on
Google’s statement that it could
quit China.”

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail accounts of Chinese
human rights activists.

In a statement, Secretary of
State Hillary Rodham Clinton ex-
pressed “serious concerns”
about the infiltration of Google. 

“We look to the Chinese gov-
ernment for an explanation,”
Mrs. Clinton said.

Outside the company’s gleam-
ing offices in Beijing, a trickle of
young people laid floral bouquets
and notes at the multicolored
sign bearing the Google logo.

As daylight faded, two 18-year-

old law students approached with
a bottle of rice liquor and lighted
two candles. 

One of the students said that
she wanted to make a public ges-
ture of support for Google, which
has steadily lost market share to
Baidu, a Chinese-run company
that has close ties with the gov-
ernment.

“The government should give
people the right to see what they
want online,” said the woman,
Bing, who withheld her full name
for fear that it might cause her
problems at school. “The govern-
ment can’t always tell lies to the
people.”

Since arriving in 2006 under an
arrangement with the govern-
ment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what can be read
online.

On Wall Street on Wednesday,
Google’s shares were down about
1 percent, to $584.18.

If news of Google’s threat to
quit China was largely muffled,
there was some back-and-forth
on message boards and a torrent
of Twitter commentary — acces-
sible only to those able to circum-
vent the Great Firewall. 

“It’s not Google that’s with-
drawing from China, it’s China
that’s withdrawing from the

world,” said one message.
While many comments

mourned the prospect of Google’s
departure, others, including Rao
Jin, the founder of the Web forum
Anti-CNN.com, expressed suspi-
cion over the announcement. 

Mr. Rao, known for defending

China’s stances on issues like Ti-
bet and the Xinjiang region
against Western media criticism,
said he thought Google made its
decision under pressure from
Mrs. Clinton, who met with Goo-
gle’s chief executive last week as
part of an effort to promote In-
ternet freedom around the world.

“I think Google’s departure
from the Chinese market would
be a big loss to Google, though
not as big a loss to China because
Baidu and other search engines
are still rising,” Mr. Rao said in
an interview.

“Any company in China has to

abide by Chinese rules, even
though there are some times
when the rules may not be so rea-
sonable,” he added.

Hecaitou, a prominent blogger
based in Beijing, also applauded
the company’s announcement, al-
though for different reasons. The
possibility of Google leaving Chi-
na, he said, would send a mes-
sage to Chinese leaders intent on
imposing greater restrictions
online, or at least he hoped it
would. 

“In the short term, the Internet
environment will be very cold,”
he said. “But for the government

to close the door and revert to 30
years ago is hard to imagine. If
they want to go forward on the in-
formation highway, they’ll have
to listen to others.”

If Google does leave, it would
be an unusual rebuke of China by
one of the largest and most ad-
mired technology companies,
which had for years coveted the
country’s 300 million Web users.
Google said it would try to negoti-
ate a new arrangement to pro-
vide uncensored results on its
search site, google.cn. But China
is unlikely to agree to Google’s
terms, local experts said. 

Google’s Threat Echoed
Everywhere Except China
News of Possible Departure Is Censored 
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Chinese at an Internet cafe in Beijing. Google has announced that it will no longer cooperate with Internet censorship in China. 

GOOGLE’S LOSS, ANOTHER’S GAIN

If Google pulls out of China, the
country could be left with just one
major Internet search engine:
Baidu.com. Business Day, Page
B1.

An unusual rebuke by
a major technology
company sets mouses
to clicking. 

Jonathan Ansfield contributed re-
porting. 
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the attacks originating in China. 
Adobe, a software maker, said

it had been the victim of an at-
tack, but said that it did not know
if it was linked to the hacking of
Google. Some reports suggested
that Yahoo had been a victim, but
a person with knowledge said
that Yahoo did not think that it
been subject to the same attack
as Google. 

The decision by Google to draw
a line and threaten to end its
business operations in China
brought attention to reports of
Chinese high-technology espio-
nage stretching back at least a
decade. But despite Google’s sug-
gestion that the hacking came
from within China, it remained
unclear who was responsible.
Nevertheless, it presented the
Obama administration with a
problem of how to respond. 

Google’s description of the at-

tacks closely matches a vast sur-
veillance system called Ghostnet
that was reported in March by a
group of Canadian researchers
based at the Munk Center for In-
ternational Studies at the Uni-
versity of Toronto. They found
that an automated espionage sys-
tem based in China was using tar-
geted e-mail messages to com-
promise thousands of computers
in hundreds of governmental or-
ganizations. In each case, after
the computers were controlled by
the attackers, they were able to
scan for documents that were
then stolen and transferred to a
digital storage facility in China.

The researchers stopped short
of directly accusing the Chinese
government of masterminding
the attacks. However, for years
there have been reports of at-
tacks planned by so-called patri-
otic hackers in China, and many

American security specialists ar-
gue that these are simply irregu-
lar elements of the People’s Lib-
eration Army. At the same time,
hackers frequently use so-called
false flag espionage or denial of
service attacks to route their ac-
tivities through the computers of
a third country and hide their
identity.

One of the Canadian research-
ers said that fellow computer se-
curity researchers suspected
that the attack on Google and
other recent intrusions relied on
hackers sending booby-trapped
documents that were stored in
Adobe’s Acrobat Reader format,
which then infect victims’ com-
puters. This method was seen in
a recent wave of attacks on the
Dalai Lama’s computers. “We’ve
seen a huge upsurge in attacks
using Adobe Acrobat,” said Greg
Walton, an editor at Information
Warfare Monitor, a publication of
the Canadian research group.

A spokeswoman for Adobe said
the company was investigating
the reports, but could not confirm
that the Adobe software was
linked to the most recent attacks.

For Google, the attacks ap-
peared to have been the final
straw in a series of confronta-
tions with Chinese authorities. 

Top Google executives, includ-
ing the chief executive, Eric E.
Schmidt, and the co-founders,
Larry Page and Sergey Brin,
were ambivalent about the deci-
sion to go into China in 2006,
which involved agreeing to cen-
sor some search results on the
company’s local search engine,
according to a former executive
with knowledge of the discus-
sions. The resistance was strong
from Mr. Brin, who had grown up
in the Soviet Union. 

But after discussions and in-
ternal lobbying from Chinese and
Chinese-American employees in-
side Google, as well as some of
the company’s sales executives,
Google’s top executives came
around. They were particularly
swayed by the argument that
even a censored version of Goo-
gle’s search engine would pro-
vide Chinese people more access
to information and help promote
free expression in that country. 

Once the decision was made,
however, Google began expand-
ing its operation in China, which
it expected would grow to be one
of the largest Internet markets.

During Mr. Schmidt’s 2006 visit
to China, shortly after Google in-
troduced the company’s China-
based search engine, Google.cn,
he told reporters that it would be
“arrogant” to try to change Chi-
na’s censorship laws. 

But repeated clashes with Chi-
nese authorities caused Google to
reconsider its decision on many
occasions, the former executives

said. Things almost collapsed in
2008, when Chinese government
officials asked Google to censor
results not only on Google.cn but
also on Google.com. the compa-
ny’s English-language search en-
gine. Google refused, and after
the 2008 Olympics, Chinese offi-
cials dropped the issue. 

Google now says it thinks that
its attempt to help bring open-

ness to China has failed. 
“We were looking at an envi-

ronment that is more difficult
than it was when we started,” Mr.
Drummond said in an interview
on Tuesday. “Far from our pres-
ence helping to open things up, it
seems that things are getting
tighter for open expression and
freedom.”

Robert Gibbs, the White House

press secretary, said Wednesday
that the White House had been
briefed by Google on the compa-
ny’s decision. However, he de-
clined to describe what actions
the government might take in re-
sponse to the claims of Chinese-
directed Internet attacks.

“The recent cyberintrusion
that Google attributes to China is
troubling, and the federal govern-
ment is looking into it,” said a
White House spokesman, Nicho-
las Shapiro. He said that the pres-
ident had stated that Internet
freedom was a central human
rights issue on a recent China
trip. He also said that the presi-
dent had made Internet security
a national priority.

Gabriel Stricker, a Google
spokesman, said Google’s deci-
sion to publicize the attacks was
motivated in part by its desire to
alert activists that their accounts
could have been compromised. 

The attacks present a chal-
lenge for the Obama administra-
tion, which last year debated the
role of a federal Internet security
adviser. The administration is
grappling on how to balance
stricter security controls and the
freedom of technology compa-
nies to innovate. 

Several Internet security spe-
cialists were quick to point out
that a group within the White
House led by Lawrence H. Sum-
mers, the national economic ad-
viser, had pointed to Google in
debates on the appointment as an
example of an innovative Silicon
Valley company that might be
hamstrung by strict new Internet
security restrictions.

“It’s ironic that the new econ-
omy folks at the White House
were pushing back against faster
movement on cybersecurity to
protect companies like Google
from stricter regulations,” said
James Lewis, an Internet securi-
ty specialist at the Center for
Strategic and International Stud-
ies in Washington. Last year, Mr.
Lewis led a bipartisan study call-
ing for the creation of a strong In-
ternet czar reporting directly to
the president to combat a rash of
new security threats.

The White House said on Tues-
day that Robert A. Schmidt, a
compromise candidate who was
chosen last month to be the In-
ternet security adviser, would not
start in the position until later in
the month. 
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Google’s office in Beijing. The company has warned some users their accounts were hacked. 

Some are told their
accounts may have
been compromised.

A company finds a
censorship battle is
still going on.

Recent Network Attacks A selection of suspected Chinese cyberattacks on American companies and agencies, as well as other foreign networks.
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AUG. 2006
U.S. Department of Defense
Officials announce that 
Chinese hackers downloaded 
10 to 20 terabytes of data from 
the military’s unclassified 
network, NIPRNet.

NOV. 2006
U.S. Naval War College
The college’s computer 
infrastructure is attacked by 
Chinese hackers, shutting 
down campus Web and 
e-mail systems for two weeks.

AUG. 2007
Britain, France, Germany
The British Security Service, 
the French prime minister’s 
office and the office of the 
German chancellor complain 
to China about attacks on 
government networks.

OCT. 2007
Oak Ridge National Lab
Hackers send e-mail 
messages to more than 1,000 
employees at this Department 
of Energy laboratory. The 
e-mail attachment, when 
opened, provides access to 
internal databases. China is 
suspected as the source.

OCT. 2008
Certain Skype users 
Computer security 
researchers at the University 
of Toronto discover a Chinese 
surveillance system that 
records text chats between 
Chinese Skype users and 
users outside of China.

MARCH 2009
103 countries
University of Toronto 
researchers say that a vast 
electronic spying system 
primarily controlled from 
computers in China had 
infiltrated at least 1,295 
computers in 103 countries.

DEC. 2009
Companies and individuals
China-based hackers attack 
at least 34 companies, 
including Google and Adobe. 
The Gmail accounts of human 
rights activists in the U.S., 
China and Europe are 
particular targets.

Ashlee Vance contributed report-
ing from Mountain View, Calif.,
and Thom Shanker from Wash-
ington.

Google’s Rebuke of China
Puts a Stronger Focus
On Threats to Security

From Page A1

By ANDREW JACOBS

BEIJING — Google’s declara-
tion that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in China ricocheted
around the world on Wednesday.
But in China itself, the news was
heavily censored.

Some big Chinese news portals
initially carried a short dispatch
on Google’s announcement, but
that account soon tumbled from
the headlines, and later reports
omitted Google’s references to
“free speech” and “surveillance.”

The only government response
came later in the day from Xin-
hua, the official news agency,
which ran a brief item quoting an
anonymous official who was
“seeking more information on
Google’s statement that it could
quit China.”

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail accounts of Chinese
human rights activists.

In a statement, Secretary of
State Hillary Rodham Clinton ex-
pressed “serious concerns”
about the infiltration of Google. 

“We look to the Chinese gov-
ernment for an explanation,”
Mrs. Clinton said.

Outside the company’s gleam-
ing offices in Beijing, a trickle of
young people laid floral bouquets
and notes at the multicolored
sign bearing the Google logo.

As daylight faded, two 18-year-

old law students approached with
a bottle of rice liquor and lighted
two candles. 

One of the students said that
she wanted to make a public ges-
ture of support for Google, which
has steadily lost market share to
Baidu, a Chinese-run company
that has close ties with the gov-
ernment.

“The government should give
people the right to see what they
want online,” said the woman,
Bing, who withheld her full name
for fear that it might cause her
problems at school. “The govern-
ment can’t always tell lies to the
people.”

Since arriving in 2006 under an
arrangement with the govern-
ment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what can be read
online.

On Wall Street on Wednesday,
Google’s shares were down about
1 percent, to $584.18.

If news of Google’s threat to
quit China was largely muffled,
there was some back-and-forth
on message boards and a torrent
of Twitter commentary — acces-
sible only to those able to circum-
vent the Great Firewall. 

“It’s not Google that’s with-
drawing from China, it’s China
that’s withdrawing from the

world,” said one message.
While many comments

mourned the prospect of Google’s
departure, others, including Rao
Jin, the founder of the Web forum
Anti-CNN.com, expressed suspi-
cion over the announcement. 

Mr. Rao, known for defending

China’s stances on issues like Ti-
bet and the Xinjiang region
against Western media criticism,
said he thought Google made its
decision under pressure from
Mrs. Clinton, who met with Goo-
gle’s chief executive last week as
part of an effort to promote In-
ternet freedom around the world.

“I think Google’s departure
from the Chinese market would
be a big loss to Google, though
not as big a loss to China because
Baidu and other search engines
are still rising,” Mr. Rao said in
an interview.

“Any company in China has to

abide by Chinese rules, even
though there are some times
when the rules may not be so rea-
sonable,” he added.

Hecaitou, a prominent blogger
based in Beijing, also applauded
the company’s announcement, al-
though for different reasons. The
possibility of Google leaving Chi-
na, he said, would send a mes-
sage to Chinese leaders intent on
imposing greater restrictions
online, or at least he hoped it
would. 

“In the short term, the Internet
environment will be very cold,”
he said. “But for the government

to close the door and revert to 30
years ago is hard to imagine. If
they want to go forward on the in-
formation highway, they’ll have
to listen to others.”

If Google does leave, it would
be an unusual rebuke of China by
one of the largest and most ad-
mired technology companies,
which had for years coveted the
country’s 300 million Web users.
Google said it would try to negoti-
ate a new arrangement to pro-
vide uncensored results on its
search site, google.cn. But China
is unlikely to agree to Google’s
terms, local experts said. 

Google’s Threat Echoed
Everywhere Except China
News of Possible Departure Is Censored 
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Chinese at an Internet cafe in Beijing. Google has announced that it will no longer cooperate with Internet censorship in China. 

GOOGLE’S LOSS, ANOTHER’S GAIN

If Google pulls out of China, the
country could be left with just one
major Internet search engine:
Baidu.com. Business Day, Page
B1.

An unusual rebuke by
a major technology
company sets mouses
to clicking. 

Jonathan Ansfield contributed re-
porting. 

Nxxx,2010-01-14,A,012,Bs-BW,E2



4

A12 Ø N INTERNATIONALTHE NEW YORK TIMES THURSDAY, JANUARY 14, 2010

the attacks originating in China. 
Adobe, a software maker, said

it had been the victim of an at-
tack, but said that it did not know
if it was linked to the hacking of
Google. Some reports suggested
that Yahoo had been a victim, but
a person with knowledge said
that Yahoo did not think that it
been subject to the same attack
as Google. 

The decision by Google to draw
a line and threaten to end its
business operations in China
brought attention to reports of
Chinese high-technology espio-
nage stretching back at least a
decade. But despite Google’s sug-
gestion that the hacking came
from within China, it remained
unclear who was responsible.
Nevertheless, it presented the
Obama administration with a
problem of how to respond. 

Google’s description of the at-

tacks closely matches a vast sur-
veillance system called Ghostnet
that was reported in March by a
group of Canadian researchers
based at the Munk Center for In-
ternational Studies at the Uni-
versity of Toronto. They found
that an automated espionage sys-
tem based in China was using tar-
geted e-mail messages to com-
promise thousands of computers
in hundreds of governmental or-
ganizations. In each case, after
the computers were controlled by
the attackers, they were able to
scan for documents that were
then stolen and transferred to a
digital storage facility in China.

The researchers stopped short
of directly accusing the Chinese
government of masterminding
the attacks. However, for years
there have been reports of at-
tacks planned by so-called patri-
otic hackers in China, and many

American security specialists ar-
gue that these are simply irregu-
lar elements of the People’s Lib-
eration Army. At the same time,
hackers frequently use so-called
false flag espionage or denial of
service attacks to route their ac-
tivities through the computers of
a third country and hide their
identity.

One of the Canadian research-
ers said that fellow computer se-
curity researchers suspected
that the attack on Google and
other recent intrusions relied on
hackers sending booby-trapped
documents that were stored in
Adobe’s Acrobat Reader format,
which then infect victims’ com-
puters. This method was seen in
a recent wave of attacks on the
Dalai Lama’s computers. “We’ve
seen a huge upsurge in attacks
using Adobe Acrobat,” said Greg
Walton, an editor at Information
Warfare Monitor, a publication of
the Canadian research group.

A spokeswoman for Adobe said
the company was investigating
the reports, but could not confirm
that the Adobe software was
linked to the most recent attacks.

For Google, the attacks ap-
peared to have been the final
straw in a series of confronta-
tions with Chinese authorities. 

Top Google executives, includ-
ing the chief executive, Eric E.
Schmidt, and the co-founders,
Larry Page and Sergey Brin,
were ambivalent about the deci-
sion to go into China in 2006,
which involved agreeing to cen-
sor some search results on the
company’s local search engine,
according to a former executive
with knowledge of the discus-
sions. The resistance was strong
from Mr. Brin, who had grown up
in the Soviet Union. 

But after discussions and in-
ternal lobbying from Chinese and
Chinese-American employees in-
side Google, as well as some of
the company’s sales executives,
Google’s top executives came
around. They were particularly
swayed by the argument that
even a censored version of Goo-
gle’s search engine would pro-
vide Chinese people more access
to information and help promote
free expression in that country. 

Once the decision was made,
however, Google began expand-
ing its operation in China, which
it expected would grow to be one
of the largest Internet markets.

During Mr. Schmidt’s 2006 visit
to China, shortly after Google in-
troduced the company’s China-
based search engine, Google.cn,
he told reporters that it would be
“arrogant” to try to change Chi-
na’s censorship laws. 

But repeated clashes with Chi-
nese authorities caused Google to
reconsider its decision on many
occasions, the former executives

said. Things almost collapsed in
2008, when Chinese government
officials asked Google to censor
results not only on Google.cn but
also on Google.com. the compa-
ny’s English-language search en-
gine. Google refused, and after
the 2008 Olympics, Chinese offi-
cials dropped the issue. 

Google now says it thinks that
its attempt to help bring open-

ness to China has failed. 
“We were looking at an envi-

ronment that is more difficult
than it was when we started,” Mr.
Drummond said in an interview
on Tuesday. “Far from our pres-
ence helping to open things up, it
seems that things are getting
tighter for open expression and
freedom.”

Robert Gibbs, the White House

press secretary, said Wednesday
that the White House had been
briefed by Google on the compa-
ny’s decision. However, he de-
clined to describe what actions
the government might take in re-
sponse to the claims of Chinese-
directed Internet attacks.

“The recent cyberintrusion
that Google attributes to China is
troubling, and the federal govern-
ment is looking into it,” said a
White House spokesman, Nicho-
las Shapiro. He said that the pres-
ident had stated that Internet
freedom was a central human
rights issue on a recent China
trip. He also said that the presi-
dent had made Internet security
a national priority.

Gabriel Stricker, a Google
spokesman, said Google’s deci-
sion to publicize the attacks was
motivated in part by its desire to
alert activists that their accounts
could have been compromised. 

The attacks present a chal-
lenge for the Obama administra-
tion, which last year debated the
role of a federal Internet security
adviser. The administration is
grappling on how to balance
stricter security controls and the
freedom of technology compa-
nies to innovate. 

Several Internet security spe-
cialists were quick to point out
that a group within the White
House led by Lawrence H. Sum-
mers, the national economic ad-
viser, had pointed to Google in
debates on the appointment as an
example of an innovative Silicon
Valley company that might be
hamstrung by strict new Internet
security restrictions.

“It’s ironic that the new econ-
omy folks at the White House
were pushing back against faster
movement on cybersecurity to
protect companies like Google
from stricter regulations,” said
James Lewis, an Internet securi-
ty specialist at the Center for
Strategic and International Stud-
ies in Washington. Last year, Mr.
Lewis led a bipartisan study call-
ing for the creation of a strong In-
ternet czar reporting directly to
the president to combat a rash of
new security threats.

The White House said on Tues-
day that Robert A. Schmidt, a
compromise candidate who was
chosen last month to be the In-
ternet security adviser, would not
start in the position until later in
the month. 
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Google’s office in Beijing. The company has warned some users their accounts were hacked. 

Some are told their
accounts may have
been compromised.

A company finds a
censorship battle is
still going on.

Recent Network Attacks A selection of suspected Chinese cyberattacks on American companies and agencies, as well as other foreign networks.
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AUG. 2006
U.S. Department of Defense
Officials announce that 
Chinese hackers downloaded 
10 to 20 terabytes of data from 
the military’s unclassified 
network, NIPRNet.

NOV. 2006
U.S. Naval War College
The college’s computer 
infrastructure is attacked by 
Chinese hackers, shutting 
down campus Web and 
e-mail systems for two weeks.

AUG. 2007
Britain, France, Germany
The British Security Service, 
the French prime minister’s 
office and the office of the 
German chancellor complain 
to China about attacks on 
government networks.

OCT. 2007
Oak Ridge National Lab
Hackers send e-mail 
messages to more than 1,000 
employees at this Department 
of Energy laboratory. The 
e-mail attachment, when 
opened, provides access to 
internal databases. China is 
suspected as the source.

OCT. 2008
Certain Skype users 
Computer security 
researchers at the University 
of Toronto discover a Chinese 
surveillance system that 
records text chats between 
Chinese Skype users and 
users outside of China.

MARCH 2009
103 countries
University of Toronto 
researchers say that a vast 
electronic spying system 
primarily controlled from 
computers in China had 
infiltrated at least 1,295 
computers in 103 countries.

DEC. 2009
Companies and individuals
China-based hackers attack 
at least 34 companies, 
including Google and Adobe. 
The Gmail accounts of human 
rights activists in the U.S., 
China and Europe are 
particular targets.

Ashlee Vance contributed report-
ing from Mountain View, Calif.,
and Thom Shanker from Wash-
ington.
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By ANDREW JACOBS

BEIJING — Google’s declara-
tion that it would stop cooperat-
ing with Chinese Internet censor-
ship and consider shutting down
its operations in China ricocheted
around the world on Wednesday.
But in China itself, the news was
heavily censored.

Some big Chinese news portals
initially carried a short dispatch
on Google’s announcement, but
that account soon tumbled from
the headlines, and later reports
omitted Google’s references to
“free speech” and “surveillance.”

The only government response
came later in the day from Xin-
hua, the official news agency,
which ran a brief item quoting an
anonymous official who was
“seeking more information on
Google’s statement that it could
quit China.”

Google linked its decision to so-
phisticated cyberattacks on its
computer systems that it sus-
pected originated in China and
that were aimed, at least in part,
at the Gmail accounts of Chinese
human rights activists.

In a statement, Secretary of
State Hillary Rodham Clinton ex-
pressed “serious concerns”
about the infiltration of Google. 

“We look to the Chinese gov-
ernment for an explanation,”
Mrs. Clinton said.

Outside the company’s gleam-
ing offices in Beijing, a trickle of
young people laid floral bouquets
and notes at the multicolored
sign bearing the Google logo.

As daylight faded, two 18-year-

old law students approached with
a bottle of rice liquor and lighted
two candles. 

One of the students said that
she wanted to make a public ges-
ture of support for Google, which
has steadily lost market share to
Baidu, a Chinese-run company
that has close ties with the gov-
ernment.

“The government should give
people the right to see what they
want online,” said the woman,
Bing, who withheld her full name
for fear that it might cause her
problems at school. “The govern-
ment can’t always tell lies to the
people.”

Since arriving in 2006 under an
arrangement with the govern-
ment that purged its Chinese
search results of banned topics,
Google has come under fire for
abetting a system that increas-
ingly restricts what can be read
online.

On Wall Street on Wednesday,
Google’s shares were down about
1 percent, to $584.18.

If news of Google’s threat to
quit China was largely muffled,
there was some back-and-forth
on message boards and a torrent
of Twitter commentary — acces-
sible only to those able to circum-
vent the Great Firewall. 

“It’s not Google that’s with-
drawing from China, it’s China
that’s withdrawing from the

world,” said one message.
While many comments

mourned the prospect of Google’s
departure, others, including Rao
Jin, the founder of the Web forum
Anti-CNN.com, expressed suspi-
cion over the announcement. 

Mr. Rao, known for defending

China’s stances on issues like Ti-
bet and the Xinjiang region
against Western media criticism,
said he thought Google made its
decision under pressure from
Mrs. Clinton, who met with Goo-
gle’s chief executive last week as
part of an effort to promote In-
ternet freedom around the world.

“I think Google’s departure
from the Chinese market would
be a big loss to Google, though
not as big a loss to China because
Baidu and other search engines
are still rising,” Mr. Rao said in
an interview.

“Any company in China has to

abide by Chinese rules, even
though there are some times
when the rules may not be so rea-
sonable,” he added.

Hecaitou, a prominent blogger
based in Beijing, also applauded
the company’s announcement, al-
though for different reasons. The
possibility of Google leaving Chi-
na, he said, would send a mes-
sage to Chinese leaders intent on
imposing greater restrictions
online, or at least he hoped it
would. 

“In the short term, the Internet
environment will be very cold,”
he said. “But for the government

to close the door and revert to 30
years ago is hard to imagine. If
they want to go forward on the in-
formation highway, they’ll have
to listen to others.”

If Google does leave, it would
be an unusual rebuke of China by
one of the largest and most ad-
mired technology companies,
which had for years coveted the
country’s 300 million Web users.
Google said it would try to negoti-
ate a new arrangement to pro-
vide uncensored results on its
search site, google.cn. But China
is unlikely to agree to Google’s
terms, local experts said. 

Google’s Threat Echoed
Everywhere Except China
News of Possible Departure Is Censored 
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Chinese at an Internet cafe in Beijing. Google has announced that it will no longer cooperate with Internet censorship in China. 

GOOGLE’S LOSS, ANOTHER’S GAIN

If Google pulls out of China, the
country could be left with just one
major Internet search engine:
Baidu.com. Business Day, Page
B1.

An unusual rebuke by
a major technology
company sets mouses
to clicking. 
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Late Edition
Today, mostly sunny, turning
breezy, milder, high 45. Tonight,
breezy, mostly clear, low 34. Tomor-
row, partly sunny and mild, high 45.
Weather map appears on Page B8.
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IN PORT-AU-PRINCE Bodies piled
up outside the morgue. PAGE A13 

IN NEW YORK An aide to the City
Council’s lone Haitian-American
performed emotional triage with
constituents. PAGE A20

ON THE WEB Live updates on the
Lede blog and video reports: 

nytimes.com/world

By MARC LACEY

PORT-AU-PRINCE, Haiti —
The distance between life and
death narrowed in this flattened
city on Thursday, with survival
two days after the huge earth-
quake struck depending increas-
ingly on the luck of being freed
from under rubble, on treating
the thousands of wounded and on
speeding the halting flow of
emergency food and water. 

“Get me out!” came the haunt-
ing voice of a teenager, Jhon
Verpre Markenley, from a dark
crevice of the trade school that
collapsed around him and fellow
students. 

Mr. Verpre’s father risked his
own life to save his son’s, crouch-
ing deep into the hole with a
blowtorch to try to wear away the
metal that had his son’s leg
pinned down inside. Hours later,
the young man was free. His
mother danced.

By Thursday evening, the Hai-
tian president, René Préval, said
that 7,000 people had already
been buried in a mass grave.
Hundreds of corpses piled up out-
side the city’s morgue, next to a
hospital struggling to prevent
those numbers from rising. On
street corners, people pulled
their shirts up over their faces to
filter out the thickening smell of
the dead. 

With reports of looting and
scuffles over water and food,
President Obama promised $100
million in aid, as the first wave of
a projected 5,000 American
troops began arriving to provide 

Hopes Fade in Quake-Ravaged Haiti, and Anger Rises

DAMON WINTER/THE NEW YORK TIMES

A body in Port-au-Prince, Haiti, covered with dust from a collapsed building. The search was still on for survivors two days after a devastating earthquake. 

First U.S. Troops
Are Arriving to

Handle Aid

Continued on Page A12

By JERÉ LONGMAN

MORA, Mo. — This is not so
much a hometown as a home
road cut into the corn and bean
fields two hours southeast of
Kansas City. It is an isolated
place — unincorporated, popula-
tion 25 — yet it has produced one
of the country’s richest men, the
owner of an aspiring global
sports empire.

Stan Kroenke has built a port-
folio that makes him one of the
most powerful people in sports.
He owns the Denver Nuggets of
the National Basketball Associa-
tion, the Colorado Avalanche of
the National Hockey League and
the Colorado Rapids of Major
League Soccer, as well as a 40
percent stake in the St. Louis
Rams of the National Football
League.

He is circumspect and seldom
speaks with reporters, who have
nicknamed him Silent Stanley. He
is regularly called the anti-Don-
ald Trump, the anti-Jerry Jones,
the anti-Mark Cuban. 

His next move, however, will
firmly establish him — if not his
hometown — as a major attrac-
tion on the sports world’s map. 

Mr. Kroenke is on the verge of
taking control of the English soc-
cer club Arsenal, one of the
game’s most treasured fran-
chises. He owns 29.9 percent of
Arsenal and is 17 shares short of
reaching 30 percent, a threshold 

From an Owner to the Quietest Sports Emperor

DAVID ZALUBOWSKI/ASSOCIATED PRESS

Stan Kroenke owns or has a share in five professional teams,
making him one of the most powerful figures in sports.Continued on Page A3

By ALISON LEIGH COWAN

GHENT, N.Y. — Here, amid
her homemade pickles and jams,
Nicole Corey keeps New York
City agencies and those of its
neighbors supplied with flock-
lined latex gloves, safety vests,
watches and disposable smocks. 

Inmates need new open-toe
socks? Done. Just $3.65 a dozen.

Bras for that hard-to-fit female
prisoner? One custom-made 34J
coming right up — $30, please. 

All these items, and hundreds
more, have been secured for city
and state agencies by Ms. Corey,
a scrappy 64-year-old who is a
jack-of-all-trades of government
procurement. 

Indeed, thousands of the firms
that supply goods to govern-
ments in New York State and
elsewhere are not manufactur-
ers, but middlemen like Ms.
Corey, cottage companies with
one, two or three employees.

No loading docks. No trucks.
Just a voice on the phone, a mail-
ing address and a contractual
commitment to deliver as prom-
ised.

“I could be living in a trailer,
for all they know,” Ms. Corey said
of her municipal clients.

From her cozy chalet, 125 miles

One-Stop Shop
For 1,000 Socks
Or 3 Huge Bras

Continued on Page A24

By KATE ZERNIKE

HOLLAND, Pa. — The Tea
Party movement ignited a year
ago, fueled by anti-establishment
anger. Now, Tea Party activists
are trying to take over the estab-
lishment, ground up.

Across the country, they are
signing up to be Republican pre-
cinct leaders, a position so low-
level that it often remains vacant,
but which comes with the ability
to vote for the party executives
who endorse candidates, approve
platforms and decide where the
party spends money. 

A new group called the Na-
tional Precinct Alliance says it
has a coordinator in nearly every
state to recruit Tea Party activ-
ists to fill the positions and has al-
ready swelled the number of like-
minded members in Republican
Party committees in Arizona and
Nevada. Its mantra is this: take
the precinct, take the state, take
the party — and force it to nomi-
nate conservatives rather than
people they see as liberals in Re-
publican clothing.

Here, in a perennial battle-
ground district outside Philadel-
phia, Tea Party activists are try-
ing to strip the local committee of
its influence in choosing the Re-

In Power Push,
Movement Sees

Base in G.O.P. 

Continued on Page A19

By ROBERT PEAR
and STEVEN GREENHOUSE

WASHINGTON — The White
House, Congressional leaders
and labor unions said Thursday
that they had reached agreement
on a proposal to tax high-cost
health insurance policies, resolv-
ing one of the major differences
between the House and the Sen-
ate over far-reaching health
legislation.

Their negotiations produced
changes to a tax included in the
bill passed by the Senate last
month. The changes would lessen
and delay the impact of the tax on
workers and would reduce the
amount of revenue collected. The
revenue would help finance cov-
erage for millions of people who
are uninsured.

Labor leaders hailed the deal
and said they were prepared to
fight for passage of the legisla-
tion. 

“We have seen tremendous
progress over the last couple of
days,” said Richard L. Trumka,
president of the A.F.L.-C.I.O. 

Under the bill passed last
month by the Senate, the federal
government would have imposed
a 40 percent tax on the value of
employer-sponsored health cov-
erage exceeding $8,500 a year for
an individual and $23,000 for a
family. The tax would have taken
effect in 2013. White House offi-
cials, Democratic Congressional
leaders and labor unions said
Thursday that they had agreed to
an increase in those thresholds to
$8,900 for an individual and
$24,000 for a family. Moreover,
they said, starting in 2015, the
cost of separate coverage for den-
tal and vision care would be ex-
cluded from the calculations.

In addition, they said, health
plans covering state and local
government employees and col-

ACCORD REACHED
ON INSURANCE TAX
FOR COSTLY PLANS

KEY ISSUE IN OVERHAUL

Obama and Lawmakers
Make Concessions to

Organized Labor

Continued on Page A18

By DAVID E. SANGER
and JOHN MARKOFF

SANTA CLARA, Calif. — Last
month, when Google engineers at
their sprawling campus in Silicon
Valley began to suspect that Chi-
nese intruders were breaking
into private Gmail accounts, the
company began a secret counter-
offensive.

It managed to gain access to a
computer in Taiwan that it sus-
pected of being the source of the
attacks. Peering inside that ma-

chine, company engineers actu-
ally saw evidence of the after-
math of the attacks, not only at
Google, but also at at least 33 oth-
er companies, including Adobe
Systems, Northrop Grumman
and Juniper Networks, according
to a government consultant who
has spoken with the investiga-
tors.

Seeing the breadth of the prob-
lem, they alerted American intel-
ligence and law enforcement offi-
cials and worked with them to as-
semble powerful evidence that
the masterminds of the attacks

were not in Taiwan, but on the
Chinese mainland. 

But while much of the evi-
dence, including the sophistica-
tion of the attacks, strongly sug-
gested an operation run by Chi-
nese government agencies, or at
least approved by them, compa-
ny engineers could not defini-
tively prove their case. Today
that uncertainty, along with con-
cerns about confronting the Chi-
nese without strong evidence,
has frozen the Obama adminis-
tration’s response to the intru-
sion, one of the biggest cyber-

attacks of its kind, and to some
extent the response of other tar-
gets, including some of the most
prominent American companies. 

President Obama, who has re-
peatedly warned of the country’s
vulnerability to devastating
cyberattacks, has said nothing in
public about one of the biggest
examples since he took office.
And the White House, while re-
peating Mr. Obama’s calls for In-
ternet freedom, has not publicly
demanded a Chinese government
investigation. Secretary of State 

U.S. Treads Lightly in Wake of Google’s Loud Stance on China

Continued on Page A10

Swept out of power in the Orange Revo-
lution, Viktor F. Yanukovich is making a
comeback as a presidential candidate in
a disillusioned Ukraine. PAGE A4

INTERNATIONAL A4-14

A Comeback in Ukraine

Some 89,000 residents and businesses
are sitting on $50 million in uncashed
i.o.u.’s from the state. PAGE A16

NATIONAL A16-19

California Eager to Pay Debts 

The Obama administration hopes to re-
cover the costs of the financial bailout
program with a new tax on the 50 big-
gest financial institutions. PAGE B1

BUSINESS DAY B1-8

Obama Proposes a Bank Tax
The Philadelphia soul singer, who sold
millions of albums and whose career
was transformed when he was severely
paralyzed in an auto accident, was 59.
With gospel dynamics, he gave concerts
that drew ecstatic crowds. PAGE A25

OBITUARIES A25

Teddy Pendergrass Dies

A year after their jet splashed down in
the Hudson, some survivors struggle to
keep the promises they made. PAGE A21

NEW YORK A20-24

Gauging Lives After Flight 1549

Andrew M. Cuomo has not entered the
race for governor, but his campaign ac-
count dwarfs the incumbent’s. PAGE A20

Cuomo Leads in Fund-Raising

Holland Cotter discusses his inspira-
tional boyhood visits to the Isabella
Stewart Gardner Museum and Museum
of Fine Arts in Boston. PAGE C27

An audio slide show. 
nytimes.com/design

WEEKEND C1-38

Art Lover as a Young Man

Education Secretary Arne Duncan, in a
speech at the N.C.A.A. convention,
called for stricter consequences for col-
lege teams that do not graduate their
athletes and said the N.B.A.’s minimum-
age policy sets up young men for failure.
“Some of them wash out very, very
quickly,” he said. PAGE B9

SPORTSFRIDAY B9-14

N.B.A. Age Rule Rebuked

Paul Krugman PAGE A27

EDITORIAL, OP-ED A26-27

Iraq’s electoral commission barred
about 500 people from running in parlia-
mentary elections in March. PAGE A4

Iraq Bars 500 Candidates
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IN PORT-AU-PRINCE Bodies piled
up outside the morgue. PAGE A13 

IN NEW YORK An aide to the City
Council’s lone Haitian-American
performed emotional triage with
constituents. PAGE A20

ON THE WEB Live updates on the
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By MARC LACEY

PORT-AU-PRINCE, Haiti —
The distance between life and
death narrowed in this flattened
city on Thursday, with survival
two days after the huge earth-
quake struck depending increas-
ingly on the luck of being freed
from under rubble, on treating
the thousands of wounded and on
speeding the halting flow of
emergency food and water. 

“Get me out!” came the haunt-
ing voice of a teenager, Jhon
Verpre Markenley, from a dark
crevice of the trade school that
collapsed around him and fellow
students. 

Mr. Verpre’s father risked his
own life to save his son’s, crouch-
ing deep into the hole with a
blowtorch to try to wear away the
metal that had his son’s leg
pinned down inside. Hours later,
the young man was free. His
mother danced.

By Thursday evening, the Hai-
tian president, René Préval, said
that 7,000 people had already
been buried in a mass grave.
Hundreds of corpses piled up out-
side the city’s morgue, next to a
hospital struggling to prevent
those numbers from rising. On
street corners, people pulled
their shirts up over their faces to
filter out the thickening smell of
the dead. 

With reports of looting and
scuffles over water and food,
President Obama promised $100
million in aid, as the first wave of
a projected 5,000 American
troops began arriving to provide 

Hopes Fade in Quake-Ravaged Haiti, and Anger Rises

DAMON WINTER/THE NEW YORK TIMES

A body in Port-au-Prince, Haiti, covered with dust from a collapsed building. The search was still on for survivors two days after a devastating earthquake. 

First U.S. Troops
Are Arriving to

Handle Aid

Continued on Page A12

By JERÉ LONGMAN

MORA, Mo. — This is not so
much a hometown as a home
road cut into the corn and bean
fields two hours southeast of
Kansas City. It is an isolated
place — unincorporated, popula-
tion 25 — yet it has produced one
of the country’s richest men, the
owner of an aspiring global
sports empire.

Stan Kroenke has built a port-
folio that makes him one of the
most powerful people in sports.
He owns the Denver Nuggets of
the National Basketball Associa-
tion, the Colorado Avalanche of
the National Hockey League and
the Colorado Rapids of Major
League Soccer, as well as a 40
percent stake in the St. Louis
Rams of the National Football
League.

He is circumspect and seldom
speaks with reporters, who have
nicknamed him Silent Stanley. He
is regularly called the anti-Don-
ald Trump, the anti-Jerry Jones,
the anti-Mark Cuban. 

His next move, however, will
firmly establish him — if not his
hometown — as a major attrac-
tion on the sports world’s map. 

Mr. Kroenke is on the verge of
taking control of the English soc-
cer club Arsenal, one of the
game’s most treasured fran-
chises. He owns 29.9 percent of
Arsenal and is 17 shares short of
reaching 30 percent, a threshold 

From an Owner to the Quietest Sports Emperor

DAVID ZALUBOWSKI/ASSOCIATED PRESS

Stan Kroenke owns or has a share in five professional teams,
making him one of the most powerful figures in sports.Continued on Page A3

By ALISON LEIGH COWAN

GHENT, N.Y. — Here, amid
her homemade pickles and jams,
Nicole Corey keeps New York
City agencies and those of its
neighbors supplied with flock-
lined latex gloves, safety vests,
watches and disposable smocks. 

Inmates need new open-toe
socks? Done. Just $3.65 a dozen.

Bras for that hard-to-fit female
prisoner? One custom-made 34J
coming right up — $30, please. 

All these items, and hundreds
more, have been secured for city
and state agencies by Ms. Corey,
a scrappy 64-year-old who is a
jack-of-all-trades of government
procurement. 

Indeed, thousands of the firms
that supply goods to govern-
ments in New York State and
elsewhere are not manufactur-
ers, but middlemen like Ms.
Corey, cottage companies with
one, two or three employees.

No loading docks. No trucks.
Just a voice on the phone, a mail-
ing address and a contractual
commitment to deliver as prom-
ised.

“I could be living in a trailer,
for all they know,” Ms. Corey said
of her municipal clients.

From her cozy chalet, 125 miles

One-Stop Shop
For 1,000 Socks
Or 3 Huge Bras

Continued on Page A24

By KATE ZERNIKE

HOLLAND, Pa. — The Tea
Party movement ignited a year
ago, fueled by anti-establishment
anger. Now, Tea Party activists
are trying to take over the estab-
lishment, ground up.

Across the country, they are
signing up to be Republican pre-
cinct leaders, a position so low-
level that it often remains vacant,
but which comes with the ability
to vote for the party executives
who endorse candidates, approve
platforms and decide where the
party spends money. 

A new group called the Na-
tional Precinct Alliance says it
has a coordinator in nearly every
state to recruit Tea Party activ-
ists to fill the positions and has al-
ready swelled the number of like-
minded members in Republican
Party committees in Arizona and
Nevada. Its mantra is this: take
the precinct, take the state, take
the party — and force it to nomi-
nate conservatives rather than
people they see as liberals in Re-
publican clothing.

Here, in a perennial battle-
ground district outside Philadel-
phia, Tea Party activists are try-
ing to strip the local committee of
its influence in choosing the Re-

In Power Push,
Movement Sees

Base in G.O.P. 

Continued on Page A19

By ROBERT PEAR
and STEVEN GREENHOUSE

WASHINGTON — The White
House, Congressional leaders
and labor unions said Thursday
that they had reached agreement
on a proposal to tax high-cost
health insurance policies, resolv-
ing one of the major differences
between the House and the Sen-
ate over far-reaching health
legislation.

Their negotiations produced
changes to a tax included in the
bill passed by the Senate last
month. The changes would lessen
and delay the impact of the tax on
workers and would reduce the
amount of revenue collected. The
revenue would help finance cov-
erage for millions of people who
are uninsured.

Labor leaders hailed the deal
and said they were prepared to
fight for passage of the legisla-
tion. 

“We have seen tremendous
progress over the last couple of
days,” said Richard L. Trumka,
president of the A.F.L.-C.I.O. 

Under the bill passed last
month by the Senate, the federal
government would have imposed
a 40 percent tax on the value of
employer-sponsored health cov-
erage exceeding $8,500 a year for
an individual and $23,000 for a
family. The tax would have taken
effect in 2013. White House offi-
cials, Democratic Congressional
leaders and labor unions said
Thursday that they had agreed to
an increase in those thresholds to
$8,900 for an individual and
$24,000 for a family. Moreover,
they said, starting in 2015, the
cost of separate coverage for den-
tal and vision care would be ex-
cluded from the calculations.

In addition, they said, health
plans covering state and local
government employees and col-

ACCORD REACHED
ON INSURANCE TAX
FOR COSTLY PLANS

KEY ISSUE IN OVERHAUL

Obama and Lawmakers
Make Concessions to

Organized Labor

Continued on Page A18

By DAVID E. SANGER
and JOHN MARKOFF

SANTA CLARA, Calif. — Last
month, when Google engineers at
their sprawling campus in Silicon
Valley began to suspect that Chi-
nese intruders were breaking
into private Gmail accounts, the
company began a secret counter-
offensive.

It managed to gain access to a
computer in Taiwan that it sus-
pected of being the source of the
attacks. Peering inside that ma-

chine, company engineers actu-
ally saw evidence of the after-
math of the attacks, not only at
Google, but also at at least 33 oth-
er companies, including Adobe
Systems, Northrop Grumman
and Juniper Networks, according
to a government consultant who
has spoken with the investiga-
tors.

Seeing the breadth of the prob-
lem, they alerted American intel-
ligence and law enforcement offi-
cials and worked with them to as-
semble powerful evidence that
the masterminds of the attacks

were not in Taiwan, but on the
Chinese mainland. 

But while much of the evi-
dence, including the sophistica-
tion of the attacks, strongly sug-
gested an operation run by Chi-
nese government agencies, or at
least approved by them, compa-
ny engineers could not defini-
tively prove their case. Today
that uncertainty, along with con-
cerns about confronting the Chi-
nese without strong evidence,
has frozen the Obama adminis-
tration’s response to the intru-
sion, one of the biggest cyber-

attacks of its kind, and to some
extent the response of other tar-
gets, including some of the most
prominent American companies. 

President Obama, who has re-
peatedly warned of the country’s
vulnerability to devastating
cyberattacks, has said nothing in
public about one of the biggest
examples since he took office.
And the White House, while re-
peating Mr. Obama’s calls for In-
ternet freedom, has not publicly
demanded a Chinese government
investigation. Secretary of State 

U.S. Treads Lightly in Wake of Google’s Loud Stance on China

Continued on Page A10

Swept out of power in the Orange Revo-
lution, Viktor F. Yanukovich is making a
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A Comeback in Ukraine
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The Obama administration hopes to re-
cover the costs of the financial bailout
program with a new tax on the 50 big-
gest financial institutions. PAGE B1
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Obama Proposes a Bank Tax
The Philadelphia soul singer, who sold
millions of albums and whose career
was transformed when he was severely
paralyzed in an auto accident, was 59.
With gospel dynamics, he gave concerts
that drew ecstatic crowds. PAGE A25
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A year after their jet splashed down in
the Hudson, some survivors struggle to
keep the promises they made. PAGE A21
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Gauging Lives After Flight 1549

Andrew M. Cuomo has not entered the
race for governor, but his campaign ac-
count dwarfs the incumbent’s. PAGE A20

Cuomo Leads in Fund-Raising

Holland Cotter discusses his inspira-
tional boyhood visits to the Isabella
Stewart Gardner Museum and Museum
of Fine Arts in Boston. PAGE C27

An audio slide show. 
nytimes.com/design

WEEKEND C1-38

Art Lover as a Young Man

Education Secretary Arne Duncan, in a
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By MICHAEL WINES

BEIJING — Google’s surpris-
ing decision this week to abandon
cooperation with Chinese govern-
ment censors — and, possibly, its
four-year effort to do business
here — is galvanizing an unusual-
ly broad coalition of foreigners
who hope for a fresh chance to
rein in the conduct of an emerg-
ing great power.

Most of those forces — from
the American right and left, the
business and technology commu-
nities and human-rights advoca-
cy groups — are united by a be-
lief that their concerns over Chi-
na’s human-rights and free-
speech constraints have been
buried in a rush to online profit.

Some of them have been dis-
mayed by the conciliatory ap-
proach toward Beijing taken by
the Obama administration, which
counts Google’s leadership
among its most prominent politi-
cal supporters. Others claim that
the problems that prompted Goo-
gle’s stance are symptoms of a
serious decline in China’s busi-
ness climate under an increas-
ingly conservative leadership.

But it is far from clear that this
movement will succeed in prod-
ding either the Chinese govern-
ment or other companies that
still dream of a vast market. 

On Thursday, the Chinese gov-
ernment offered an indirect but
unambiguous response: Compa-

nies that do business in China
must follow the laws of the land.

The comments, by two differ-
ent officials on Thursday, sug-
gested that China was unlikely to
give ground on Google’s de-
mands that its search engine re-
sults be unfiltered.

In recent weeks, Google has
quietly taken some steps that in
retrospect seem aimed squarely
at addressing attacks it uncov-
ered by hackers who tried to
steal information on human
rights activists. In December, a
Google senior vice president,
Jonathan Rosenberg, issued an

online manifesto that placed Goo-
gle’s business and ethical inter-
ests squarely behind open infor-
mation, and against censorship.

“There are forces aligned
against the open Internet — gov-
ernments who control access,
companies who fight in their own
self-interests to preserve the sta-
tus quo,” he wrote. “They are
powerful, and if they succeed we
will find ourselves inhabiting an
Internet of fragmentation, stag-
nation, higher prices, and less
competition.”

More pointedly, a Google engi-
neer’s blog announced this week
that the Gmail service, which
was a target of the Chinese hack-
ers, would henceforth employ ex-
tra encryption by default.

Those who hope to use Goo-
gle’s stance as a wedge to put
pressure on China argue that its
refusal to cooperate with Chinese
censors will prove a watershed.

“Good for Google for naming
the elephant in the room,” one
Beijing entrepreneur, an Ameri-
can with a deep knowledge of
China’s Internet, said Thursday.
That person, like many others in-
terviewed, declined to be identi-
fied for fear that the Chinese gov-
ernment would retaliate. “Who
else in the world has moral au-

thority against China?”
Jonathan Zittrain, a Harvard

law professor and a founder of
the Berkman Center for Internet
and Society, said Google’s action
had raised the ethical bar for for-
eign investors across China. But
the early reaction to Google’s an-
nouncement suggests otherwise.
Microsoft, whose Bing search en-
gine has entered the Chinese
market, has shown no public in-
clination to change its business
here. Apple’s iTunes service still
forbids Chinese users to down-
load certain applications that re-
fer to the Dalai Lama and the Ui-
ghur activist Rebiya Kadeer. 

“Your everyday investor in
China is not concerned with these
problems, especially when
they’re selling tractors, cars and
airplanes,” said Stephen A.
Orlins, the president of the Na-
tional Committee on United
States-China Relations. A num-
ber of blogs argue that Google
faced a dim future in China,
where its search engine was a
second to the home-grown Baidu
service, and that threatening to
leave was more a public relations
move than a moral crusade.

“I don’t think you’ll see a giant
ripple effect,” said Mark Natkin,
the managing director of Mar-

bridge Consulting, an informa-
tion technology research and
consulting firm in Beijing. “You
can justify a lot of things if the pot
of gold is big enough.” 

Some advocates are trying to
reignite a debate about free
speech that has been overshad-
owed by China’s economic might. 

Two American entrepreneurs
working in China said that civil
liberties supporters should con-
sider pressing major investors
like pension funds and university
endowments to renounce their in-
vestment in Chinese companies

that engage in repression or theft
of intellectual property.

Others suggested that Google
employees, who are routinely al-
lowed to spend one in five work-
days on the project of their
choice, devote their time to devis-
ing ways to subvert Chinese cen-
sorship of the Internet. Would
those gambits work? One Inter-
net industry analyst, who also de-
clined to be named, said the ma-
jor effect of Google’s departure
from Beijing would be to free 700
trained technology experts to
work for a Chinese competitor.

Far-Ranging Support for Google’s Rebuff to China 
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Robin Li, second from right, is the chief executive officer of Bai-
du, the company whose search engine is No. 1 in China.

A government shows
no sign of yielding to a
technology giant. 

Sharon LaFraniere contributed
reporting.

Hillary Rodham Clinton, who had
been the most senior U.S. official
to talk of the seriousness of the
breach, discussed it on Thursday
with a Chinese diplomat in Wash-
ington, however, and a senior ad-
ministration official said there
would be a “démarche in coming
days” — a diplomatic move.

On Thursday, China’s Foreign
Ministry deflected questions
about Google’s charges and dis-
missed its declaration that it
would no longer “self-censor”
searches conducted on google.cn,
its Chinese search engine. A min-
istry spokeswoman said simply
that online services in China
must be conducted “in accord-
ance with the law.”

In interviews in which they dis-

closed new details of their efforts
to solve the mystery, Google en-
gineers said they doubted that a
nongovernmental actor could
pull off something this broad and
well organized, but they con-
ceded that even their counterin-
telligence operation, taking over
the Taiwan server, could not pro-
vide the kind of airtight evidence
needed to prove the case.

The murkiness of the attacks is
no surprise. For years the Na-
tional Security Agency and other
arms of the United States govern-
ment have struggled with the
question of “attribution” of an at-
tack; what makes cyberwar so
unlike conventional war is that it
is often impossible, even in retro-
spect, to find where the attack be-
gan, or who was responsible. 

The questions surrounding the
Google attacks have companies
doing business in China scram-
bling to confirm that they were
victims. Symantec, Adobe and
Juniper Networks acknowledged
in interviews that they were in-
vestigating whether they had

been attacked. Northrop and Ya-
hoo, also described as subjects of
the attacks, declined to comment. 

Besides being unable to firmly
establish the source of the at-
tacks, Google investigators have
been unable to determine the
goal: to gain commercial advan-
tage; insert spyware; break into
the Gmail accounts of Chinese
dissidents and American experts
on China who frequently ex-
change e-mail messages with ad-
ministration officials; or all three.
In fact, at least one prominent
Washington research organiza-
tion with close ties to administra-
tion officials was among those
hacked, according to one person
familiar with the episode.

Even as the United States and
companies doing business in Chi-
na assess the impact, the attacks
signal the arrival of a new kind of
conflict between the world’s No. 1
economic superpower and the
country that, by year’s end, will
overtake Japan to become No. 2.

It makes the tensions of the
past, over China’s territorial

claims or even the collision of an
American spy plane and Chinese
fighter pilots nine years ago,
seem as outdated as a grainy film
clip of Mao reviewing the May
Day parade. But it also lays bare
the degree to which China and
the United States are engaged in
daily cyberbattles, a covert war
of offense and defense on which
America is already spending bil-
lions of dollars a year.

Computer experts who track
the thousands of daily attacks on
corporate and government com-
puter sites report that the major-
ity of sophisticated attacks seem
to emanate from China. What
they cannot say is whether the
hackers are operating on behalf
of the Chinese state or in a haven
that the Chinese have encour-
aged. 

The latest episode illuminates
the ambiguities. 

For example, the servers that
carried out many of the attacks
were based in Taiwan, though a
Google executive said “it only
took a few seconds to determine

that the real origin was on the
mainland.” And at Google’s head-
quarters in Mountain View, there
is little doubt that Beijing was be-
hind the attacks. Partly that is be-
cause while Mr. Obama was hail-

ing a new era of cautious cooper-
ation with China, Google was
complaining of mounting con-
frontation, chiefly over Chinese
pressure on it to make sure Chi-
nese users could not directly link
to the American-based “google
.com” site, to evade much of the
censorship the company had re-
luctantly imposed on its main
Chinese portal, google.cn. 

“Everything we are learning is
that in this case the Chinese gov-

ernment got caught with its hand
in the cookie jar,” said James A.
Lewis, a senior fellow at the Cen-
ter for Strategic and Internation-
al Studies in Washington, who
consulted for the White House on
cybersecurity last spring.
“Would it hold up in court? No.
But China is the only government
in the world obsessed about Ti-
bet, and that issue goes right to
the heart of their vision of politi-
cal survival and putting down the
separatists’ movements.” 

Over the years, there have
been private warnings issued to
China, notably after an attack on
the computer systems used by
the office of the defense secretary
two years ago. A senior military
official said in December that
that attack “raised a lot of alarm
bells,” but the attacker could not
be pinpointed. The administra-
tion cautioned Chinese officials
that attacks seemingly aimed at
the national security leadership
would not be tolerated, according
to one American who took part in
delivering that message.

In Wake of Google’s Loud Stance on China, the Obama Administration Treads Lightly
From Page A1

Reluctant to accuse a
suspect when guilt
can’t be proved.

David E. Sanger reported from
Santa Clara, and John Markoff
from San Francisco. Mark Land-
ler contributed reporting from
Washington.

country comes from ads that Chi-
nese companies place on Goo-
gle’s American-based Web site. 

The reaction on Wall Street
suggests few worried that Google
would suffer financially. While its
shares dropped nearly 3 percent
on Wednesday, the day after Goo-
gle’s announcement, they have
regained most of their value. 

Analysts say that Google’s eco-
nomic pain may one day be great
but is not likely to be felt for
years. But they also say that
staying in China, especially after
the attacks, was a risky proposi-
tion. Google’s change of heart in
China may not have been solely
about freedom of speech, but also
about something that strikes at
the core of its business: the secu-
rity of information stored on Goo-
gle’s servers. 

“The moment that some activ-
ist goes to jail because his Gmail
account was compromised, Goo-
gle will be accused of giving them
up,” said Siva Vaidhyanathan, as-

company publicized online at-
tacks on its computer systems
this week, which it said were
aimed in part at entering the
Gmail accounts of Chinese hu-
man rights activists. 

In China, young people depos-
ited flowers in front of Google’s
offices, as praise for the company
reverberated from Twitter to the
reader forums of various news-
papers. 

The Electronic Frontier Foun-
dation, an online civil liberties
group and frequent critic of Goo-
gle, commended the company in
a blog post titled “Uncensoring
China — Bravo Google.” Human
Rights Watch said that Google’s
response to the attacks “sets a
great example.” On Capitol Hill,
Republicans and Democrats alike
hailed Google’s move.

Google’s top executives, and
many of its employees, are
steeped in idealism and are
strong supporters of free speech.
The company agreed to censor

its business, are real, too. “Cer-
tainly they are aware that con-
tinuing to compromise in China
would be seen as a move to the
dark side,” Mr. McKenna said. 

Google strongly dismissed sug-
gestions that economics played a
role in its decision. “We are not
going to make a financially based
decision to stay in a market that
is intolerable for us,” David
Drummond, Google’s chief legal
officer, said this week. And he de-
nied that public relations was a
factor. “This wasn’t a question of
P.R.,” he said. “It was a question
of trying to do the right thing.”

There is little doubt, however,
that public perception of Google
has shifted sharply since the

By MIGUEL HELFT

SAN FRANCISCO — Google
has said principle drove its threat
to back out of China unless the
government there allowed it to
run its search engine without
censorship. 

Analysts say that inevitably,
the decision was a business cal-
culation, too. 

Google’s business in China, for
now, remains small. Estimates
put Google’s China revenue last
year at about $300 million, a tiny
fraction of its more than $22 bil-
lion in global sales. 

Still, Google’s investment in
China includes building a staff of
more than 600 people there,
many of them highly paid engi-
neers. And in October, Eric E.
Schmidt, Google’s chief execu-
tive, predicted that China would
become a dominant market for
online businesses, saying that in
five years, the Internet “will be
more non-English, it will be Chi-
nese.” Clearly, Google has high
hopes for its business there.

But there is also an economic
value, even if it is hard to gauge,
of the good will that Google’s de-
cision has earned it. And it comes
at an opportune moment. 

For much of the last year, the
company has been under attack
for disregarding the rights of in-
dividual authors as it builds an
immense digital library and
bookstore. The company, which
needs users of its Gmail and oth-
er services to trust it with their
data, has been criticized for its
privacy practices. And the fed-
eral government began multiple
antitrust investigations into its
business.

Lately, it has been difficult to
find anyone in Silicon Valley who
would utter Google’s “Don’t be
evil” motto without a bit of a
snicker.

But its surprising threat to pull
up stakes in China has replaced
the smirks with lavish praise.
Much of it is coming from long-
time critics.

For a company that has been in
something of a defensive crouch
for much of the last year, the
turnaround has been swift.

“Taking the stance that they
took put them on a higher plane,”
said Regis McKenna, a Silicon
Valley marketing consultant.

If it stays, the potential losses
to its reputation, and eventually

its search engine in China in 2006
to enter that market, but only af-
ter an internal debate in which
the founders, in particular Sergey
Brin, who was born in the Soviet
Union, argued strongly against it. 

Still, some have argued that
Google can afford to take a prin-
cipled stance because the losses
from leaving China are small.
The company has struggled to
compete with Baidu, the domi-
nant China-based competitor,
and some critics say the attacks
gave Google a good excuse to pull
up stakes and cut its losses. 

Google rejected those sugges-
tions. While Google’s sales in Chi-
na remain small, the business is
growing rapidly and Google just
had its best quarter in that coun-
try, said Gabriel Stricker, a Goo-
gle spokesman. 

Yet, he also suggested that
Google could shut down its
search engine in China with little
financial impact, saying that the
majority of its business in the

sociate professor of media stud-
ies and law at the University of
Virginia. “That would do incredi-
ble damage,” not only among hu-
man rights advocates, but also
for anyone who uses a Gmail ac-
count, he said.

Some who praised Google’s
move have said that they hope
other companies will follow suit.
While the calculus on whether to
abandon China is no doubt differ-
ent for every company, following
in Google’s footsteps could have
all the downside risk and may
produce only marginal payoff —
at least on the publicity front. 

“To the extent that there is any
realized gain from this kind of
move, the first company to do it
gets all the headlines,” said Da-
vid B. Yoffie, a professor at the
Harvard Business School. “The
second company to do it will be
seen as a follower who didn’t
have the courage to act according
to its convictions in the first
place.”

JASON LEE/REUTERS

Google’s Chinese headquarters in Beijing. The company’s revenue in the country last year was $300 million, a tiny slice of its more than $22 billion in global sales.

Small Effect
On Revenue,
And Windfall
In Publicity 

Seizing an opportune
moment to bolster its
reputation. 
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By MICHAEL WINES

BEIJING — Google’s surpris-
ing decision this week to abandon
cooperation with Chinese govern-
ment censors — and, possibly, its
four-year effort to do business
here — is galvanizing an unusual-
ly broad coalition of foreigners
who hope for a fresh chance to
rein in the conduct of an emerg-
ing great power.

Most of those forces — from
the American right and left, the
business and technology commu-
nities and human-rights advoca-
cy groups — are united by a be-
lief that their concerns over Chi-
na’s human-rights and free-
speech constraints have been
buried in a rush to online profit.

Some of them have been dis-
mayed by the conciliatory ap-
proach toward Beijing taken by
the Obama administration, which
counts Google’s leadership
among its most prominent politi-
cal supporters. Others claim that
the problems that prompted Goo-
gle’s stance are symptoms of a
serious decline in China’s busi-
ness climate under an increas-
ingly conservative leadership.

But it is far from clear that this
movement will succeed in prod-
ding either the Chinese govern-
ment or other companies that
still dream of a vast market. 

On Thursday, the Chinese gov-
ernment offered an indirect but
unambiguous response: Compa-

nies that do business in China
must follow the laws of the land.

The comments, by two differ-
ent officials on Thursday, sug-
gested that China was unlikely to
give ground on Google’s de-
mands that its search engine re-
sults be unfiltered.

In recent weeks, Google has
quietly taken some steps that in
retrospect seem aimed squarely
at addressing attacks it uncov-
ered by hackers who tried to
steal information on human
rights activists. In December, a
Google senior vice president,
Jonathan Rosenberg, issued an

online manifesto that placed Goo-
gle’s business and ethical inter-
ests squarely behind open infor-
mation, and against censorship.

“There are forces aligned
against the open Internet — gov-
ernments who control access,
companies who fight in their own
self-interests to preserve the sta-
tus quo,” he wrote. “They are
powerful, and if they succeed we
will find ourselves inhabiting an
Internet of fragmentation, stag-
nation, higher prices, and less
competition.”

More pointedly, a Google engi-
neer’s blog announced this week
that the Gmail service, which
was a target of the Chinese hack-
ers, would henceforth employ ex-
tra encryption by default.

Those who hope to use Goo-
gle’s stance as a wedge to put
pressure on China argue that its
refusal to cooperate with Chinese
censors will prove a watershed.

“Good for Google for naming
the elephant in the room,” one
Beijing entrepreneur, an Ameri-
can with a deep knowledge of
China’s Internet, said Thursday.
That person, like many others in-
terviewed, declined to be identi-
fied for fear that the Chinese gov-
ernment would retaliate. “Who
else in the world has moral au-

thority against China?”
Jonathan Zittrain, a Harvard

law professor and a founder of
the Berkman Center for Internet
and Society, said Google’s action
had raised the ethical bar for for-
eign investors across China. But
the early reaction to Google’s an-
nouncement suggests otherwise.
Microsoft, whose Bing search en-
gine has entered the Chinese
market, has shown no public in-
clination to change its business
here. Apple’s iTunes service still
forbids Chinese users to down-
load certain applications that re-
fer to the Dalai Lama and the Ui-
ghur activist Rebiya Kadeer. 

“Your everyday investor in
China is not concerned with these
problems, especially when
they’re selling tractors, cars and
airplanes,” said Stephen A.
Orlins, the president of the Na-
tional Committee on United
States-China Relations. A num-
ber of blogs argue that Google
faced a dim future in China,
where its search engine was a
second to the home-grown Baidu
service, and that threatening to
leave was more a public relations
move than a moral crusade.

“I don’t think you’ll see a giant
ripple effect,” said Mark Natkin,
the managing director of Mar-

bridge Consulting, an informa-
tion technology research and
consulting firm in Beijing. “You
can justify a lot of things if the pot
of gold is big enough.” 

Some advocates are trying to
reignite a debate about free
speech that has been overshad-
owed by China’s economic might. 

Two American entrepreneurs
working in China said that civil
liberties supporters should con-
sider pressing major investors
like pension funds and university
endowments to renounce their in-
vestment in Chinese companies

that engage in repression or theft
of intellectual property.

Others suggested that Google
employees, who are routinely al-
lowed to spend one in five work-
days on the project of their
choice, devote their time to devis-
ing ways to subvert Chinese cen-
sorship of the Internet. Would
those gambits work? One Inter-
net industry analyst, who also de-
clined to be named, said the ma-
jor effect of Google’s departure
from Beijing would be to free 700
trained technology experts to
work for a Chinese competitor.

Far-Ranging Support for Google’s Rebuff to China 
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Robin Li, second from right, is the chief executive officer of Bai-
du, the company whose search engine is No. 1 in China.

A government shows
no sign of yielding to a
technology giant. 

Sharon LaFraniere contributed
reporting.

Hillary Rodham Clinton, who had
been the most senior U.S. official
to talk of the seriousness of the
breach, discussed it on Thursday
with a Chinese diplomat in Wash-
ington, however, and a senior ad-
ministration official said there
would be a “démarche in coming
days” — a diplomatic move.

On Thursday, China’s Foreign
Ministry deflected questions
about Google’s charges and dis-
missed its declaration that it
would no longer “self-censor”
searches conducted on google.cn,
its Chinese search engine. A min-
istry spokeswoman said simply
that online services in China
must be conducted “in accord-
ance with the law.”

In interviews in which they dis-

closed new details of their efforts
to solve the mystery, Google en-
gineers said they doubted that a
nongovernmental actor could
pull off something this broad and
well organized, but they con-
ceded that even their counterin-
telligence operation, taking over
the Taiwan server, could not pro-
vide the kind of airtight evidence
needed to prove the case.

The murkiness of the attacks is
no surprise. For years the Na-
tional Security Agency and other
arms of the United States govern-
ment have struggled with the
question of “attribution” of an at-
tack; what makes cyberwar so
unlike conventional war is that it
is often impossible, even in retro-
spect, to find where the attack be-
gan, or who was responsible. 

The questions surrounding the
Google attacks have companies
doing business in China scram-
bling to confirm that they were
victims. Symantec, Adobe and
Juniper Networks acknowledged
in interviews that they were in-
vestigating whether they had

been attacked. Northrop and Ya-
hoo, also described as subjects of
the attacks, declined to comment. 

Besides being unable to firmly
establish the source of the at-
tacks, Google investigators have
been unable to determine the
goal: to gain commercial advan-
tage; insert spyware; break into
the Gmail accounts of Chinese
dissidents and American experts
on China who frequently ex-
change e-mail messages with ad-
ministration officials; or all three.
In fact, at least one prominent
Washington research organiza-
tion with close ties to administra-
tion officials was among those
hacked, according to one person
familiar with the episode.

Even as the United States and
companies doing business in Chi-
na assess the impact, the attacks
signal the arrival of a new kind of
conflict between the world’s No. 1
economic superpower and the
country that, by year’s end, will
overtake Japan to become No. 2.

It makes the tensions of the
past, over China’s territorial

claims or even the collision of an
American spy plane and Chinese
fighter pilots nine years ago,
seem as outdated as a grainy film
clip of Mao reviewing the May
Day parade. But it also lays bare
the degree to which China and
the United States are engaged in
daily cyberbattles, a covert war
of offense and defense on which
America is already spending bil-
lions of dollars a year.

Computer experts who track
the thousands of daily attacks on
corporate and government com-
puter sites report that the major-
ity of sophisticated attacks seem
to emanate from China. What
they cannot say is whether the
hackers are operating on behalf
of the Chinese state or in a haven
that the Chinese have encour-
aged. 

The latest episode illuminates
the ambiguities. 

For example, the servers that
carried out many of the attacks
were based in Taiwan, though a
Google executive said “it only
took a few seconds to determine

that the real origin was on the
mainland.” And at Google’s head-
quarters in Mountain View, there
is little doubt that Beijing was be-
hind the attacks. Partly that is be-
cause while Mr. Obama was hail-

ing a new era of cautious cooper-
ation with China, Google was
complaining of mounting con-
frontation, chiefly over Chinese
pressure on it to make sure Chi-
nese users could not directly link
to the American-based “google
.com” site, to evade much of the
censorship the company had re-
luctantly imposed on its main
Chinese portal, google.cn. 

“Everything we are learning is
that in this case the Chinese gov-

ernment got caught with its hand
in the cookie jar,” said James A.
Lewis, a senior fellow at the Cen-
ter for Strategic and Internation-
al Studies in Washington, who
consulted for the White House on
cybersecurity last spring.
“Would it hold up in court? No.
But China is the only government
in the world obsessed about Ti-
bet, and that issue goes right to
the heart of their vision of politi-
cal survival and putting down the
separatists’ movements.” 

Over the years, there have
been private warnings issued to
China, notably after an attack on
the computer systems used by
the office of the defense secretary
two years ago. A senior military
official said in December that
that attack “raised a lot of alarm
bells,” but the attacker could not
be pinpointed. The administra-
tion cautioned Chinese officials
that attacks seemingly aimed at
the national security leadership
would not be tolerated, according
to one American who took part in
delivering that message.

In Wake of Google’s Loud Stance on China, the Obama Administration Treads Lightly
From Page A1

Reluctant to accuse a
suspect when guilt
can’t be proved.

David E. Sanger reported from
Santa Clara, and John Markoff
from San Francisco. Mark Land-
ler contributed reporting from
Washington.

country comes from ads that Chi-
nese companies place on Goo-
gle’s American-based Web site. 

The reaction on Wall Street
suggests few worried that Google
would suffer financially. While its
shares dropped nearly 3 percent
on Wednesday, the day after Goo-
gle’s announcement, they have
regained most of their value. 

Analysts say that Google’s eco-
nomic pain may one day be great
but is not likely to be felt for
years. But they also say that
staying in China, especially after
the attacks, was a risky proposi-
tion. Google’s change of heart in
China may not have been solely
about freedom of speech, but also
about something that strikes at
the core of its business: the secu-
rity of information stored on Goo-
gle’s servers. 

“The moment that some activ-
ist goes to jail because his Gmail
account was compromised, Goo-
gle will be accused of giving them
up,” said Siva Vaidhyanathan, as-

company publicized online at-
tacks on its computer systems
this week, which it said were
aimed in part at entering the
Gmail accounts of Chinese hu-
man rights activists. 

In China, young people depos-
ited flowers in front of Google’s
offices, as praise for the company
reverberated from Twitter to the
reader forums of various news-
papers. 

The Electronic Frontier Foun-
dation, an online civil liberties
group and frequent critic of Goo-
gle, commended the company in
a blog post titled “Uncensoring
China — Bravo Google.” Human
Rights Watch said that Google’s
response to the attacks “sets a
great example.” On Capitol Hill,
Republicans and Democrats alike
hailed Google’s move.

Google’s top executives, and
many of its employees, are
steeped in idealism and are
strong supporters of free speech.
The company agreed to censor

its business, are real, too. “Cer-
tainly they are aware that con-
tinuing to compromise in China
would be seen as a move to the
dark side,” Mr. McKenna said. 

Google strongly dismissed sug-
gestions that economics played a
role in its decision. “We are not
going to make a financially based
decision to stay in a market that
is intolerable for us,” David
Drummond, Google’s chief legal
officer, said this week. And he de-
nied that public relations was a
factor. “This wasn’t a question of
P.R.,” he said. “It was a question
of trying to do the right thing.”

There is little doubt, however,
that public perception of Google
has shifted sharply since the

By MIGUEL HELFT

SAN FRANCISCO — Google
has said principle drove its threat
to back out of China unless the
government there allowed it to
run its search engine without
censorship. 

Analysts say that inevitably,
the decision was a business cal-
culation, too. 

Google’s business in China, for
now, remains small. Estimates
put Google’s China revenue last
year at about $300 million, a tiny
fraction of its more than $22 bil-
lion in global sales. 

Still, Google’s investment in
China includes building a staff of
more than 600 people there,
many of them highly paid engi-
neers. And in October, Eric E.
Schmidt, Google’s chief execu-
tive, predicted that China would
become a dominant market for
online businesses, saying that in
five years, the Internet “will be
more non-English, it will be Chi-
nese.” Clearly, Google has high
hopes for its business there.

But there is also an economic
value, even if it is hard to gauge,
of the good will that Google’s de-
cision has earned it. And it comes
at an opportune moment. 

For much of the last year, the
company has been under attack
for disregarding the rights of in-
dividual authors as it builds an
immense digital library and
bookstore. The company, which
needs users of its Gmail and oth-
er services to trust it with their
data, has been criticized for its
privacy practices. And the fed-
eral government began multiple
antitrust investigations into its
business.

Lately, it has been difficult to
find anyone in Silicon Valley who
would utter Google’s “Don’t be
evil” motto without a bit of a
snicker.

But its surprising threat to pull
up stakes in China has replaced
the smirks with lavish praise.
Much of it is coming from long-
time critics.

For a company that has been in
something of a defensive crouch
for much of the last year, the
turnaround has been swift.

“Taking the stance that they
took put them on a higher plane,”
said Regis McKenna, a Silicon
Valley marketing consultant.

If it stays, the potential losses
to its reputation, and eventually

its search engine in China in 2006
to enter that market, but only af-
ter an internal debate in which
the founders, in particular Sergey
Brin, who was born in the Soviet
Union, argued strongly against it. 

Still, some have argued that
Google can afford to take a prin-
cipled stance because the losses
from leaving China are small.
The company has struggled to
compete with Baidu, the domi-
nant China-based competitor,
and some critics say the attacks
gave Google a good excuse to pull
up stakes and cut its losses. 

Google rejected those sugges-
tions. While Google’s sales in Chi-
na remain small, the business is
growing rapidly and Google just
had its best quarter in that coun-
try, said Gabriel Stricker, a Goo-
gle spokesman. 

Yet, he also suggested that
Google could shut down its
search engine in China with little
financial impact, saying that the
majority of its business in the

sociate professor of media stud-
ies and law at the University of
Virginia. “That would do incredi-
ble damage,” not only among hu-
man rights advocates, but also
for anyone who uses a Gmail ac-
count, he said.

Some who praised Google’s
move have said that they hope
other companies will follow suit.
While the calculus on whether to
abandon China is no doubt differ-
ent for every company, following
in Google’s footsteps could have
all the downside risk and may
produce only marginal payoff —
at least on the publicity front. 

“To the extent that there is any
realized gain from this kind of
move, the first company to do it
gets all the headlines,” said Da-
vid B. Yoffie, a professor at the
Harvard Business School. “The
second company to do it will be
seen as a follower who didn’t
have the courage to act according
to its convictions in the first
place.”

JASON LEE/REUTERS

Google’s Chinese headquarters in Beijing. The company’s revenue in the country last year was $300 million, a tiny slice of its more than $22 billion in global sales.

Small Effect
On Revenue,
And Windfall
In Publicity 

Seizing an opportune
moment to bolster its
reputation. 
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By MICHAEL WINES

BEIJING — Google’s surpris-
ing decision this week to abandon
cooperation with Chinese govern-
ment censors — and, possibly, its
four-year effort to do business
here — is galvanizing an unusual-
ly broad coalition of foreigners
who hope for a fresh chance to
rein in the conduct of an emerg-
ing great power.

Most of those forces — from
the American right and left, the
business and technology commu-
nities and human-rights advoca-
cy groups — are united by a be-
lief that their concerns over Chi-
na’s human-rights and free-
speech constraints have been
buried in a rush to online profit.

Some of them have been dis-
mayed by the conciliatory ap-
proach toward Beijing taken by
the Obama administration, which
counts Google’s leadership
among its most prominent politi-
cal supporters. Others claim that
the problems that prompted Goo-
gle’s stance are symptoms of a
serious decline in China’s busi-
ness climate under an increas-
ingly conservative leadership.

But it is far from clear that this
movement will succeed in prod-
ding either the Chinese govern-
ment or other companies that
still dream of a vast market. 

On Thursday, the Chinese gov-
ernment offered an indirect but
unambiguous response: Compa-

nies that do business in China
must follow the laws of the land.

The comments, by two differ-
ent officials on Thursday, sug-
gested that China was unlikely to
give ground on Google’s de-
mands that its search engine re-
sults be unfiltered.

In recent weeks, Google has
quietly taken some steps that in
retrospect seem aimed squarely
at addressing attacks it uncov-
ered by hackers who tried to
steal information on human
rights activists. In December, a
Google senior vice president,
Jonathan Rosenberg, issued an

online manifesto that placed Goo-
gle’s business and ethical inter-
ests squarely behind open infor-
mation, and against censorship.

“There are forces aligned
against the open Internet — gov-
ernments who control access,
companies who fight in their own
self-interests to preserve the sta-
tus quo,” he wrote. “They are
powerful, and if they succeed we
will find ourselves inhabiting an
Internet of fragmentation, stag-
nation, higher prices, and less
competition.”

More pointedly, a Google engi-
neer’s blog announced this week
that the Gmail service, which
was a target of the Chinese hack-
ers, would henceforth employ ex-
tra encryption by default.

Those who hope to use Goo-
gle’s stance as a wedge to put
pressure on China argue that its
refusal to cooperate with Chinese
censors will prove a watershed.

“Good for Google for naming
the elephant in the room,” one
Beijing entrepreneur, an Ameri-
can with a deep knowledge of
China’s Internet, said Thursday.
That person, like many others in-
terviewed, declined to be identi-
fied for fear that the Chinese gov-
ernment would retaliate. “Who
else in the world has moral au-

thority against China?”
Jonathan Zittrain, a Harvard

law professor and a founder of
the Berkman Center for Internet
and Society, said Google’s action
had raised the ethical bar for for-
eign investors across China. But
the early reaction to Google’s an-
nouncement suggests otherwise.
Microsoft, whose Bing search en-
gine has entered the Chinese
market, has shown no public in-
clination to change its business
here. Apple’s iTunes service still
forbids Chinese users to down-
load certain applications that re-
fer to the Dalai Lama and the Ui-
ghur activist Rebiya Kadeer. 

“Your everyday investor in
China is not concerned with these
problems, especially when
they’re selling tractors, cars and
airplanes,” said Stephen A.
Orlins, the president of the Na-
tional Committee on United
States-China Relations. A num-
ber of blogs argue that Google
faced a dim future in China,
where its search engine was a
second to the home-grown Baidu
service, and that threatening to
leave was more a public relations
move than a moral crusade.

“I don’t think you’ll see a giant
ripple effect,” said Mark Natkin,
the managing director of Mar-

bridge Consulting, an informa-
tion technology research and
consulting firm in Beijing. “You
can justify a lot of things if the pot
of gold is big enough.” 

Some advocates are trying to
reignite a debate about free
speech that has been overshad-
owed by China’s economic might. 

Two American entrepreneurs
working in China said that civil
liberties supporters should con-
sider pressing major investors
like pension funds and university
endowments to renounce their in-
vestment in Chinese companies

that engage in repression or theft
of intellectual property.

Others suggested that Google
employees, who are routinely al-
lowed to spend one in five work-
days on the project of their
choice, devote their time to devis-
ing ways to subvert Chinese cen-
sorship of the Internet. Would
those gambits work? One Inter-
net industry analyst, who also de-
clined to be named, said the ma-
jor effect of Google’s departure
from Beijing would be to free 700
trained technology experts to
work for a Chinese competitor.

Far-Ranging Support for Google’s Rebuff to China 

MARCIO JOSE SANCHEZ/ASSOCIATED PRESS

Robin Li, second from right, is the chief executive officer of Bai-
du, the company whose search engine is No. 1 in China.

A government shows
no sign of yielding to a
technology giant. 

Sharon LaFraniere contributed
reporting.

Hillary Rodham Clinton, who had
been the most senior U.S. official
to talk of the seriousness of the
breach, discussed it on Thursday
with a Chinese diplomat in Wash-
ington, however, and a senior ad-
ministration official said there
would be a “démarche in coming
days” — a diplomatic move.

On Thursday, China’s Foreign
Ministry deflected questions
about Google’s charges and dis-
missed its declaration that it
would no longer “self-censor”
searches conducted on google.cn,
its Chinese search engine. A min-
istry spokeswoman said simply
that online services in China
must be conducted “in accord-
ance with the law.”

In interviews in which they dis-

closed new details of their efforts
to solve the mystery, Google en-
gineers said they doubted that a
nongovernmental actor could
pull off something this broad and
well organized, but they con-
ceded that even their counterin-
telligence operation, taking over
the Taiwan server, could not pro-
vide the kind of airtight evidence
needed to prove the case.

The murkiness of the attacks is
no surprise. For years the Na-
tional Security Agency and other
arms of the United States govern-
ment have struggled with the
question of “attribution” of an at-
tack; what makes cyberwar so
unlike conventional war is that it
is often impossible, even in retro-
spect, to find where the attack be-
gan, or who was responsible. 

The questions surrounding the
Google attacks have companies
doing business in China scram-
bling to confirm that they were
victims. Symantec, Adobe and
Juniper Networks acknowledged
in interviews that they were in-
vestigating whether they had

been attacked. Northrop and Ya-
hoo, also described as subjects of
the attacks, declined to comment. 

Besides being unable to firmly
establish the source of the at-
tacks, Google investigators have
been unable to determine the
goal: to gain commercial advan-
tage; insert spyware; break into
the Gmail accounts of Chinese
dissidents and American experts
on China who frequently ex-
change e-mail messages with ad-
ministration officials; or all three.
In fact, at least one prominent
Washington research organiza-
tion with close ties to administra-
tion officials was among those
hacked, according to one person
familiar with the episode.

Even as the United States and
companies doing business in Chi-
na assess the impact, the attacks
signal the arrival of a new kind of
conflict between the world’s No. 1
economic superpower and the
country that, by year’s end, will
overtake Japan to become No. 2.

It makes the tensions of the
past, over China’s territorial

claims or even the collision of an
American spy plane and Chinese
fighter pilots nine years ago,
seem as outdated as a grainy film
clip of Mao reviewing the May
Day parade. But it also lays bare
the degree to which China and
the United States are engaged in
daily cyberbattles, a covert war
of offense and defense on which
America is already spending bil-
lions of dollars a year.

Computer experts who track
the thousands of daily attacks on
corporate and government com-
puter sites report that the major-
ity of sophisticated attacks seem
to emanate from China. What
they cannot say is whether the
hackers are operating on behalf
of the Chinese state or in a haven
that the Chinese have encour-
aged. 

The latest episode illuminates
the ambiguities. 

For example, the servers that
carried out many of the attacks
were based in Taiwan, though a
Google executive said “it only
took a few seconds to determine

that the real origin was on the
mainland.” And at Google’s head-
quarters in Mountain View, there
is little doubt that Beijing was be-
hind the attacks. Partly that is be-
cause while Mr. Obama was hail-

ing a new era of cautious cooper-
ation with China, Google was
complaining of mounting con-
frontation, chiefly over Chinese
pressure on it to make sure Chi-
nese users could not directly link
to the American-based “google
.com” site, to evade much of the
censorship the company had re-
luctantly imposed on its main
Chinese portal, google.cn. 

“Everything we are learning is
that in this case the Chinese gov-

ernment got caught with its hand
in the cookie jar,” said James A.
Lewis, a senior fellow at the Cen-
ter for Strategic and Internation-
al Studies in Washington, who
consulted for the White House on
cybersecurity last spring.
“Would it hold up in court? No.
But China is the only government
in the world obsessed about Ti-
bet, and that issue goes right to
the heart of their vision of politi-
cal survival and putting down the
separatists’ movements.” 

Over the years, there have
been private warnings issued to
China, notably after an attack on
the computer systems used by
the office of the defense secretary
two years ago. A senior military
official said in December that
that attack “raised a lot of alarm
bells,” but the attacker could not
be pinpointed. The administra-
tion cautioned Chinese officials
that attacks seemingly aimed at
the national security leadership
would not be tolerated, according
to one American who took part in
delivering that message.

In Wake of Google’s Loud Stance on China, the Obama Administration Treads Lightly
From Page A1

Reluctant to accuse a
suspect when guilt
can’t be proved.

David E. Sanger reported from
Santa Clara, and John Markoff
from San Francisco. Mark Land-
ler contributed reporting from
Washington.

country comes from ads that Chi-
nese companies place on Goo-
gle’s American-based Web site. 

The reaction on Wall Street
suggests few worried that Google
would suffer financially. While its
shares dropped nearly 3 percent
on Wednesday, the day after Goo-
gle’s announcement, they have
regained most of their value. 

Analysts say that Google’s eco-
nomic pain may one day be great
but is not likely to be felt for
years. But they also say that
staying in China, especially after
the attacks, was a risky proposi-
tion. Google’s change of heart in
China may not have been solely
about freedom of speech, but also
about something that strikes at
the core of its business: the secu-
rity of information stored on Goo-
gle’s servers. 

“The moment that some activ-
ist goes to jail because his Gmail
account was compromised, Goo-
gle will be accused of giving them
up,” said Siva Vaidhyanathan, as-

company publicized online at-
tacks on its computer systems
this week, which it said were
aimed in part at entering the
Gmail accounts of Chinese hu-
man rights activists. 

In China, young people depos-
ited flowers in front of Google’s
offices, as praise for the company
reverberated from Twitter to the
reader forums of various news-
papers. 

The Electronic Frontier Foun-
dation, an online civil liberties
group and frequent critic of Goo-
gle, commended the company in
a blog post titled “Uncensoring
China — Bravo Google.” Human
Rights Watch said that Google’s
response to the attacks “sets a
great example.” On Capitol Hill,
Republicans and Democrats alike
hailed Google’s move.

Google’s top executives, and
many of its employees, are
steeped in idealism and are
strong supporters of free speech.
The company agreed to censor

its business, are real, too. “Cer-
tainly they are aware that con-
tinuing to compromise in China
would be seen as a move to the
dark side,” Mr. McKenna said. 

Google strongly dismissed sug-
gestions that economics played a
role in its decision. “We are not
going to make a financially based
decision to stay in a market that
is intolerable for us,” David
Drummond, Google’s chief legal
officer, said this week. And he de-
nied that public relations was a
factor. “This wasn’t a question of
P.R.,” he said. “It was a question
of trying to do the right thing.”

There is little doubt, however,
that public perception of Google
has shifted sharply since the

By MIGUEL HELFT

SAN FRANCISCO — Google
has said principle drove its threat
to back out of China unless the
government there allowed it to
run its search engine without
censorship. 

Analysts say that inevitably,
the decision was a business cal-
culation, too. 

Google’s business in China, for
now, remains small. Estimates
put Google’s China revenue last
year at about $300 million, a tiny
fraction of its more than $22 bil-
lion in global sales. 

Still, Google’s investment in
China includes building a staff of
more than 600 people there,
many of them highly paid engi-
neers. And in October, Eric E.
Schmidt, Google’s chief execu-
tive, predicted that China would
become a dominant market for
online businesses, saying that in
five years, the Internet “will be
more non-English, it will be Chi-
nese.” Clearly, Google has high
hopes for its business there.

But there is also an economic
value, even if it is hard to gauge,
of the good will that Google’s de-
cision has earned it. And it comes
at an opportune moment. 

For much of the last year, the
company has been under attack
for disregarding the rights of in-
dividual authors as it builds an
immense digital library and
bookstore. The company, which
needs users of its Gmail and oth-
er services to trust it with their
data, has been criticized for its
privacy practices. And the fed-
eral government began multiple
antitrust investigations into its
business.

Lately, it has been difficult to
find anyone in Silicon Valley who
would utter Google’s “Don’t be
evil” motto without a bit of a
snicker.

But its surprising threat to pull
up stakes in China has replaced
the smirks with lavish praise.
Much of it is coming from long-
time critics.

For a company that has been in
something of a defensive crouch
for much of the last year, the
turnaround has been swift.

“Taking the stance that they
took put them on a higher plane,”
said Regis McKenna, a Silicon
Valley marketing consultant.

If it stays, the potential losses
to its reputation, and eventually

its search engine in China in 2006
to enter that market, but only af-
ter an internal debate in which
the founders, in particular Sergey
Brin, who was born in the Soviet
Union, argued strongly against it. 

Still, some have argued that
Google can afford to take a prin-
cipled stance because the losses
from leaving China are small.
The company has struggled to
compete with Baidu, the domi-
nant China-based competitor,
and some critics say the attacks
gave Google a good excuse to pull
up stakes and cut its losses. 

Google rejected those sugges-
tions. While Google’s sales in Chi-
na remain small, the business is
growing rapidly and Google just
had its best quarter in that coun-
try, said Gabriel Stricker, a Goo-
gle spokesman. 

Yet, he also suggested that
Google could shut down its
search engine in China with little
financial impact, saying that the
majority of its business in the

sociate professor of media stud-
ies and law at the University of
Virginia. “That would do incredi-
ble damage,” not only among hu-
man rights advocates, but also
for anyone who uses a Gmail ac-
count, he said.

Some who praised Google’s
move have said that they hope
other companies will follow suit.
While the calculus on whether to
abandon China is no doubt differ-
ent for every company, following
in Google’s footsteps could have
all the downside risk and may
produce only marginal payoff —
at least on the publicity front. 

“To the extent that there is any
realized gain from this kind of
move, the first company to do it
gets all the headlines,” said Da-
vid B. Yoffie, a professor at the
Harvard Business School. “The
second company to do it will be
seen as a follower who didn’t
have the courage to act according
to its convictions in the first
place.”

JASON LEE/REUTERS

Google’s Chinese headquarters in Beijing. The company’s revenue in the country last year was $300 million, a tiny slice of its more than $22 billion in global sales.

Small Effect
On Revenue,
And Windfall
In Publicity 

Seizing an opportune
moment to bolster its
reputation. 
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By MICHAEL WINES

BEIJING — Google’s surpris-
ing decision this week to abandon
cooperation with Chinese govern-
ment censors — and, possibly, its
four-year effort to do business
here — is galvanizing an unusual-
ly broad coalition of foreigners
who hope for a fresh chance to
rein in the conduct of an emerg-
ing great power.

Most of those forces — from
the American right and left, the
business and technology commu-
nities and human-rights advoca-
cy groups — are united by a be-
lief that their concerns over Chi-
na’s human-rights and free-
speech constraints have been
buried in a rush to online profit.

Some of them have been dis-
mayed by the conciliatory ap-
proach toward Beijing taken by
the Obama administration, which
counts Google’s leadership
among its most prominent politi-
cal supporters. Others claim that
the problems that prompted Goo-
gle’s stance are symptoms of a
serious decline in China’s busi-
ness climate under an increas-
ingly conservative leadership.

But it is far from clear that this
movement will succeed in prod-
ding either the Chinese govern-
ment or other companies that
still dream of a vast market. 

On Thursday, the Chinese gov-
ernment offered an indirect but
unambiguous response: Compa-

nies that do business in China
must follow the laws of the land.

The comments, by two differ-
ent officials on Thursday, sug-
gested that China was unlikely to
give ground on Google’s de-
mands that its search engine re-
sults be unfiltered.

In recent weeks, Google has
quietly taken some steps that in
retrospect seem aimed squarely
at addressing attacks it uncov-
ered by hackers who tried to
steal information on human
rights activists. In December, a
Google senior vice president,
Jonathan Rosenberg, issued an

online manifesto that placed Goo-
gle’s business and ethical inter-
ests squarely behind open infor-
mation, and against censorship.

“There are forces aligned
against the open Internet — gov-
ernments who control access,
companies who fight in their own
self-interests to preserve the sta-
tus quo,” he wrote. “They are
powerful, and if they succeed we
will find ourselves inhabiting an
Internet of fragmentation, stag-
nation, higher prices, and less
competition.”

More pointedly, a Google engi-
neer’s blog announced this week
that the Gmail service, which
was a target of the Chinese hack-
ers, would henceforth employ ex-
tra encryption by default.

Those who hope to use Goo-
gle’s stance as a wedge to put
pressure on China argue that its
refusal to cooperate with Chinese
censors will prove a watershed.

“Good for Google for naming
the elephant in the room,” one
Beijing entrepreneur, an Ameri-
can with a deep knowledge of
China’s Internet, said Thursday.
That person, like many others in-
terviewed, declined to be identi-
fied for fear that the Chinese gov-
ernment would retaliate. “Who
else in the world has moral au-

thority against China?”
Jonathan Zittrain, a Harvard

law professor and a founder of
the Berkman Center for Internet
and Society, said Google’s action
had raised the ethical bar for for-
eign investors across China. But
the early reaction to Google’s an-
nouncement suggests otherwise.
Microsoft, whose Bing search en-
gine has entered the Chinese
market, has shown no public in-
clination to change its business
here. Apple’s iTunes service still
forbids Chinese users to down-
load certain applications that re-
fer to the Dalai Lama and the Ui-
ghur activist Rebiya Kadeer. 

“Your everyday investor in
China is not concerned with these
problems, especially when
they’re selling tractors, cars and
airplanes,” said Stephen A.
Orlins, the president of the Na-
tional Committee on United
States-China Relations. A num-
ber of blogs argue that Google
faced a dim future in China,
where its search engine was a
second to the home-grown Baidu
service, and that threatening to
leave was more a public relations
move than a moral crusade.

“I don’t think you’ll see a giant
ripple effect,” said Mark Natkin,
the managing director of Mar-

bridge Consulting, an informa-
tion technology research and
consulting firm in Beijing. “You
can justify a lot of things if the pot
of gold is big enough.” 

Some advocates are trying to
reignite a debate about free
speech that has been overshad-
owed by China’s economic might. 

Two American entrepreneurs
working in China said that civil
liberties supporters should con-
sider pressing major investors
like pension funds and university
endowments to renounce their in-
vestment in Chinese companies

that engage in repression or theft
of intellectual property.

Others suggested that Google
employees, who are routinely al-
lowed to spend one in five work-
days on the project of their
choice, devote their time to devis-
ing ways to subvert Chinese cen-
sorship of the Internet. Would
those gambits work? One Inter-
net industry analyst, who also de-
clined to be named, said the ma-
jor effect of Google’s departure
from Beijing would be to free 700
trained technology experts to
work for a Chinese competitor.

Far-Ranging Support for Google’s Rebuff to China 
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Robin Li, second from right, is the chief executive officer of Bai-
du, the company whose search engine is No. 1 in China.

A government shows
no sign of yielding to a
technology giant. 

Sharon LaFraniere contributed
reporting.

Hillary Rodham Clinton, who had
been the most senior U.S. official
to talk of the seriousness of the
breach, discussed it on Thursday
with a Chinese diplomat in Wash-
ington, however, and a senior ad-
ministration official said there
would be a “démarche in coming
days” — a diplomatic move.

On Thursday, China’s Foreign
Ministry deflected questions
about Google’s charges and dis-
missed its declaration that it
would no longer “self-censor”
searches conducted on google.cn,
its Chinese search engine. A min-
istry spokeswoman said simply
that online services in China
must be conducted “in accord-
ance with the law.”

In interviews in which they dis-

closed new details of their efforts
to solve the mystery, Google en-
gineers said they doubted that a
nongovernmental actor could
pull off something this broad and
well organized, but they con-
ceded that even their counterin-
telligence operation, taking over
the Taiwan server, could not pro-
vide the kind of airtight evidence
needed to prove the case.

The murkiness of the attacks is
no surprise. For years the Na-
tional Security Agency and other
arms of the United States govern-
ment have struggled with the
question of “attribution” of an at-
tack; what makes cyberwar so
unlike conventional war is that it
is often impossible, even in retro-
spect, to find where the attack be-
gan, or who was responsible. 

The questions surrounding the
Google attacks have companies
doing business in China scram-
bling to confirm that they were
victims. Symantec, Adobe and
Juniper Networks acknowledged
in interviews that they were in-
vestigating whether they had

been attacked. Northrop and Ya-
hoo, also described as subjects of
the attacks, declined to comment. 

Besides being unable to firmly
establish the source of the at-
tacks, Google investigators have
been unable to determine the
goal: to gain commercial advan-
tage; insert spyware; break into
the Gmail accounts of Chinese
dissidents and American experts
on China who frequently ex-
change e-mail messages with ad-
ministration officials; or all three.
In fact, at least one prominent
Washington research organiza-
tion with close ties to administra-
tion officials was among those
hacked, according to one person
familiar with the episode.

Even as the United States and
companies doing business in Chi-
na assess the impact, the attacks
signal the arrival of a new kind of
conflict between the world’s No. 1
economic superpower and the
country that, by year’s end, will
overtake Japan to become No. 2.

It makes the tensions of the
past, over China’s territorial

claims or even the collision of an
American spy plane and Chinese
fighter pilots nine years ago,
seem as outdated as a grainy film
clip of Mao reviewing the May
Day parade. But it also lays bare
the degree to which China and
the United States are engaged in
daily cyberbattles, a covert war
of offense and defense on which
America is already spending bil-
lions of dollars a year.

Computer experts who track
the thousands of daily attacks on
corporate and government com-
puter sites report that the major-
ity of sophisticated attacks seem
to emanate from China. What
they cannot say is whether the
hackers are operating on behalf
of the Chinese state or in a haven
that the Chinese have encour-
aged. 

The latest episode illuminates
the ambiguities. 

For example, the servers that
carried out many of the attacks
were based in Taiwan, though a
Google executive said “it only
took a few seconds to determine

that the real origin was on the
mainland.” And at Google’s head-
quarters in Mountain View, there
is little doubt that Beijing was be-
hind the attacks. Partly that is be-
cause while Mr. Obama was hail-

ing a new era of cautious cooper-
ation with China, Google was
complaining of mounting con-
frontation, chiefly over Chinese
pressure on it to make sure Chi-
nese users could not directly link
to the American-based “google
.com” site, to evade much of the
censorship the company had re-
luctantly imposed on its main
Chinese portal, google.cn. 

“Everything we are learning is
that in this case the Chinese gov-

ernment got caught with its hand
in the cookie jar,” said James A.
Lewis, a senior fellow at the Cen-
ter for Strategic and Internation-
al Studies in Washington, who
consulted for the White House on
cybersecurity last spring.
“Would it hold up in court? No.
But China is the only government
in the world obsessed about Ti-
bet, and that issue goes right to
the heart of their vision of politi-
cal survival and putting down the
separatists’ movements.” 

Over the years, there have
been private warnings issued to
China, notably after an attack on
the computer systems used by
the office of the defense secretary
two years ago. A senior military
official said in December that
that attack “raised a lot of alarm
bells,” but the attacker could not
be pinpointed. The administra-
tion cautioned Chinese officials
that attacks seemingly aimed at
the national security leadership
would not be tolerated, according
to one American who took part in
delivering that message.

In Wake of Google’s Loud Stance on China, the Obama Administration Treads Lightly
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Reluctant to accuse a
suspect when guilt
can’t be proved.

David E. Sanger reported from
Santa Clara, and John Markoff
from San Francisco. Mark Land-
ler contributed reporting from
Washington.

country comes from ads that Chi-
nese companies place on Goo-
gle’s American-based Web site. 

The reaction on Wall Street
suggests few worried that Google
would suffer financially. While its
shares dropped nearly 3 percent
on Wednesday, the day after Goo-
gle’s announcement, they have
regained most of their value. 

Analysts say that Google’s eco-
nomic pain may one day be great
but is not likely to be felt for
years. But they also say that
staying in China, especially after
the attacks, was a risky proposi-
tion. Google’s change of heart in
China may not have been solely
about freedom of speech, but also
about something that strikes at
the core of its business: the secu-
rity of information stored on Goo-
gle’s servers. 

“The moment that some activ-
ist goes to jail because his Gmail
account was compromised, Goo-
gle will be accused of giving them
up,” said Siva Vaidhyanathan, as-

company publicized online at-
tacks on its computer systems
this week, which it said were
aimed in part at entering the
Gmail accounts of Chinese hu-
man rights activists. 

In China, young people depos-
ited flowers in front of Google’s
offices, as praise for the company
reverberated from Twitter to the
reader forums of various news-
papers. 

The Electronic Frontier Foun-
dation, an online civil liberties
group and frequent critic of Goo-
gle, commended the company in
a blog post titled “Uncensoring
China — Bravo Google.” Human
Rights Watch said that Google’s
response to the attacks “sets a
great example.” On Capitol Hill,
Republicans and Democrats alike
hailed Google’s move.

Google’s top executives, and
many of its employees, are
steeped in idealism and are
strong supporters of free speech.
The company agreed to censor

its business, are real, too. “Cer-
tainly they are aware that con-
tinuing to compromise in China
would be seen as a move to the
dark side,” Mr. McKenna said. 

Google strongly dismissed sug-
gestions that economics played a
role in its decision. “We are not
going to make a financially based
decision to stay in a market that
is intolerable for us,” David
Drummond, Google’s chief legal
officer, said this week. And he de-
nied that public relations was a
factor. “This wasn’t a question of
P.R.,” he said. “It was a question
of trying to do the right thing.”

There is little doubt, however,
that public perception of Google
has shifted sharply since the

By MIGUEL HELFT

SAN FRANCISCO — Google
has said principle drove its threat
to back out of China unless the
government there allowed it to
run its search engine without
censorship. 

Analysts say that inevitably,
the decision was a business cal-
culation, too. 

Google’s business in China, for
now, remains small. Estimates
put Google’s China revenue last
year at about $300 million, a tiny
fraction of its more than $22 bil-
lion in global sales. 

Still, Google’s investment in
China includes building a staff of
more than 600 people there,
many of them highly paid engi-
neers. And in October, Eric E.
Schmidt, Google’s chief execu-
tive, predicted that China would
become a dominant market for
online businesses, saying that in
five years, the Internet “will be
more non-English, it will be Chi-
nese.” Clearly, Google has high
hopes for its business there.

But there is also an economic
value, even if it is hard to gauge,
of the good will that Google’s de-
cision has earned it. And it comes
at an opportune moment. 

For much of the last year, the
company has been under attack
for disregarding the rights of in-
dividual authors as it builds an
immense digital library and
bookstore. The company, which
needs users of its Gmail and oth-
er services to trust it with their
data, has been criticized for its
privacy practices. And the fed-
eral government began multiple
antitrust investigations into its
business.

Lately, it has been difficult to
find anyone in Silicon Valley who
would utter Google’s “Don’t be
evil” motto without a bit of a
snicker.

But its surprising threat to pull
up stakes in China has replaced
the smirks with lavish praise.
Much of it is coming from long-
time critics.

For a company that has been in
something of a defensive crouch
for much of the last year, the
turnaround has been swift.

“Taking the stance that they
took put them on a higher plane,”
said Regis McKenna, a Silicon
Valley marketing consultant.

If it stays, the potential losses
to its reputation, and eventually

its search engine in China in 2006
to enter that market, but only af-
ter an internal debate in which
the founders, in particular Sergey
Brin, who was born in the Soviet
Union, argued strongly against it. 

Still, some have argued that
Google can afford to take a prin-
cipled stance because the losses
from leaving China are small.
The company has struggled to
compete with Baidu, the domi-
nant China-based competitor,
and some critics say the attacks
gave Google a good excuse to pull
up stakes and cut its losses. 

Google rejected those sugges-
tions. While Google’s sales in Chi-
na remain small, the business is
growing rapidly and Google just
had its best quarter in that coun-
try, said Gabriel Stricker, a Goo-
gle spokesman. 

Yet, he also suggested that
Google could shut down its
search engine in China with little
financial impact, saying that the
majority of its business in the

sociate professor of media stud-
ies and law at the University of
Virginia. “That would do incredi-
ble damage,” not only among hu-
man rights advocates, but also
for anyone who uses a Gmail ac-
count, he said.

Some who praised Google’s
move have said that they hope
other companies will follow suit.
While the calculus on whether to
abandon China is no doubt differ-
ent for every company, following
in Google’s footsteps could have
all the downside risk and may
produce only marginal payoff —
at least on the publicity front. 

“To the extent that there is any
realized gain from this kind of
move, the first company to do it
gets all the headlines,” said Da-
vid B. Yoffie, a professor at the
Harvard Business School. “The
second company to do it will be
seen as a follower who didn’t
have the courage to act according
to its convictions in the first
place.”

JASON LEE/REUTERS

Google’s Chinese headquarters in Beijing. The company’s revenue in the country last year was $300 million, a tiny slice of its more than $22 billion in global sales.

Small Effect
On Revenue,
And Windfall
In Publicity 

Seizing an opportune
moment to bolster its
reputation. 

Nxxx,2010-01-15,A,010,Bs-BW,E2

A10 Ø N INTERNATIONALTHE NEW YORK TIMES FRIDAY, JANUARY 15, 2010

By MICHAEL WINES

BEIJING — Google’s surpris-
ing decision this week to abandon
cooperation with Chinese govern-
ment censors — and, possibly, its
four-year effort to do business
here — is galvanizing an unusual-
ly broad coalition of foreigners
who hope for a fresh chance to
rein in the conduct of an emerg-
ing great power.

Most of those forces — from
the American right and left, the
business and technology commu-
nities and human-rights advoca-
cy groups — are united by a be-
lief that their concerns over Chi-
na’s human-rights and free-
speech constraints have been
buried in a rush to online profit.

Some of them have been dis-
mayed by the conciliatory ap-
proach toward Beijing taken by
the Obama administration, which
counts Google’s leadership
among its most prominent politi-
cal supporters. Others claim that
the problems that prompted Goo-
gle’s stance are symptoms of a
serious decline in China’s busi-
ness climate under an increas-
ingly conservative leadership.

But it is far from clear that this
movement will succeed in prod-
ding either the Chinese govern-
ment or other companies that
still dream of a vast market. 

On Thursday, the Chinese gov-
ernment offered an indirect but
unambiguous response: Compa-

nies that do business in China
must follow the laws of the land.

The comments, by two differ-
ent officials on Thursday, sug-
gested that China was unlikely to
give ground on Google’s de-
mands that its search engine re-
sults be unfiltered.

In recent weeks, Google has
quietly taken some steps that in
retrospect seem aimed squarely
at addressing attacks it uncov-
ered by hackers who tried to
steal information on human
rights activists. In December, a
Google senior vice president,
Jonathan Rosenberg, issued an

online manifesto that placed Goo-
gle’s business and ethical inter-
ests squarely behind open infor-
mation, and against censorship.

“There are forces aligned
against the open Internet — gov-
ernments who control access,
companies who fight in their own
self-interests to preserve the sta-
tus quo,” he wrote. “They are
powerful, and if they succeed we
will find ourselves inhabiting an
Internet of fragmentation, stag-
nation, higher prices, and less
competition.”

More pointedly, a Google engi-
neer’s blog announced this week
that the Gmail service, which
was a target of the Chinese hack-
ers, would henceforth employ ex-
tra encryption by default.

Those who hope to use Goo-
gle’s stance as a wedge to put
pressure on China argue that its
refusal to cooperate with Chinese
censors will prove a watershed.

“Good for Google for naming
the elephant in the room,” one
Beijing entrepreneur, an Ameri-
can with a deep knowledge of
China’s Internet, said Thursday.
That person, like many others in-
terviewed, declined to be identi-
fied for fear that the Chinese gov-
ernment would retaliate. “Who
else in the world has moral au-

thority against China?”
Jonathan Zittrain, a Harvard

law professor and a founder of
the Berkman Center for Internet
and Society, said Google’s action
had raised the ethical bar for for-
eign investors across China. But
the early reaction to Google’s an-
nouncement suggests otherwise.
Microsoft, whose Bing search en-
gine has entered the Chinese
market, has shown no public in-
clination to change its business
here. Apple’s iTunes service still
forbids Chinese users to down-
load certain applications that re-
fer to the Dalai Lama and the Ui-
ghur activist Rebiya Kadeer. 

“Your everyday investor in
China is not concerned with these
problems, especially when
they’re selling tractors, cars and
airplanes,” said Stephen A.
Orlins, the president of the Na-
tional Committee on United
States-China Relations. A num-
ber of blogs argue that Google
faced a dim future in China,
where its search engine was a
second to the home-grown Baidu
service, and that threatening to
leave was more a public relations
move than a moral crusade.

“I don’t think you’ll see a giant
ripple effect,” said Mark Natkin,
the managing director of Mar-

bridge Consulting, an informa-
tion technology research and
consulting firm in Beijing. “You
can justify a lot of things if the pot
of gold is big enough.” 

Some advocates are trying to
reignite a debate about free
speech that has been overshad-
owed by China’s economic might. 

Two American entrepreneurs
working in China said that civil
liberties supporters should con-
sider pressing major investors
like pension funds and university
endowments to renounce their in-
vestment in Chinese companies

that engage in repression or theft
of intellectual property.

Others suggested that Google
employees, who are routinely al-
lowed to spend one in five work-
days on the project of their
choice, devote their time to devis-
ing ways to subvert Chinese cen-
sorship of the Internet. Would
those gambits work? One Inter-
net industry analyst, who also de-
clined to be named, said the ma-
jor effect of Google’s departure
from Beijing would be to free 700
trained technology experts to
work for a Chinese competitor.

Far-Ranging Support for Google’s Rebuff to China 

MARCIO JOSE SANCHEZ/ASSOCIATED PRESS

Robin Li, second from right, is the chief executive officer of Bai-
du, the company whose search engine is No. 1 in China.

A government shows
no sign of yielding to a
technology giant. 

Sharon LaFraniere contributed
reporting.

Hillary Rodham Clinton, who had
been the most senior U.S. official
to talk of the seriousness of the
breach, discussed it on Thursday
with a Chinese diplomat in Wash-
ington, however, and a senior ad-
ministration official said there
would be a “démarche in coming
days” — a diplomatic move.

On Thursday, China’s Foreign
Ministry deflected questions
about Google’s charges and dis-
missed its declaration that it
would no longer “self-censor”
searches conducted on google.cn,
its Chinese search engine. A min-
istry spokeswoman said simply
that online services in China
must be conducted “in accord-
ance with the law.”

In interviews in which they dis-

closed new details of their efforts
to solve the mystery, Google en-
gineers said they doubted that a
nongovernmental actor could
pull off something this broad and
well organized, but they con-
ceded that even their counterin-
telligence operation, taking over
the Taiwan server, could not pro-
vide the kind of airtight evidence
needed to prove the case.

The murkiness of the attacks is
no surprise. For years the Na-
tional Security Agency and other
arms of the United States govern-
ment have struggled with the
question of “attribution” of an at-
tack; what makes cyberwar so
unlike conventional war is that it
is often impossible, even in retro-
spect, to find where the attack be-
gan, or who was responsible. 

The questions surrounding the
Google attacks have companies
doing business in China scram-
bling to confirm that they were
victims. Symantec, Adobe and
Juniper Networks acknowledged
in interviews that they were in-
vestigating whether they had

been attacked. Northrop and Ya-
hoo, also described as subjects of
the attacks, declined to comment. 

Besides being unable to firmly
establish the source of the at-
tacks, Google investigators have
been unable to determine the
goal: to gain commercial advan-
tage; insert spyware; break into
the Gmail accounts of Chinese
dissidents and American experts
on China who frequently ex-
change e-mail messages with ad-
ministration officials; or all three.
In fact, at least one prominent
Washington research organiza-
tion with close ties to administra-
tion officials was among those
hacked, according to one person
familiar with the episode.

Even as the United States and
companies doing business in Chi-
na assess the impact, the attacks
signal the arrival of a new kind of
conflict between the world’s No. 1
economic superpower and the
country that, by year’s end, will
overtake Japan to become No. 2.

It makes the tensions of the
past, over China’s territorial

claims or even the collision of an
American spy plane and Chinese
fighter pilots nine years ago,
seem as outdated as a grainy film
clip of Mao reviewing the May
Day parade. But it also lays bare
the degree to which China and
the United States are engaged in
daily cyberbattles, a covert war
of offense and defense on which
America is already spending bil-
lions of dollars a year.

Computer experts who track
the thousands of daily attacks on
corporate and government com-
puter sites report that the major-
ity of sophisticated attacks seem
to emanate from China. What
they cannot say is whether the
hackers are operating on behalf
of the Chinese state or in a haven
that the Chinese have encour-
aged. 

The latest episode illuminates
the ambiguities. 

For example, the servers that
carried out many of the attacks
were based in Taiwan, though a
Google executive said “it only
took a few seconds to determine

that the real origin was on the
mainland.” And at Google’s head-
quarters in Mountain View, there
is little doubt that Beijing was be-
hind the attacks. Partly that is be-
cause while Mr. Obama was hail-

ing a new era of cautious cooper-
ation with China, Google was
complaining of mounting con-
frontation, chiefly over Chinese
pressure on it to make sure Chi-
nese users could not directly link
to the American-based “google
.com” site, to evade much of the
censorship the company had re-
luctantly imposed on its main
Chinese portal, google.cn. 

“Everything we are learning is
that in this case the Chinese gov-

ernment got caught with its hand
in the cookie jar,” said James A.
Lewis, a senior fellow at the Cen-
ter for Strategic and Internation-
al Studies in Washington, who
consulted for the White House on
cybersecurity last spring.
“Would it hold up in court? No.
But China is the only government
in the world obsessed about Ti-
bet, and that issue goes right to
the heart of their vision of politi-
cal survival and putting down the
separatists’ movements.” 

Over the years, there have
been private warnings issued to
China, notably after an attack on
the computer systems used by
the office of the defense secretary
two years ago. A senior military
official said in December that
that attack “raised a lot of alarm
bells,” but the attacker could not
be pinpointed. The administra-
tion cautioned Chinese officials
that attacks seemingly aimed at
the national security leadership
would not be tolerated, according
to one American who took part in
delivering that message.

In Wake of Google’s Loud Stance on China, the Obama Administration Treads Lightly
From Page A1

Reluctant to accuse a
suspect when guilt
can’t be proved.

David E. Sanger reported from
Santa Clara, and John Markoff
from San Francisco. Mark Land-
ler contributed reporting from
Washington.

country comes from ads that Chi-
nese companies place on Goo-
gle’s American-based Web site. 

The reaction on Wall Street
suggests few worried that Google
would suffer financially. While its
shares dropped nearly 3 percent
on Wednesday, the day after Goo-
gle’s announcement, they have
regained most of their value. 

Analysts say that Google’s eco-
nomic pain may one day be great
but is not likely to be felt for
years. But they also say that
staying in China, especially after
the attacks, was a risky proposi-
tion. Google’s change of heart in
China may not have been solely
about freedom of speech, but also
about something that strikes at
the core of its business: the secu-
rity of information stored on Goo-
gle’s servers. 

“The moment that some activ-
ist goes to jail because his Gmail
account was compromised, Goo-
gle will be accused of giving them
up,” said Siva Vaidhyanathan, as-

company publicized online at-
tacks on its computer systems
this week, which it said were
aimed in part at entering the
Gmail accounts of Chinese hu-
man rights activists. 

In China, young people depos-
ited flowers in front of Google’s
offices, as praise for the company
reverberated from Twitter to the
reader forums of various news-
papers. 

The Electronic Frontier Foun-
dation, an online civil liberties
group and frequent critic of Goo-
gle, commended the company in
a blog post titled “Uncensoring
China — Bravo Google.” Human
Rights Watch said that Google’s
response to the attacks “sets a
great example.” On Capitol Hill,
Republicans and Democrats alike
hailed Google’s move.

Google’s top executives, and
many of its employees, are
steeped in idealism and are
strong supporters of free speech.
The company agreed to censor

its business, are real, too. “Cer-
tainly they are aware that con-
tinuing to compromise in China
would be seen as a move to the
dark side,” Mr. McKenna said. 

Google strongly dismissed sug-
gestions that economics played a
role in its decision. “We are not
going to make a financially based
decision to stay in a market that
is intolerable for us,” David
Drummond, Google’s chief legal
officer, said this week. And he de-
nied that public relations was a
factor. “This wasn’t a question of
P.R.,” he said. “It was a question
of trying to do the right thing.”

There is little doubt, however,
that public perception of Google
has shifted sharply since the

By MIGUEL HELFT

SAN FRANCISCO — Google
has said principle drove its threat
to back out of China unless the
government there allowed it to
run its search engine without
censorship. 

Analysts say that inevitably,
the decision was a business cal-
culation, too. 

Google’s business in China, for
now, remains small. Estimates
put Google’s China revenue last
year at about $300 million, a tiny
fraction of its more than $22 bil-
lion in global sales. 

Still, Google’s investment in
China includes building a staff of
more than 600 people there,
many of them highly paid engi-
neers. And in October, Eric E.
Schmidt, Google’s chief execu-
tive, predicted that China would
become a dominant market for
online businesses, saying that in
five years, the Internet “will be
more non-English, it will be Chi-
nese.” Clearly, Google has high
hopes for its business there.

But there is also an economic
value, even if it is hard to gauge,
of the good will that Google’s de-
cision has earned it. And it comes
at an opportune moment. 

For much of the last year, the
company has been under attack
for disregarding the rights of in-
dividual authors as it builds an
immense digital library and
bookstore. The company, which
needs users of its Gmail and oth-
er services to trust it with their
data, has been criticized for its
privacy practices. And the fed-
eral government began multiple
antitrust investigations into its
business.

Lately, it has been difficult to
find anyone in Silicon Valley who
would utter Google’s “Don’t be
evil” motto without a bit of a
snicker.

But its surprising threat to pull
up stakes in China has replaced
the smirks with lavish praise.
Much of it is coming from long-
time critics.

For a company that has been in
something of a defensive crouch
for much of the last year, the
turnaround has been swift.

“Taking the stance that they
took put them on a higher plane,”
said Regis McKenna, a Silicon
Valley marketing consultant.

If it stays, the potential losses
to its reputation, and eventually

its search engine in China in 2006
to enter that market, but only af-
ter an internal debate in which
the founders, in particular Sergey
Brin, who was born in the Soviet
Union, argued strongly against it. 

Still, some have argued that
Google can afford to take a prin-
cipled stance because the losses
from leaving China are small.
The company has struggled to
compete with Baidu, the domi-
nant China-based competitor,
and some critics say the attacks
gave Google a good excuse to pull
up stakes and cut its losses. 

Google rejected those sugges-
tions. While Google’s sales in Chi-
na remain small, the business is
growing rapidly and Google just
had its best quarter in that coun-
try, said Gabriel Stricker, a Goo-
gle spokesman. 

Yet, he also suggested that
Google could shut down its
search engine in China with little
financial impact, saying that the
majority of its business in the

sociate professor of media stud-
ies and law at the University of
Virginia. “That would do incredi-
ble damage,” not only among hu-
man rights advocates, but also
for anyone who uses a Gmail ac-
count, he said.

Some who praised Google’s
move have said that they hope
other companies will follow suit.
While the calculus on whether to
abandon China is no doubt differ-
ent for every company, following
in Google’s footsteps could have
all the downside risk and may
produce only marginal payoff —
at least on the publicity front. 

“To the extent that there is any
realized gain from this kind of
move, the first company to do it
gets all the headlines,” said Da-
vid B. Yoffie, a professor at the
Harvard Business School. “The
second company to do it will be
seen as a follower who didn’t
have the courage to act according
to its convictions in the first
place.”

JASON LEE/REUTERS

Google’s Chinese headquarters in Beijing. The company’s revenue in the country last year was $300 million, a tiny slice of its more than $22 billion in global sales.
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By MICHAEL WINES

BEIJING — Google’s surpris-
ing decision this week to abandon
cooperation with Chinese govern-
ment censors — and, possibly, its
four-year effort to do business
here — is galvanizing an unusual-
ly broad coalition of foreigners
who hope for a fresh chance to
rein in the conduct of an emerg-
ing great power.

Most of those forces — from
the American right and left, the
business and technology commu-
nities and human-rights advoca-
cy groups — are united by a be-
lief that their concerns over Chi-
na’s human-rights and free-
speech constraints have been
buried in a rush to online profit.

Some of them have been dis-
mayed by the conciliatory ap-
proach toward Beijing taken by
the Obama administration, which
counts Google’s leadership
among its most prominent politi-
cal supporters. Others claim that
the problems that prompted Goo-
gle’s stance are symptoms of a
serious decline in China’s busi-
ness climate under an increas-
ingly conservative leadership.

But it is far from clear that this
movement will succeed in prod-
ding either the Chinese govern-
ment or other companies that
still dream of a vast market. 

On Thursday, the Chinese gov-
ernment offered an indirect but
unambiguous response: Compa-

nies that do business in China
must follow the laws of the land.

The comments, by two differ-
ent officials on Thursday, sug-
gested that China was unlikely to
give ground on Google’s de-
mands that its search engine re-
sults be unfiltered.

In recent weeks, Google has
quietly taken some steps that in
retrospect seem aimed squarely
at addressing attacks it uncov-
ered by hackers who tried to
steal information on human
rights activists. In December, a
Google senior vice president,
Jonathan Rosenberg, issued an

online manifesto that placed Goo-
gle’s business and ethical inter-
ests squarely behind open infor-
mation, and against censorship.

“There are forces aligned
against the open Internet — gov-
ernments who control access,
companies who fight in their own
self-interests to preserve the sta-
tus quo,” he wrote. “They are
powerful, and if they succeed we
will find ourselves inhabiting an
Internet of fragmentation, stag-
nation, higher prices, and less
competition.”

More pointedly, a Google engi-
neer’s blog announced this week
that the Gmail service, which
was a target of the Chinese hack-
ers, would henceforth employ ex-
tra encryption by default.

Those who hope to use Goo-
gle’s stance as a wedge to put
pressure on China argue that its
refusal to cooperate with Chinese
censors will prove a watershed.

“Good for Google for naming
the elephant in the room,” one
Beijing entrepreneur, an Ameri-
can with a deep knowledge of
China’s Internet, said Thursday.
That person, like many others in-
terviewed, declined to be identi-
fied for fear that the Chinese gov-
ernment would retaliate. “Who
else in the world has moral au-

thority against China?”
Jonathan Zittrain, a Harvard

law professor and a founder of
the Berkman Center for Internet
and Society, said Google’s action
had raised the ethical bar for for-
eign investors across China. But
the early reaction to Google’s an-
nouncement suggests otherwise.
Microsoft, whose Bing search en-
gine has entered the Chinese
market, has shown no public in-
clination to change its business
here. Apple’s iTunes service still
forbids Chinese users to down-
load certain applications that re-
fer to the Dalai Lama and the Ui-
ghur activist Rebiya Kadeer. 

“Your everyday investor in
China is not concerned with these
problems, especially when
they’re selling tractors, cars and
airplanes,” said Stephen A.
Orlins, the president of the Na-
tional Committee on United
States-China Relations. A num-
ber of blogs argue that Google
faced a dim future in China,
where its search engine was a
second to the home-grown Baidu
service, and that threatening to
leave was more a public relations
move than a moral crusade.

“I don’t think you’ll see a giant
ripple effect,” said Mark Natkin,
the managing director of Mar-

bridge Consulting, an informa-
tion technology research and
consulting firm in Beijing. “You
can justify a lot of things if the pot
of gold is big enough.” 

Some advocates are trying to
reignite a debate about free
speech that has been overshad-
owed by China’s economic might. 

Two American entrepreneurs
working in China said that civil
liberties supporters should con-
sider pressing major investors
like pension funds and university
endowments to renounce their in-
vestment in Chinese companies

that engage in repression or theft
of intellectual property.

Others suggested that Google
employees, who are routinely al-
lowed to spend one in five work-
days on the project of their
choice, devote their time to devis-
ing ways to subvert Chinese cen-
sorship of the Internet. Would
those gambits work? One Inter-
net industry analyst, who also de-
clined to be named, said the ma-
jor effect of Google’s departure
from Beijing would be to free 700
trained technology experts to
work for a Chinese competitor.

Far-Ranging Support for Google’s Rebuff to China 
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Robin Li, second from right, is the chief executive officer of Bai-
du, the company whose search engine is No. 1 in China.

A government shows
no sign of yielding to a
technology giant. 

Sharon LaFraniere contributed
reporting.

Hillary Rodham Clinton, who had
been the most senior U.S. official
to talk of the seriousness of the
breach, discussed it on Thursday
with a Chinese diplomat in Wash-
ington, however, and a senior ad-
ministration official said there
would be a “démarche in coming
days” — a diplomatic move.

On Thursday, China’s Foreign
Ministry deflected questions
about Google’s charges and dis-
missed its declaration that it
would no longer “self-censor”
searches conducted on google.cn,
its Chinese search engine. A min-
istry spokeswoman said simply
that online services in China
must be conducted “in accord-
ance with the law.”

In interviews in which they dis-

closed new details of their efforts
to solve the mystery, Google en-
gineers said they doubted that a
nongovernmental actor could
pull off something this broad and
well organized, but they con-
ceded that even their counterin-
telligence operation, taking over
the Taiwan server, could not pro-
vide the kind of airtight evidence
needed to prove the case.

The murkiness of the attacks is
no surprise. For years the Na-
tional Security Agency and other
arms of the United States govern-
ment have struggled with the
question of “attribution” of an at-
tack; what makes cyberwar so
unlike conventional war is that it
is often impossible, even in retro-
spect, to find where the attack be-
gan, or who was responsible. 

The questions surrounding the
Google attacks have companies
doing business in China scram-
bling to confirm that they were
victims. Symantec, Adobe and
Juniper Networks acknowledged
in interviews that they were in-
vestigating whether they had

been attacked. Northrop and Ya-
hoo, also described as subjects of
the attacks, declined to comment. 

Besides being unable to firmly
establish the source of the at-
tacks, Google investigators have
been unable to determine the
goal: to gain commercial advan-
tage; insert spyware; break into
the Gmail accounts of Chinese
dissidents and American experts
on China who frequently ex-
change e-mail messages with ad-
ministration officials; or all three.
In fact, at least one prominent
Washington research organiza-
tion with close ties to administra-
tion officials was among those
hacked, according to one person
familiar with the episode.

Even as the United States and
companies doing business in Chi-
na assess the impact, the attacks
signal the arrival of a new kind of
conflict between the world’s No. 1
economic superpower and the
country that, by year’s end, will
overtake Japan to become No. 2.

It makes the tensions of the
past, over China’s territorial

claims or even the collision of an
American spy plane and Chinese
fighter pilots nine years ago,
seem as outdated as a grainy film
clip of Mao reviewing the May
Day parade. But it also lays bare
the degree to which China and
the United States are engaged in
daily cyberbattles, a covert war
of offense and defense on which
America is already spending bil-
lions of dollars a year.

Computer experts who track
the thousands of daily attacks on
corporate and government com-
puter sites report that the major-
ity of sophisticated attacks seem
to emanate from China. What
they cannot say is whether the
hackers are operating on behalf
of the Chinese state or in a haven
that the Chinese have encour-
aged. 

The latest episode illuminates
the ambiguities. 

For example, the servers that
carried out many of the attacks
were based in Taiwan, though a
Google executive said “it only
took a few seconds to determine

that the real origin was on the
mainland.” And at Google’s head-
quarters in Mountain View, there
is little doubt that Beijing was be-
hind the attacks. Partly that is be-
cause while Mr. Obama was hail-

ing a new era of cautious cooper-
ation with China, Google was
complaining of mounting con-
frontation, chiefly over Chinese
pressure on it to make sure Chi-
nese users could not directly link
to the American-based “google
.com” site, to evade much of the
censorship the company had re-
luctantly imposed on its main
Chinese portal, google.cn. 

“Everything we are learning is
that in this case the Chinese gov-

ernment got caught with its hand
in the cookie jar,” said James A.
Lewis, a senior fellow at the Cen-
ter for Strategic and Internation-
al Studies in Washington, who
consulted for the White House on
cybersecurity last spring.
“Would it hold up in court? No.
But China is the only government
in the world obsessed about Ti-
bet, and that issue goes right to
the heart of their vision of politi-
cal survival and putting down the
separatists’ movements.” 

Over the years, there have
been private warnings issued to
China, notably after an attack on
the computer systems used by
the office of the defense secretary
two years ago. A senior military
official said in December that
that attack “raised a lot of alarm
bells,” but the attacker could not
be pinpointed. The administra-
tion cautioned Chinese officials
that attacks seemingly aimed at
the national security leadership
would not be tolerated, according
to one American who took part in
delivering that message.

In Wake of Google’s Loud Stance on China, the Obama Administration Treads Lightly
From Page A1

Reluctant to accuse a
suspect when guilt
can’t be proved.

David E. Sanger reported from
Santa Clara, and John Markoff
from San Francisco. Mark Land-
ler contributed reporting from
Washington.

country comes from ads that Chi-
nese companies place on Goo-
gle’s American-based Web site. 

The reaction on Wall Street
suggests few worried that Google
would suffer financially. While its
shares dropped nearly 3 percent
on Wednesday, the day after Goo-
gle’s announcement, they have
regained most of their value. 

Analysts say that Google’s eco-
nomic pain may one day be great
but is not likely to be felt for
years. But they also say that
staying in China, especially after
the attacks, was a risky proposi-
tion. Google’s change of heart in
China may not have been solely
about freedom of speech, but also
about something that strikes at
the core of its business: the secu-
rity of information stored on Goo-
gle’s servers. 

“The moment that some activ-
ist goes to jail because his Gmail
account was compromised, Goo-
gle will be accused of giving them
up,” said Siva Vaidhyanathan, as-

company publicized online at-
tacks on its computer systems
this week, which it said were
aimed in part at entering the
Gmail accounts of Chinese hu-
man rights activists. 

In China, young people depos-
ited flowers in front of Google’s
offices, as praise for the company
reverberated from Twitter to the
reader forums of various news-
papers. 

The Electronic Frontier Foun-
dation, an online civil liberties
group and frequent critic of Goo-
gle, commended the company in
a blog post titled “Uncensoring
China — Bravo Google.” Human
Rights Watch said that Google’s
response to the attacks “sets a
great example.” On Capitol Hill,
Republicans and Democrats alike
hailed Google’s move.

Google’s top executives, and
many of its employees, are
steeped in idealism and are
strong supporters of free speech.
The company agreed to censor

its business, are real, too. “Cer-
tainly they are aware that con-
tinuing to compromise in China
would be seen as a move to the
dark side,” Mr. McKenna said. 

Google strongly dismissed sug-
gestions that economics played a
role in its decision. “We are not
going to make a financially based
decision to stay in a market that
is intolerable for us,” David
Drummond, Google’s chief legal
officer, said this week. And he de-
nied that public relations was a
factor. “This wasn’t a question of
P.R.,” he said. “It was a question
of trying to do the right thing.”

There is little doubt, however,
that public perception of Google
has shifted sharply since the

By MIGUEL HELFT

SAN FRANCISCO — Google
has said principle drove its threat
to back out of China unless the
government there allowed it to
run its search engine without
censorship. 

Analysts say that inevitably,
the decision was a business cal-
culation, too. 

Google’s business in China, for
now, remains small. Estimates
put Google’s China revenue last
year at about $300 million, a tiny
fraction of its more than $22 bil-
lion in global sales. 

Still, Google’s investment in
China includes building a staff of
more than 600 people there,
many of them highly paid engi-
neers. And in October, Eric E.
Schmidt, Google’s chief execu-
tive, predicted that China would
become a dominant market for
online businesses, saying that in
five years, the Internet “will be
more non-English, it will be Chi-
nese.” Clearly, Google has high
hopes for its business there.

But there is also an economic
value, even if it is hard to gauge,
of the good will that Google’s de-
cision has earned it. And it comes
at an opportune moment. 

For much of the last year, the
company has been under attack
for disregarding the rights of in-
dividual authors as it builds an
immense digital library and
bookstore. The company, which
needs users of its Gmail and oth-
er services to trust it with their
data, has been criticized for its
privacy practices. And the fed-
eral government began multiple
antitrust investigations into its
business.

Lately, it has been difficult to
find anyone in Silicon Valley who
would utter Google’s “Don’t be
evil” motto without a bit of a
snicker.

But its surprising threat to pull
up stakes in China has replaced
the smirks with lavish praise.
Much of it is coming from long-
time critics.

For a company that has been in
something of a defensive crouch
for much of the last year, the
turnaround has been swift.

“Taking the stance that they
took put them on a higher plane,”
said Regis McKenna, a Silicon
Valley marketing consultant.

If it stays, the potential losses
to its reputation, and eventually

its search engine in China in 2006
to enter that market, but only af-
ter an internal debate in which
the founders, in particular Sergey
Brin, who was born in the Soviet
Union, argued strongly against it. 

Still, some have argued that
Google can afford to take a prin-
cipled stance because the losses
from leaving China are small.
The company has struggled to
compete with Baidu, the domi-
nant China-based competitor,
and some critics say the attacks
gave Google a good excuse to pull
up stakes and cut its losses. 

Google rejected those sugges-
tions. While Google’s sales in Chi-
na remain small, the business is
growing rapidly and Google just
had its best quarter in that coun-
try, said Gabriel Stricker, a Goo-
gle spokesman. 

Yet, he also suggested that
Google could shut down its
search engine in China with little
financial impact, saying that the
majority of its business in the

sociate professor of media stud-
ies and law at the University of
Virginia. “That would do incredi-
ble damage,” not only among hu-
man rights advocates, but also
for anyone who uses a Gmail ac-
count, he said.

Some who praised Google’s
move have said that they hope
other companies will follow suit.
While the calculus on whether to
abandon China is no doubt differ-
ent for every company, following
in Google’s footsteps could have
all the downside risk and may
produce only marginal payoff —
at least on the publicity front. 

“To the extent that there is any
realized gain from this kind of
move, the first company to do it
gets all the headlines,” said Da-
vid B. Yoffie, a professor at the
Harvard Business School. “The
second company to do it will be
seen as a follower who didn’t
have the courage to act according
to its convictions in the first
place.”

JASON LEE/REUTERS

Google’s Chinese headquarters in Beijing. The company’s revenue in the country last year was $300 million, a tiny slice of its more than $22 billion in global sales.

Small Effect
On Revenue,
And Windfall
In Publicity 

Seizing an opportune
moment to bolster its
reputation. 
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By MICHAEL WINES

BEIJING — Google’s surpris-
ing decision this week to abandon
cooperation with Chinese govern-
ment censors — and, possibly, its
four-year effort to do business
here — is galvanizing an unusual-
ly broad coalition of foreigners
who hope for a fresh chance to
rein in the conduct of an emerg-
ing great power.

Most of those forces — from
the American right and left, the
business and technology commu-
nities and human-rights advoca-
cy groups — are united by a be-
lief that their concerns over Chi-
na’s human-rights and free-
speech constraints have been
buried in a rush to online profit.

Some of them have been dis-
mayed by the conciliatory ap-
proach toward Beijing taken by
the Obama administration, which
counts Google’s leadership
among its most prominent politi-
cal supporters. Others claim that
the problems that prompted Goo-
gle’s stance are symptoms of a
serious decline in China’s busi-
ness climate under an increas-
ingly conservative leadership.

But it is far from clear that this
movement will succeed in prod-
ding either the Chinese govern-
ment or other companies that
still dream of a vast market. 

On Thursday, the Chinese gov-
ernment offered an indirect but
unambiguous response: Compa-

nies that do business in China
must follow the laws of the land.

The comments, by two differ-
ent officials on Thursday, sug-
gested that China was unlikely to
give ground on Google’s de-
mands that its search engine re-
sults be unfiltered.

In recent weeks, Google has
quietly taken some steps that in
retrospect seem aimed squarely
at addressing attacks it uncov-
ered by hackers who tried to
steal information on human
rights activists. In December, a
Google senior vice president,
Jonathan Rosenberg, issued an

online manifesto that placed Goo-
gle’s business and ethical inter-
ests squarely behind open infor-
mation, and against censorship.

“There are forces aligned
against the open Internet — gov-
ernments who control access,
companies who fight in their own
self-interests to preserve the sta-
tus quo,” he wrote. “They are
powerful, and if they succeed we
will find ourselves inhabiting an
Internet of fragmentation, stag-
nation, higher prices, and less
competition.”

More pointedly, a Google engi-
neer’s blog announced this week
that the Gmail service, which
was a target of the Chinese hack-
ers, would henceforth employ ex-
tra encryption by default.

Those who hope to use Goo-
gle’s stance as a wedge to put
pressure on China argue that its
refusal to cooperate with Chinese
censors will prove a watershed.

“Good for Google for naming
the elephant in the room,” one
Beijing entrepreneur, an Ameri-
can with a deep knowledge of
China’s Internet, said Thursday.
That person, like many others in-
terviewed, declined to be identi-
fied for fear that the Chinese gov-
ernment would retaliate. “Who
else in the world has moral au-

thority against China?”
Jonathan Zittrain, a Harvard

law professor and a founder of
the Berkman Center for Internet
and Society, said Google’s action
had raised the ethical bar for for-
eign investors across China. But
the early reaction to Google’s an-
nouncement suggests otherwise.
Microsoft, whose Bing search en-
gine has entered the Chinese
market, has shown no public in-
clination to change its business
here. Apple’s iTunes service still
forbids Chinese users to down-
load certain applications that re-
fer to the Dalai Lama and the Ui-
ghur activist Rebiya Kadeer. 

“Your everyday investor in
China is not concerned with these
problems, especially when
they’re selling tractors, cars and
airplanes,” said Stephen A.
Orlins, the president of the Na-
tional Committee on United
States-China Relations. A num-
ber of blogs argue that Google
faced a dim future in China,
where its search engine was a
second to the home-grown Baidu
service, and that threatening to
leave was more a public relations
move than a moral crusade.

“I don’t think you’ll see a giant
ripple effect,” said Mark Natkin,
the managing director of Mar-

bridge Consulting, an informa-
tion technology research and
consulting firm in Beijing. “You
can justify a lot of things if the pot
of gold is big enough.” 

Some advocates are trying to
reignite a debate about free
speech that has been overshad-
owed by China’s economic might. 

Two American entrepreneurs
working in China said that civil
liberties supporters should con-
sider pressing major investors
like pension funds and university
endowments to renounce their in-
vestment in Chinese companies

that engage in repression or theft
of intellectual property.

Others suggested that Google
employees, who are routinely al-
lowed to spend one in five work-
days on the project of their
choice, devote their time to devis-
ing ways to subvert Chinese cen-
sorship of the Internet. Would
those gambits work? One Inter-
net industry analyst, who also de-
clined to be named, said the ma-
jor effect of Google’s departure
from Beijing would be to free 700
trained technology experts to
work for a Chinese competitor.

Far-Ranging Support for Google’s Rebuff to China 
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Robin Li, second from right, is the chief executive officer of Bai-
du, the company whose search engine is No. 1 in China.

A government shows
no sign of yielding to a
technology giant. 

Sharon LaFraniere contributed
reporting.

Hillary Rodham Clinton, who had
been the most senior U.S. official
to talk of the seriousness of the
breach, discussed it on Thursday
with a Chinese diplomat in Wash-
ington, however, and a senior ad-
ministration official said there
would be a “démarche in coming
days” — a diplomatic move.

On Thursday, China’s Foreign
Ministry deflected questions
about Google’s charges and dis-
missed its declaration that it
would no longer “self-censor”
searches conducted on google.cn,
its Chinese search engine. A min-
istry spokeswoman said simply
that online services in China
must be conducted “in accord-
ance with the law.”

In interviews in which they dis-

closed new details of their efforts
to solve the mystery, Google en-
gineers said they doubted that a
nongovernmental actor could
pull off something this broad and
well organized, but they con-
ceded that even their counterin-
telligence operation, taking over
the Taiwan server, could not pro-
vide the kind of airtight evidence
needed to prove the case.

The murkiness of the attacks is
no surprise. For years the Na-
tional Security Agency and other
arms of the United States govern-
ment have struggled with the
question of “attribution” of an at-
tack; what makes cyberwar so
unlike conventional war is that it
is often impossible, even in retro-
spect, to find where the attack be-
gan, or who was responsible. 

The questions surrounding the
Google attacks have companies
doing business in China scram-
bling to confirm that they were
victims. Symantec, Adobe and
Juniper Networks acknowledged
in interviews that they were in-
vestigating whether they had

been attacked. Northrop and Ya-
hoo, also described as subjects of
the attacks, declined to comment. 

Besides being unable to firmly
establish the source of the at-
tacks, Google investigators have
been unable to determine the
goal: to gain commercial advan-
tage; insert spyware; break into
the Gmail accounts of Chinese
dissidents and American experts
on China who frequently ex-
change e-mail messages with ad-
ministration officials; or all three.
In fact, at least one prominent
Washington research organiza-
tion with close ties to administra-
tion officials was among those
hacked, according to one person
familiar with the episode.

Even as the United States and
companies doing business in Chi-
na assess the impact, the attacks
signal the arrival of a new kind of
conflict between the world’s No. 1
economic superpower and the
country that, by year’s end, will
overtake Japan to become No. 2.

It makes the tensions of the
past, over China’s territorial

claims or even the collision of an
American spy plane and Chinese
fighter pilots nine years ago,
seem as outdated as a grainy film
clip of Mao reviewing the May
Day parade. But it also lays bare
the degree to which China and
the United States are engaged in
daily cyberbattles, a covert war
of offense and defense on which
America is already spending bil-
lions of dollars a year.

Computer experts who track
the thousands of daily attacks on
corporate and government com-
puter sites report that the major-
ity of sophisticated attacks seem
to emanate from China. What
they cannot say is whether the
hackers are operating on behalf
of the Chinese state or in a haven
that the Chinese have encour-
aged. 

The latest episode illuminates
the ambiguities. 

For example, the servers that
carried out many of the attacks
were based in Taiwan, though a
Google executive said “it only
took a few seconds to determine

that the real origin was on the
mainland.” And at Google’s head-
quarters in Mountain View, there
is little doubt that Beijing was be-
hind the attacks. Partly that is be-
cause while Mr. Obama was hail-

ing a new era of cautious cooper-
ation with China, Google was
complaining of mounting con-
frontation, chiefly over Chinese
pressure on it to make sure Chi-
nese users could not directly link
to the American-based “google
.com” site, to evade much of the
censorship the company had re-
luctantly imposed on its main
Chinese portal, google.cn. 

“Everything we are learning is
that in this case the Chinese gov-

ernment got caught with its hand
in the cookie jar,” said James A.
Lewis, a senior fellow at the Cen-
ter for Strategic and Internation-
al Studies in Washington, who
consulted for the White House on
cybersecurity last spring.
“Would it hold up in court? No.
But China is the only government
in the world obsessed about Ti-
bet, and that issue goes right to
the heart of their vision of politi-
cal survival and putting down the
separatists’ movements.” 

Over the years, there have
been private warnings issued to
China, notably after an attack on
the computer systems used by
the office of the defense secretary
two years ago. A senior military
official said in December that
that attack “raised a lot of alarm
bells,” but the attacker could not
be pinpointed. The administra-
tion cautioned Chinese officials
that attacks seemingly aimed at
the national security leadership
would not be tolerated, according
to one American who took part in
delivering that message.

In Wake of Google’s Loud Stance on China, the Obama Administration Treads Lightly
From Page A1

Reluctant to accuse a
suspect when guilt
can’t be proved.

David E. Sanger reported from
Santa Clara, and John Markoff
from San Francisco. Mark Land-
ler contributed reporting from
Washington.

country comes from ads that Chi-
nese companies place on Goo-
gle’s American-based Web site. 

The reaction on Wall Street
suggests few worried that Google
would suffer financially. While its
shares dropped nearly 3 percent
on Wednesday, the day after Goo-
gle’s announcement, they have
regained most of their value. 

Analysts say that Google’s eco-
nomic pain may one day be great
but is not likely to be felt for
years. But they also say that
staying in China, especially after
the attacks, was a risky proposi-
tion. Google’s change of heart in
China may not have been solely
about freedom of speech, but also
about something that strikes at
the core of its business: the secu-
rity of information stored on Goo-
gle’s servers. 

“The moment that some activ-
ist goes to jail because his Gmail
account was compromised, Goo-
gle will be accused of giving them
up,” said Siva Vaidhyanathan, as-

company publicized online at-
tacks on its computer systems
this week, which it said were
aimed in part at entering the
Gmail accounts of Chinese hu-
man rights activists. 

In China, young people depos-
ited flowers in front of Google’s
offices, as praise for the company
reverberated from Twitter to the
reader forums of various news-
papers. 

The Electronic Frontier Foun-
dation, an online civil liberties
group and frequent critic of Goo-
gle, commended the company in
a blog post titled “Uncensoring
China — Bravo Google.” Human
Rights Watch said that Google’s
response to the attacks “sets a
great example.” On Capitol Hill,
Republicans and Democrats alike
hailed Google’s move.

Google’s top executives, and
many of its employees, are
steeped in idealism and are
strong supporters of free speech.
The company agreed to censor

its business, are real, too. “Cer-
tainly they are aware that con-
tinuing to compromise in China
would be seen as a move to the
dark side,” Mr. McKenna said. 

Google strongly dismissed sug-
gestions that economics played a
role in its decision. “We are not
going to make a financially based
decision to stay in a market that
is intolerable for us,” David
Drummond, Google’s chief legal
officer, said this week. And he de-
nied that public relations was a
factor. “This wasn’t a question of
P.R.,” he said. “It was a question
of trying to do the right thing.”

There is little doubt, however,
that public perception of Google
has shifted sharply since the

By MIGUEL HELFT

SAN FRANCISCO — Google
has said principle drove its threat
to back out of China unless the
government there allowed it to
run its search engine without
censorship. 

Analysts say that inevitably,
the decision was a business cal-
culation, too. 

Google’s business in China, for
now, remains small. Estimates
put Google’s China revenue last
year at about $300 million, a tiny
fraction of its more than $22 bil-
lion in global sales. 

Still, Google’s investment in
China includes building a staff of
more than 600 people there,
many of them highly paid engi-
neers. And in October, Eric E.
Schmidt, Google’s chief execu-
tive, predicted that China would
become a dominant market for
online businesses, saying that in
five years, the Internet “will be
more non-English, it will be Chi-
nese.” Clearly, Google has high
hopes for its business there.

But there is also an economic
value, even if it is hard to gauge,
of the good will that Google’s de-
cision has earned it. And it comes
at an opportune moment. 

For much of the last year, the
company has been under attack
for disregarding the rights of in-
dividual authors as it builds an
immense digital library and
bookstore. The company, which
needs users of its Gmail and oth-
er services to trust it with their
data, has been criticized for its
privacy practices. And the fed-
eral government began multiple
antitrust investigations into its
business.

Lately, it has been difficult to
find anyone in Silicon Valley who
would utter Google’s “Don’t be
evil” motto without a bit of a
snicker.

But its surprising threat to pull
up stakes in China has replaced
the smirks with lavish praise.
Much of it is coming from long-
time critics.

For a company that has been in
something of a defensive crouch
for much of the last year, the
turnaround has been swift.

“Taking the stance that they
took put them on a higher plane,”
said Regis McKenna, a Silicon
Valley marketing consultant.

If it stays, the potential losses
to its reputation, and eventually

its search engine in China in 2006
to enter that market, but only af-
ter an internal debate in which
the founders, in particular Sergey
Brin, who was born in the Soviet
Union, argued strongly against it. 

Still, some have argued that
Google can afford to take a prin-
cipled stance because the losses
from leaving China are small.
The company has struggled to
compete with Baidu, the domi-
nant China-based competitor,
and some critics say the attacks
gave Google a good excuse to pull
up stakes and cut its losses. 

Google rejected those sugges-
tions. While Google’s sales in Chi-
na remain small, the business is
growing rapidly and Google just
had its best quarter in that coun-
try, said Gabriel Stricker, a Goo-
gle spokesman. 

Yet, he also suggested that
Google could shut down its
search engine in China with little
financial impact, saying that the
majority of its business in the

sociate professor of media stud-
ies and law at the University of
Virginia. “That would do incredi-
ble damage,” not only among hu-
man rights advocates, but also
for anyone who uses a Gmail ac-
count, he said.

Some who praised Google’s
move have said that they hope
other companies will follow suit.
While the calculus on whether to
abandon China is no doubt differ-
ent for every company, following
in Google’s footsteps could have
all the downside risk and may
produce only marginal payoff —
at least on the publicity front. 

“To the extent that there is any
realized gain from this kind of
move, the first company to do it
gets all the headlines,” said Da-
vid B. Yoffie, a professor at the
Harvard Business School. “The
second company to do it will be
seen as a follower who didn’t
have the courage to act according
to its convictions in the first
place.”

JASON LEE/REUTERS

Google’s Chinese headquarters in Beijing. The company’s revenue in the country last year was $300 million, a tiny slice of its more than $22 billion in global sales.
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short” of its earnings potential. 
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By ANDREW ROSS SORKIN
and MICHAEL J. de la MERCED

Hershey edged closer to a bid
for Cadbury of Britain on Friday,
people briefed on the matter said.
The move comes just days before
Kraft is set to disclose its final of-
fer for the confectioner.

Hershey, the chocolate maker
based in Pennsylvania, has been
lining up the billions of dollars in
financing needed to challenge
Kraft’s cash-and-stock proposal,
worth about $17.2 billion based on
Friday’s closing share price. The
company has been holding talks
with Cadbury over what would
constitute an acceptable bid.

Hershey has been working
with JPMorgan Chase and Bank
of America to raise at least $10
billion, these people said. It is
also planning to raise additional
equity by issuing new shares and
attracting outside capital. Its con-
trolling shareholder, a trust that
oversees the Milton Hershey
School, has been working on
fund-raising with Byron D. Trott,
the former Goldman Sachs bank-
er and Warren E. Buffett’s long-
time adviser.

Cadbury’s chairman, Roger
Carr, said on a conference call
with investors this week that
Hershey had recently reaffirmed

its interest in a potential deal.
But it is not clear whether Her-

shey is seeking to follow through
with an actual proposal or just
make enough noise to persuade
Kraft to pay more for Cadbury.
While some within the company
and the Hershey Trust have agi-
tated for a deal, its management
has been reluctant to stretch
Hershey’s finances too thinly.

Hershey, which under British
takeover law has until Jan. 23 to
make a bid, will not make an offer
without some assurance from
Cadbury that it would be accept-
ed, these people said. And while
Cadbury executives have hinted
that they would find a merger
with Hershey more acceptable
than one with a huge conglomer-
ate like Kraft, they have strongly
argued that they would prefer to
keep their 186-year-old company
independent.

In many ways, Hershey is find-
ing itself in an unusual box. While
it would like to acquire Cadbury,
creating a candy specialist with a
broad international presence, it
would like to do so at a price that
Cadbury would almost certainly
reject. And as speculation has
mounted over the last month that
Hershey was drawing closer to 

Hershey Said to Be Closer
To an Offer for Cadbury

Continued on Page 7

By TARA SIEGEL BERNARD

Most everyone needs financial advice.
The big question is how much.

There are tens of thousands of advisers
out there, with varying levels of expertise,
who charge varying fees for their services.
And professional advice doesn’t guarantee
good returns. You need look no further for
evidence than the market collapse of 2008-9,
when most people lost money, even those
with the supposedly ideal mix of invest-
ments, hand-picked by their financial plan-
ners.

Still, financial advice can cover much
more than choosing investments. Many of
us could use as much help in managing our
debts as in increasing our savings.

So how much advice do we need? At what
point should we pay for it? And how much is
it worth?

Wealthy families rely on a cadre of capa-
ble professionals who cater to them, and
paying for advice is as natural as paying the
landscaper. For everyone else, figuring out
what’s needed depends, at least in part, on
your stage in life, your goals and what you
expect to receive in return. Are you, in other
words, a new college graduate with $50,000
in debt, $30,000 in income and a brand-new
401(k), or a 60-year-old trying to prepare for
retirement? Or someone in between? 

You may need only some straight-ahead
advice on how to invest your retirement

money, or you may really want someone to
make sure you stick to your plans — the
equivalent of a fiscal trainer.

“Are you paying for investment advice?”
asked Carl Richards, a financial planner
and proprietor of a Web site called Behavior

Gap. “Are you paying for life coaching?
What is the nature of the financial advice?”

Once you figure out what you are looking
for, it’s easier to determine how much help
you need and where to look. Of course, 

YOUR MONEY

For Financial Advice, Find the Proper Dosage

Continued on Page 6

Joe Nocera, whose Talking Business col-
umn normally appears on this page, is on
book leave.

TOO LITTLE BUSINESS FOR TOO MANY SHIPS

Global trade is starting to recover from a steep decline last year, providing work for
ships like the Maersk Dunedin, at a port in Algeciras, Spain. But the container ship-
ping industry is suffering after expanding too much in the boom years. Page B5. 
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By BRAD STONE and DAVID BARBOZA

The Great Firewall of China is hardly im-
pregnable.

Just as Mongol invaders could not be
stopped by the Great Wall, Chinese citizens have
found ways to circumvent the sophisticated In-
ternet censorship systems designed to restrict
them. 

They are using a variety of tools to evade
government filters and to reach the wide-open
Web that the Chinese government deems danger-
ous — sites like YouTube, Facebook and, if Google
makes good on its threat to withdraw from China,
Google.cn.

It’s difficult to say precisely how many peo-
ple in China engage in acts of digital disobedi-
ence. But college students in China and activists
around the world say the number has been grow-
ing ever since the government stepped up efforts

years ago. 
Jason Ng, a Chinese engineering school

graduate who will say only that he works in the
media business, wakes every day at 8:30 a.m.,
and then begins his virtual travels through an
open, global network by fanqiang, or “scaling the
wall.” He connects to an overseas computer with
a link, called a proxy server, that he set up him-
self. It costs 15 renminbi, or around $2, a month to
share with about two dozen other friends. 

Mr. Ng then works on his blog and checks the
news on Google Reader and Twitter to “officially
start my day of information.” Chinese citizens en-
gaged in such practices say the government rare-
ly cracks down on them individually, preferring
instead to go after prominent dissidents who pub-
lish information about forbidden topics online. 

As a result, college students, human rights 

to “cleanse” the Web during the Beijing Olympics
and the Communist regime’s 60th anniversary
last year. 

As part of that purge, the Chinese govern-
ment shut down access to pornography sites,
blogs, online video sites, Facebook, Twitter and
more.

While only a small percentage of Chinese use
these tools to sidestep government filters, the
ease with which they can do it illustrates the diffi-
culty any government faces in enforcing the type
of strict censorship that was possible only a few

Scaling the Digital Wall in China 
A Few Internet Users
Find Ways Around
Government Filters

Continued on Page 4

By DAVID BARBOZA 
and BRAD STONE

SHANGHAI — If Goo-
gle pulls out of China because

of frustration with government
restrictions, it will not be the first

time an American Internet giant has
retreated from the country.

EBay and Yahoo arrived with high hopes
for a market that failed to live up to their ex-

pectations. Social sites like Facebook, MySpace
and Twitter have never managed to gain a significant

foothold in China, partly because of government block-
ing and censorship and partly because most major Chinese

Internet companies offer popular social networking features
of their own.

In fact, no major American Internet company has dominated its
field in China, which by some measures is the world’s largest Internet

market. Many experts thought Google would be the first.
“There’s no U.S. Internet company close to being a leader here,” says

Gary Rieschel, founder and managing director of Qiming Venture Partners, a
venture capital firm. “And most of the wounds are self-inflicted.”

While each failure has been different, analysts say the cases may help explain why
Google is frustrated — not just by government censors but by its inability to catch its big

Chinese rival, Baidu.
Google, an Internet Goliath with $22 billion in revenue and some of the smartest people on

the planet, is getting clobbered in China, holding 33 percent of the search engine market to Bai-

A Nation That Trips Up Many
Google Wasn’t the First to Find
Barriers to Business in China

Continued on Page 4

By ERIC DASH

JPMorgan Chase kicked off what is
expected to be a robust — and contro-
versial — reporting season for the na-
tion’s banks on Friday with news that
its profit and pay for 2009 soared. 

In a remarkable rebound from the
depths of the financial crisis, JPMorgan
earned $11.7 billion last year, more than
double its profit in 2008, and generated
record revenue. The bank earned $3.3
billion in the fourth quarter alone. 

Those cheery figures were accompa-
nied by news that JPMorgan had ear-
marked $26.9 billion to compensate its
workers, much of which will be paid out
as bonuses. That is up about 18 percent,
with employees, on average, earning
about $129,000. 

Workers in JPMorgan’s investment
bank, on average, earned roughly
$380,000 each. Top producers, however,
expect to collect multimillion-dollar
paychecks.

The strong results — coming a day af-
ter the Obama administration, to howls
from Wall Street, announced plans to
tax big banks to recoup some of the
money the government expects to lose
from bailing out the financial system —
underscored the gaping divide between
the financial industry and the many or-
dinary Americans who are still waiting
for an economic recovery.

Over the next week or so, Bank of
America, Citigroup, Goldman Sachs and
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Hershey edged closer to a bid
for Cadbury of Britain on Friday,
people briefed on the matter said.
The move comes just days before
Kraft is set to disclose its final of-
fer for the confectioner.

Hershey, the chocolate maker
based in Pennsylvania, has been
lining up the billions of dollars in
financing needed to challenge
Kraft’s cash-and-stock proposal,
worth about $17.2 billion based on
Friday’s closing share price. The
company has been holding talks
with Cadbury over what would
constitute an acceptable bid.

Hershey has been working
with JPMorgan Chase and Bank
of America to raise at least $10
billion, these people said. It is
also planning to raise additional
equity by issuing new shares and
attracting outside capital. Its con-
trolling shareholder, a trust that
oversees the Milton Hershey
School, has been working on
fund-raising with Byron D. Trott,
the former Goldman Sachs bank-
er and Warren E. Buffett’s long-
time adviser.

Cadbury’s chairman, Roger
Carr, said on a conference call
with investors this week that
Hershey had recently reaffirmed

its interest in a potential deal.
But it is not clear whether Her-

shey is seeking to follow through
with an actual proposal or just
make enough noise to persuade
Kraft to pay more for Cadbury.
While some within the company
and the Hershey Trust have agi-
tated for a deal, its management
has been reluctant to stretch
Hershey’s finances too thinly.

Hershey, which under British
takeover law has until Jan. 23 to
make a bid, will not make an offer
without some assurance from
Cadbury that it would be accept-
ed, these people said. And while
Cadbury executives have hinted
that they would find a merger
with Hershey more acceptable
than one with a huge conglomer-
ate like Kraft, they have strongly
argued that they would prefer to
keep their 186-year-old company
independent.

In many ways, Hershey is find-
ing itself in an unusual box. While
it would like to acquire Cadbury,
creating a candy specialist with a
broad international presence, it
would like to do so at a price that
Cadbury would almost certainly
reject. And as speculation has
mounted over the last month that
Hershey was drawing closer to 
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By TARA SIEGEL BERNARD

Most everyone needs financial advice.
The big question is how much.

There are tens of thousands of advisers
out there, with varying levels of expertise,
who charge varying fees for their services.
And professional advice doesn’t guarantee
good returns. You need look no further for
evidence than the market collapse of 2008-9,
when most people lost money, even those
with the supposedly ideal mix of invest-
ments, hand-picked by their financial plan-
ners.

Still, financial advice can cover much
more than choosing investments. Many of
us could use as much help in managing our
debts as in increasing our savings.

So how much advice do we need? At what
point should we pay for it? And how much is
it worth?

Wealthy families rely on a cadre of capa-
ble professionals who cater to them, and
paying for advice is as natural as paying the
landscaper. For everyone else, figuring out
what’s needed depends, at least in part, on
your stage in life, your goals and what you
expect to receive in return. Are you, in other
words, a new college graduate with $50,000
in debt, $30,000 in income and a brand-new
401(k), or a 60-year-old trying to prepare for
retirement? Or someone in between? 

You may need only some straight-ahead
advice on how to invest your retirement

money, or you may really want someone to
make sure you stick to your plans — the
equivalent of a fiscal trainer.

“Are you paying for investment advice?”
asked Carl Richards, a financial planner
and proprietor of a Web site called Behavior

Gap. “Are you paying for life coaching?
What is the nature of the financial advice?”

Once you figure out what you are looking
for, it’s easier to determine how much help
you need and where to look. Of course, 
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ping industry is suffering after expanding too much in the boom years. Page B5. 
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The Great Firewall of China is hardly im-
pregnable.

Just as Mongol invaders could not be
stopped by the Great Wall, Chinese citizens have
found ways to circumvent the sophisticated In-
ternet censorship systems designed to restrict
them. 

They are using a variety of tools to evade
government filters and to reach the wide-open
Web that the Chinese government deems danger-
ous — sites like YouTube, Facebook and, if Google
makes good on its threat to withdraw from China,
Google.cn.

It’s difficult to say precisely how many peo-
ple in China engage in acts of digital disobedi-
ence. But college students in China and activists
around the world say the number has been grow-
ing ever since the government stepped up efforts

years ago. 
Jason Ng, a Chinese engineering school

graduate who will say only that he works in the
media business, wakes every day at 8:30 a.m.,
and then begins his virtual travels through an
open, global network by fanqiang, or “scaling the
wall.” He connects to an overseas computer with
a link, called a proxy server, that he set up him-
self. It costs 15 renminbi, or around $2, a month to
share with about two dozen other friends. 

Mr. Ng then works on his blog and checks the
news on Google Reader and Twitter to “officially
start my day of information.” Chinese citizens en-
gaged in such practices say the government rare-
ly cracks down on them individually, preferring
instead to go after prominent dissidents who pub-
lish information about forbidden topics online. 

As a result, college students, human rights 

to “cleanse” the Web during the Beijing Olympics
and the Communist regime’s 60th anniversary
last year. 

As part of that purge, the Chinese govern-
ment shut down access to pornography sites,
blogs, online video sites, Facebook, Twitter and
more.

While only a small percentage of Chinese use
these tools to sidestep government filters, the
ease with which they can do it illustrates the diffi-
culty any government faces in enforcing the type
of strict censorship that was possible only a few
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restrictions, it will not be the first

time an American Internet giant has
retreated from the country.

EBay and Yahoo arrived with high hopes
for a market that failed to live up to their ex-

pectations. Social sites like Facebook, MySpace
and Twitter have never managed to gain a significant

foothold in China, partly because of government block-
ing and censorship and partly because most major Chinese

Internet companies offer popular social networking features
of their own.

In fact, no major American Internet company has dominated its
field in China, which by some measures is the world’s largest Internet

market. Many experts thought Google would be the first.
“There’s no U.S. Internet company close to being a leader here,” says

Gary Rieschel, founder and managing director of Qiming Venture Partners, a
venture capital firm. “And most of the wounds are self-inflicted.”

While each failure has been different, analysts say the cases may help explain why
Google is frustrated — not just by government censors but by its inability to catch its big

Chinese rival, Baidu.
Google, an Internet Goliath with $22 billion in revenue and some of the smartest people on

the planet, is getting clobbered in China, holding 33 percent of the search engine market to Bai-
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By ERIC DASH

JPMorgan Chase kicked off what is
expected to be a robust — and contro-
versial — reporting season for the na-
tion’s banks on Friday with news that
its profit and pay for 2009 soared. 

In a remarkable rebound from the
depths of the financial crisis, JPMorgan
earned $11.7 billion last year, more than
double its profit in 2008, and generated
record revenue. The bank earned $3.3
billion in the fourth quarter alone. 

Those cheery figures were accompa-
nied by news that JPMorgan had ear-
marked $26.9 billion to compensate its
workers, much of which will be paid out
as bonuses. That is up about 18 percent,
with employees, on average, earning
about $129,000. 

Workers in JPMorgan’s investment
bank, on average, earned roughly
$380,000 each. Top producers, however,
expect to collect multimillion-dollar
paychecks.

The strong results — coming a day af-
ter the Obama administration, to howls
from Wall Street, announced plans to
tax big banks to recoup some of the
money the government expects to lose
from bailing out the financial system —
underscored the gaping divide between
the financial industry and the many or-
dinary Americans who are still waiting
for an economic recovery.

Over the next week or so, Bank of
America, Citigroup, Goldman Sachs and
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Kraft is set to disclose its final of-
fer for the confectioner.

Hershey, the chocolate maker
based in Pennsylvania, has been
lining up the billions of dollars in
financing needed to challenge
Kraft’s cash-and-stock proposal,
worth about $17.2 billion based on
Friday’s closing share price. The
company has been holding talks
with Cadbury over what would
constitute an acceptable bid.

Hershey has been working
with JPMorgan Chase and Bank
of America to raise at least $10
billion, these people said. It is
also planning to raise additional
equity by issuing new shares and
attracting outside capital. Its con-
trolling shareholder, a trust that
oversees the Milton Hershey
School, has been working on
fund-raising with Byron D. Trott,
the former Goldman Sachs bank-
er and Warren E. Buffett’s long-
time adviser.

Cadbury’s chairman, Roger
Carr, said on a conference call
with investors this week that
Hershey had recently reaffirmed

its interest in a potential deal.
But it is not clear whether Her-

shey is seeking to follow through
with an actual proposal or just
make enough noise to persuade
Kraft to pay more for Cadbury.
While some within the company
and the Hershey Trust have agi-
tated for a deal, its management
has been reluctant to stretch
Hershey’s finances too thinly.

Hershey, which under British
takeover law has until Jan. 23 to
make a bid, will not make an offer
without some assurance from
Cadbury that it would be accept-
ed, these people said. And while
Cadbury executives have hinted
that they would find a merger
with Hershey more acceptable
than one with a huge conglomer-
ate like Kraft, they have strongly
argued that they would prefer to
keep their 186-year-old company
independent.

In many ways, Hershey is find-
ing itself in an unusual box. While
it would like to acquire Cadbury,
creating a candy specialist with a
broad international presence, it
would like to do so at a price that
Cadbury would almost certainly
reject. And as speculation has
mounted over the last month that
Hershey was drawing closer to 
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Most everyone needs financial advice.
The big question is how much.

There are tens of thousands of advisers
out there, with varying levels of expertise,
who charge varying fees for their services.
And professional advice doesn’t guarantee
good returns. You need look no further for
evidence than the market collapse of 2008-9,
when most people lost money, even those
with the supposedly ideal mix of invest-
ments, hand-picked by their financial plan-
ners.

Still, financial advice can cover much
more than choosing investments. Many of
us could use as much help in managing our
debts as in increasing our savings.

So how much advice do we need? At what
point should we pay for it? And how much is
it worth?

Wealthy families rely on a cadre of capa-
ble professionals who cater to them, and
paying for advice is as natural as paying the
landscaper. For everyone else, figuring out
what’s needed depends, at least in part, on
your stage in life, your goals and what you
expect to receive in return. Are you, in other
words, a new college graduate with $50,000
in debt, $30,000 in income and a brand-new
401(k), or a 60-year-old trying to prepare for
retirement? Or someone in between? 

You may need only some straight-ahead
advice on how to invest your retirement

money, or you may really want someone to
make sure you stick to your plans — the
equivalent of a fiscal trainer.

“Are you paying for investment advice?”
asked Carl Richards, a financial planner
and proprietor of a Web site called Behavior

Gap. “Are you paying for life coaching?
What is the nature of the financial advice?”

Once you figure out what you are looking
for, it’s easier to determine how much help
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Just as Mongol invaders could not be
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found ways to circumvent the sophisticated In-
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It’s difficult to say precisely how many peo-
ple in China engage in acts of digital disobedi-
ence. But college students in China and activists
around the world say the number has been grow-
ing ever since the government stepped up efforts
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graduate who will say only that he works in the
media business, wakes every day at 8:30 a.m.,
and then begins his virtual travels through an
open, global network by fanqiang, or “scaling the
wall.” He connects to an overseas computer with
a link, called a proxy server, that he set up him-
self. It costs 15 renminbi, or around $2, a month to
share with about two dozen other friends. 

Mr. Ng then works on his blog and checks the
news on Google Reader and Twitter to “officially
start my day of information.” Chinese citizens en-
gaged in such practices say the government rare-
ly cracks down on them individually, preferring
instead to go after prominent dissidents who pub-
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As a result, college students, human rights 
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ease with which they can do it illustrates the diffi-
culty any government faces in enforcing the type
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In fact, no major American Internet company has dominated its
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market. Many experts thought Google would be the first.
“There’s no U.S. Internet company close to being a leader here,” says
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By ERIC DASH

JPMorgan Chase kicked off what is
expected to be a robust — and contro-
versial — reporting season for the na-
tion’s banks on Friday with news that
its profit and pay for 2009 soared. 

In a remarkable rebound from the
depths of the financial crisis, JPMorgan
earned $11.7 billion last year, more than
double its profit in 2008, and generated
record revenue. The bank earned $3.3
billion in the fourth quarter alone. 

Those cheery figures were accompa-
nied by news that JPMorgan had ear-
marked $26.9 billion to compensate its
workers, much of which will be paid out
as bonuses. That is up about 18 percent,
with employees, on average, earning
about $129,000. 

Workers in JPMorgan’s investment
bank, on average, earned roughly
$380,000 each. Top producers, however,
expect to collect multimillion-dollar
paychecks.

The strong results — coming a day af-
ter the Obama administration, to howls
from Wall Street, announced plans to
tax big banks to recoup some of the
money the government expects to lose
from bailing out the financial system —
underscored the gaping divide between
the financial industry and the many or-
dinary Americans who are still waiting
for an economic recovery.

Over the next week or so, Bank of
America, Citigroup, Goldman Sachs and
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Jamie Dimon, chief executive of
JPMorgan Chase, said the bank “fell
short” of its earnings potential. 

Profit in 2009 
Is $11.7 Billion
For JPMorgan
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By ANDREW ROSS SORKIN
and MICHAEL J. de la MERCED

Hershey edged closer to a bid
for Cadbury of Britain on Friday,
people briefed on the matter said.
The move comes just days before
Kraft is set to disclose its final of-
fer for the confectioner.

Hershey, the chocolate maker
based in Pennsylvania, has been
lining up the billions of dollars in
financing needed to challenge
Kraft’s cash-and-stock proposal,
worth about $17.2 billion based on
Friday’s closing share price. The
company has been holding talks
with Cadbury over what would
constitute an acceptable bid.

Hershey has been working
with JPMorgan Chase and Bank
of America to raise at least $10
billion, these people said. It is
also planning to raise additional
equity by issuing new shares and
attracting outside capital. Its con-
trolling shareholder, a trust that
oversees the Milton Hershey
School, has been working on
fund-raising with Byron D. Trott,
the former Goldman Sachs bank-
er and Warren E. Buffett’s long-
time adviser.

Cadbury’s chairman, Roger
Carr, said on a conference call
with investors this week that
Hershey had recently reaffirmed

its interest in a potential deal.
But it is not clear whether Her-

shey is seeking to follow through
with an actual proposal or just
make enough noise to persuade
Kraft to pay more for Cadbury.
While some within the company
and the Hershey Trust have agi-
tated for a deal, its management
has been reluctant to stretch
Hershey’s finances too thinly.

Hershey, which under British
takeover law has until Jan. 23 to
make a bid, will not make an offer
without some assurance from
Cadbury that it would be accept-
ed, these people said. And while
Cadbury executives have hinted
that they would find a merger
with Hershey more acceptable
than one with a huge conglomer-
ate like Kraft, they have strongly
argued that they would prefer to
keep their 186-year-old company
independent.

In many ways, Hershey is find-
ing itself in an unusual box. While
it would like to acquire Cadbury,
creating a candy specialist with a
broad international presence, it
would like to do so at a price that
Cadbury would almost certainly
reject. And as speculation has
mounted over the last month that
Hershey was drawing closer to 

Hershey Said to Be Closer
To an Offer for Cadbury
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By TARA SIEGEL BERNARD

Most everyone needs financial advice.
The big question is how much.

There are tens of thousands of advisers
out there, with varying levels of expertise,
who charge varying fees for their services.
And professional advice doesn’t guarantee
good returns. You need look no further for
evidence than the market collapse of 2008-9,
when most people lost money, even those
with the supposedly ideal mix of invest-
ments, hand-picked by their financial plan-
ners.

Still, financial advice can cover much
more than choosing investments. Many of
us could use as much help in managing our
debts as in increasing our savings.

So how much advice do we need? At what
point should we pay for it? And how much is
it worth?

Wealthy families rely on a cadre of capa-
ble professionals who cater to them, and
paying for advice is as natural as paying the
landscaper. For everyone else, figuring out
what’s needed depends, at least in part, on
your stage in life, your goals and what you
expect to receive in return. Are you, in other
words, a new college graduate with $50,000
in debt, $30,000 in income and a brand-new
401(k), or a 60-year-old trying to prepare for
retirement? Or someone in between? 

You may need only some straight-ahead
advice on how to invest your retirement

money, or you may really want someone to
make sure you stick to your plans — the
equivalent of a fiscal trainer.

“Are you paying for investment advice?”
asked Carl Richards, a financial planner
and proprietor of a Web site called Behavior

Gap. “Are you paying for life coaching?
What is the nature of the financial advice?”

Once you figure out what you are looking
for, it’s easier to determine how much help
you need and where to look. Of course, 

YOUR MONEY

For Financial Advice, Find the Proper Dosage
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Joe Nocera, whose Talking Business col-
umn normally appears on this page, is on
book leave.

TOO LITTLE BUSINESS FOR TOO MANY SHIPS

Global trade is starting to recover from a steep decline last year, providing work for
ships like the Maersk Dunedin, at a port in Algeciras, Spain. But the container ship-
ping industry is suffering after expanding too much in the boom years. Page B5. 
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By BRAD STONE and DAVID BARBOZA

The Great Firewall of China is hardly im-
pregnable.

Just as Mongol invaders could not be
stopped by the Great Wall, Chinese citizens have
found ways to circumvent the sophisticated In-
ternet censorship systems designed to restrict
them. 

They are using a variety of tools to evade
government filters and to reach the wide-open
Web that the Chinese government deems danger-
ous — sites like YouTube, Facebook and, if Google
makes good on its threat to withdraw from China,
Google.cn.

It’s difficult to say precisely how many peo-
ple in China engage in acts of digital disobedi-
ence. But college students in China and activists
around the world say the number has been grow-
ing ever since the government stepped up efforts

years ago. 
Jason Ng, a Chinese engineering school

graduate who will say only that he works in the
media business, wakes every day at 8:30 a.m.,
and then begins his virtual travels through an
open, global network by fanqiang, or “scaling the
wall.” He connects to an overseas computer with
a link, called a proxy server, that he set up him-
self. It costs 15 renminbi, or around $2, a month to
share with about two dozen other friends. 

Mr. Ng then works on his blog and checks the
news on Google Reader and Twitter to “officially
start my day of information.” Chinese citizens en-
gaged in such practices say the government rare-
ly cracks down on them individually, preferring
instead to go after prominent dissidents who pub-
lish information about forbidden topics online. 

As a result, college students, human rights 

to “cleanse” the Web during the Beijing Olympics
and the Communist regime’s 60th anniversary
last year. 

As part of that purge, the Chinese govern-
ment shut down access to pornography sites,
blogs, online video sites, Facebook, Twitter and
more.

While only a small percentage of Chinese use
these tools to sidestep government filters, the
ease with which they can do it illustrates the diffi-
culty any government faces in enforcing the type
of strict censorship that was possible only a few

Scaling the Digital Wall in China 
A Few Internet Users
Find Ways Around
Government Filters

Continued on Page 4

By DAVID BARBOZA 
and BRAD STONE

SHANGHAI — If Goo-
gle pulls out of China because

of frustration with government
restrictions, it will not be the first

time an American Internet giant has
retreated from the country.

EBay and Yahoo arrived with high hopes
for a market that failed to live up to their ex-

pectations. Social sites like Facebook, MySpace
and Twitter have never managed to gain a significant

foothold in China, partly because of government block-
ing and censorship and partly because most major Chinese

Internet companies offer popular social networking features
of their own.

In fact, no major American Internet company has dominated its
field in China, which by some measures is the world’s largest Internet

market. Many experts thought Google would be the first.
“There’s no U.S. Internet company close to being a leader here,” says

Gary Rieschel, founder and managing director of Qiming Venture Partners, a
venture capital firm. “And most of the wounds are self-inflicted.”

While each failure has been different, analysts say the cases may help explain why
Google is frustrated — not just by government censors but by its inability to catch its big

Chinese rival, Baidu.
Google, an Internet Goliath with $22 billion in revenue and some of the smartest people on

the planet, is getting clobbered in China, holding 33 percent of the search engine market to Bai-
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its profit and pay for 2009 soared. 

In a remarkable rebound from the
depths of the financial crisis, JPMorgan
earned $11.7 billion last year, more than
double its profit in 2008, and generated
record revenue. The bank earned $3.3
billion in the fourth quarter alone. 

Those cheery figures were accompa-
nied by news that JPMorgan had ear-
marked $26.9 billion to compensate its
workers, much of which will be paid out
as bonuses. That is up about 18 percent,
with employees, on average, earning
about $129,000. 

Workers in JPMorgan’s investment
bank, on average, earned roughly
$380,000 each. Top producers, however,
expect to collect multimillion-dollar
paychecks.

The strong results — coming a day af-
ter the Obama administration, to howls
from Wall Street, announced plans to
tax big banks to recoup some of the
money the government expects to lose
from bailing out the financial system —
underscored the gaping divide between
the financial industry and the many or-
dinary Americans who are still waiting
for an economic recovery.
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Hershey edged closer to a bid
for Cadbury of Britain on Friday,
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Kraft is set to disclose its final of-
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tated for a deal, its management
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than one with a huge conglomer-
ate like Kraft, they have strongly
argued that they would prefer to
keep their 186-year-old company
independent.

In many ways, Hershey is find-
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Most everyone needs financial advice.
The big question is how much.
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who charge varying fees for their services.
And professional advice doesn’t guarantee
good returns. You need look no further for
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when most people lost money, even those
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more than choosing investments. Many of
us could use as much help in managing our
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So how much advice do we need? At what
point should we pay for it? And how much is
it worth?

Wealthy families rely on a cadre of capa-
ble professionals who cater to them, and
paying for advice is as natural as paying the
landscaper. For everyone else, figuring out
what’s needed depends, at least in part, on
your stage in life, your goals and what you
expect to receive in return. Are you, in other
words, a new college graduate with $50,000
in debt, $30,000 in income and a brand-new
401(k), or a 60-year-old trying to prepare for
retirement? Or someone in between? 

You may need only some straight-ahead
advice on how to invest your retirement

money, or you may really want someone to
make sure you stick to your plans — the
equivalent of a fiscal trainer.

“Are you paying for investment advice?”
asked Carl Richards, a financial planner
and proprietor of a Web site called Behavior

Gap. “Are you paying for life coaching?
What is the nature of the financial advice?”
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EBay and Yahoo arrived with high hopes
for a market that failed to live up to their ex-

pectations. Social sites like Facebook, MySpace
and Twitter have never managed to gain a significant

foothold in China, partly because of government block-
ing and censorship and partly because most major Chinese

Internet companies offer popular social networking features
of their own.

In fact, no major American Internet company has dominated its
field in China, which by some measures is the world’s largest Internet

market. Many experts thought Google would be the first.
“There’s no U.S. Internet company close to being a leader here,” says

Gary Rieschel, founder and managing director of Qiming Venture Partners, a
venture capital firm. “And most of the wounds are self-inflicted.”

While each failure has been different, analysts say the cases may help explain why
Google is frustrated — not just by government censors but by its inability to catch its big

Chinese rival, Baidu.
Google, an Internet Goliath with $22 billion in revenue and some of the smartest people on

the planet, is getting clobbered in China, holding 33 percent of the search engine market to Bai-

A Nation That Trips Up Many
Google Wasn’t the First to Find
Barriers to Business in China
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By ERIC DASH

JPMorgan Chase kicked off what is
expected to be a robust — and contro-
versial — reporting season for the na-
tion’s banks on Friday with news that
its profit and pay for 2009 soared. 

In a remarkable rebound from the
depths of the financial crisis, JPMorgan
earned $11.7 billion last year, more than
double its profit in 2008, and generated
record revenue. The bank earned $3.3
billion in the fourth quarter alone. 

Those cheery figures were accompa-
nied by news that JPMorgan had ear-
marked $26.9 billion to compensate its
workers, much of which will be paid out
as bonuses. That is up about 18 percent,
with employees, on average, earning
about $129,000. 

Workers in JPMorgan’s investment
bank, on average, earned roughly
$380,000 each. Top producers, however,
expect to collect multimillion-dollar
paychecks.

The strong results — coming a day af-
ter the Obama administration, to howls
from Wall Street, announced plans to
tax big banks to recoup some of the
money the government expects to lose
from bailing out the financial system —
underscored the gaping divide between
the financial industry and the many or-
dinary Americans who are still waiting
for an economic recovery.

Over the next week or so, Bank of
America, Citigroup, Goldman Sachs and
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Jamie Dimon, chief executive of
JPMorgan Chase, said the bank “fell
short” of its earnings potential. 
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By ANDREW ROSS SORKIN
and MICHAEL J. de la MERCED

Hershey edged closer to a bid
for Cadbury of Britain on Friday,
people briefed on the matter said.
The move comes just days before
Kraft is set to disclose its final of-
fer for the confectioner.

Hershey, the chocolate maker
based in Pennsylvania, has been
lining up the billions of dollars in
financing needed to challenge
Kraft’s cash-and-stock proposal,
worth about $17.2 billion based on
Friday’s closing share price. The
company has been holding talks
with Cadbury over what would
constitute an acceptable bid.

Hershey has been working
with JPMorgan Chase and Bank
of America to raise at least $10
billion, these people said. It is
also planning to raise additional
equity by issuing new shares and
attracting outside capital. Its con-
trolling shareholder, a trust that
oversees the Milton Hershey
School, has been working on
fund-raising with Byron D. Trott,
the former Goldman Sachs bank-
er and Warren E. Buffett’s long-
time adviser.

Cadbury’s chairman, Roger
Carr, said on a conference call
with investors this week that
Hershey had recently reaffirmed

its interest in a potential deal.
But it is not clear whether Her-

shey is seeking to follow through
with an actual proposal or just
make enough noise to persuade
Kraft to pay more for Cadbury.
While some within the company
and the Hershey Trust have agi-
tated for a deal, its management
has been reluctant to stretch
Hershey’s finances too thinly.

Hershey, which under British
takeover law has until Jan. 23 to
make a bid, will not make an offer
without some assurance from
Cadbury that it would be accept-
ed, these people said. And while
Cadbury executives have hinted
that they would find a merger
with Hershey more acceptable
than one with a huge conglomer-
ate like Kraft, they have strongly
argued that they would prefer to
keep their 186-year-old company
independent.

In many ways, Hershey is find-
ing itself in an unusual box. While
it would like to acquire Cadbury,
creating a candy specialist with a
broad international presence, it
would like to do so at a price that
Cadbury would almost certainly
reject. And as speculation has
mounted over the last month that
Hershey was drawing closer to 

Hershey Said to Be Closer
To an Offer for Cadbury

Continued on Page 7

By TARA SIEGEL BERNARD

Most everyone needs financial advice.
The big question is how much.

There are tens of thousands of advisers
out there, with varying levels of expertise,
who charge varying fees for their services.
And professional advice doesn’t guarantee
good returns. You need look no further for
evidence than the market collapse of 2008-9,
when most people lost money, even those
with the supposedly ideal mix of invest-
ments, hand-picked by their financial plan-
ners.

Still, financial advice can cover much
more than choosing investments. Many of
us could use as much help in managing our
debts as in increasing our savings.

So how much advice do we need? At what
point should we pay for it? And how much is
it worth?

Wealthy families rely on a cadre of capa-
ble professionals who cater to them, and
paying for advice is as natural as paying the
landscaper. For everyone else, figuring out
what’s needed depends, at least in part, on
your stage in life, your goals and what you
expect to receive in return. Are you, in other
words, a new college graduate with $50,000
in debt, $30,000 in income and a brand-new
401(k), or a 60-year-old trying to prepare for
retirement? Or someone in between? 

You may need only some straight-ahead
advice on how to invest your retirement

money, or you may really want someone to
make sure you stick to your plans — the
equivalent of a fiscal trainer.

“Are you paying for investment advice?”
asked Carl Richards, a financial planner
and proprietor of a Web site called Behavior

Gap. “Are you paying for life coaching?
What is the nature of the financial advice?”

Once you figure out what you are looking
for, it’s easier to determine how much help
you need and where to look. Of course, 

YOUR MONEY

For Financial Advice, Find the Proper Dosage

Continued on Page 6

Joe Nocera, whose Talking Business col-
umn normally appears on this page, is on
book leave.

TOO LITTLE BUSINESS FOR TOO MANY SHIPS

Global trade is starting to recover from a steep decline last year, providing work for
ships like the Maersk Dunedin, at a port in Algeciras, Spain. But the container ship-
ping industry is suffering after expanding too much in the boom years. Page B5. 
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By BRAD STONE and DAVID BARBOZA

The Great Firewall of China is hardly im-
pregnable.

Just as Mongol invaders could not be
stopped by the Great Wall, Chinese citizens have
found ways to circumvent the sophisticated In-
ternet censorship systems designed to restrict
them. 

They are using a variety of tools to evade
government filters and to reach the wide-open
Web that the Chinese government deems danger-
ous — sites like YouTube, Facebook and, if Google
makes good on its threat to withdraw from China,
Google.cn.

It’s difficult to say precisely how many peo-
ple in China engage in acts of digital disobedi-
ence. But college students in China and activists
around the world say the number has been grow-
ing ever since the government stepped up efforts

years ago. 
Jason Ng, a Chinese engineering school

graduate who will say only that he works in the
media business, wakes every day at 8:30 a.m.,
and then begins his virtual travels through an
open, global network by fanqiang, or “scaling the
wall.” He connects to an overseas computer with
a link, called a proxy server, that he set up him-
self. It costs 15 renminbi, or around $2, a month to
share with about two dozen other friends. 

Mr. Ng then works on his blog and checks the
news on Google Reader and Twitter to “officially
start my day of information.” Chinese citizens en-
gaged in such practices say the government rare-
ly cracks down on them individually, preferring
instead to go after prominent dissidents who pub-
lish information about forbidden topics online. 

As a result, college students, human rights 

to “cleanse” the Web during the Beijing Olympics
and the Communist regime’s 60th anniversary
last year. 

As part of that purge, the Chinese govern-
ment shut down access to pornography sites,
blogs, online video sites, Facebook, Twitter and
more.

While only a small percentage of Chinese use
these tools to sidestep government filters, the
ease with which they can do it illustrates the diffi-
culty any government faces in enforcing the type
of strict censorship that was possible only a few

Scaling the Digital Wall in China 
A Few Internet Users
Find Ways Around
Government Filters

Continued on Page 4

By DAVID BARBOZA 
and BRAD STONE

SHANGHAI — If Goo-
gle pulls out of China because

of frustration with government
restrictions, it will not be the first

time an American Internet giant has
retreated from the country.

EBay and Yahoo arrived with high hopes
for a market that failed to live up to their ex-

pectations. Social sites like Facebook, MySpace
and Twitter have never managed to gain a significant

foothold in China, partly because of government block-
ing and censorship and partly because most major Chinese

Internet companies offer popular social networking features
of their own.

In fact, no major American Internet company has dominated its
field in China, which by some measures is the world’s largest Internet

market. Many experts thought Google would be the first.
“There’s no U.S. Internet company close to being a leader here,” says

Gary Rieschel, founder and managing director of Qiming Venture Partners, a
venture capital firm. “And most of the wounds are self-inflicted.”

While each failure has been different, analysts say the cases may help explain why
Google is frustrated — not just by government censors but by its inability to catch its big

Chinese rival, Baidu.
Google, an Internet Goliath with $22 billion in revenue and some of the smartest people on

the planet, is getting clobbered in China, holding 33 percent of the search engine market to Bai-
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By ERIC DASH

JPMorgan Chase kicked off what is
expected to be a robust — and contro-
versial — reporting season for the na-
tion’s banks on Friday with news that
its profit and pay for 2009 soared. 

In a remarkable rebound from the
depths of the financial crisis, JPMorgan
earned $11.7 billion last year, more than
double its profit in 2008, and generated
record revenue. The bank earned $3.3
billion in the fourth quarter alone. 

Those cheery figures were accompa-
nied by news that JPMorgan had ear-
marked $26.9 billion to compensate its
workers, much of which will be paid out
as bonuses. That is up about 18 percent,
with employees, on average, earning
about $129,000. 

Workers in JPMorgan’s investment
bank, on average, earned roughly
$380,000 each. Top producers, however,
expect to collect multimillion-dollar
paychecks.

The strong results — coming a day af-
ter the Obama administration, to howls
from Wall Street, announced plans to
tax big banks to recoup some of the
money the government expects to lose
from bailing out the financial system —
underscored the gaping divide between
the financial industry and the many or-
dinary Americans who are still waiting
for an economic recovery.

Over the next week or so, Bank of
America, Citigroup, Goldman Sachs and

C M Y K Nxxx,2010-01-16,B,001,Bs-4C,E1

B1N

SATURDAY, JANUARY 16, 2010

S.& P. 500 1,136.03 D 12.43
Dow industrials 10, 609.65 D 100.90
Nasdaq composite 2,287.99 D 28.75
10-yr. Treasury yield 3.67% D 0.06
The euro $1.4358 D 0.0146

Personal Business
Hair Loss
Costly gimmicks abound,
but a quick trip to the doc-
tor is the best remedy. B6

Johnson & Johnson is accused of
paying kickbacks to help sales. B2

U.S. mortgage plan helps more
homeowners, but lags goals. B3

Military buyers are
committed to an Air-
bus transport, but not
to its financing. B3

KATIE FALKENBERG FOR THE NEW YORK TIMES

Jamie Dimon, chief executive of
JPMorgan Chase, said the bank “fell
short” of its earnings potential. 
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Hershey edged closer to a bid
for Cadbury of Britain on Friday,
people briefed on the matter said.
The move comes just days before
Kraft is set to disclose its final of-
fer for the confectioner.

Hershey, the chocolate maker
based in Pennsylvania, has been
lining up the billions of dollars in
financing needed to challenge
Kraft’s cash-and-stock proposal,
worth about $17.2 billion based on
Friday’s closing share price. The
company has been holding talks
with Cadbury over what would
constitute an acceptable bid.

Hershey has been working
with JPMorgan Chase and Bank
of America to raise at least $10
billion, these people said. It is
also planning to raise additional
equity by issuing new shares and
attracting outside capital. Its con-
trolling shareholder, a trust that
oversees the Milton Hershey
School, has been working on
fund-raising with Byron D. Trott,
the former Goldman Sachs bank-
er and Warren E. Buffett’s long-
time adviser.

Cadbury’s chairman, Roger
Carr, said on a conference call
with investors this week that
Hershey had recently reaffirmed

its interest in a potential deal.
But it is not clear whether Her-

shey is seeking to follow through
with an actual proposal or just
make enough noise to persuade
Kraft to pay more for Cadbury.
While some within the company
and the Hershey Trust have agi-
tated for a deal, its management
has been reluctant to stretch
Hershey’s finances too thinly.

Hershey, which under British
takeover law has until Jan. 23 to
make a bid, will not make an offer
without some assurance from
Cadbury that it would be accept-
ed, these people said. And while
Cadbury executives have hinted
that they would find a merger
with Hershey more acceptable
than one with a huge conglomer-
ate like Kraft, they have strongly
argued that they would prefer to
keep their 186-year-old company
independent.

In many ways, Hershey is find-
ing itself in an unusual box. While
it would like to acquire Cadbury,
creating a candy specialist with a
broad international presence, it
would like to do so at a price that
Cadbury would almost certainly
reject. And as speculation has
mounted over the last month that
Hershey was drawing closer to 
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Most everyone needs financial advice.
The big question is how much.

There are tens of thousands of advisers
out there, with varying levels of expertise,
who charge varying fees for their services.
And professional advice doesn’t guarantee
good returns. You need look no further for
evidence than the market collapse of 2008-9,
when most people lost money, even those
with the supposedly ideal mix of invest-
ments, hand-picked by their financial plan-
ners.

Still, financial advice can cover much
more than choosing investments. Many of
us could use as much help in managing our
debts as in increasing our savings.

So how much advice do we need? At what
point should we pay for it? And how much is
it worth?

Wealthy families rely on a cadre of capa-
ble professionals who cater to them, and
paying for advice is as natural as paying the
landscaper. For everyone else, figuring out
what’s needed depends, at least in part, on
your stage in life, your goals and what you
expect to receive in return. Are you, in other
words, a new college graduate with $50,000
in debt, $30,000 in income and a brand-new
401(k), or a 60-year-old trying to prepare for
retirement? Or someone in between? 

You may need only some straight-ahead
advice on how to invest your retirement

money, or you may really want someone to
make sure you stick to your plans — the
equivalent of a fiscal trainer.

“Are you paying for investment advice?”
asked Carl Richards, a financial planner
and proprietor of a Web site called Behavior

Gap. “Are you paying for life coaching?
What is the nature of the financial advice?”

Once you figure out what you are looking
for, it’s easier to determine how much help
you need and where to look. Of course, 
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ships like the Maersk Dunedin, at a port in Algeciras, Spain. But the container ship-
ping industry is suffering after expanding too much in the boom years. Page B5. 
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The Great Firewall of China is hardly im-
pregnable.

Just as Mongol invaders could not be
stopped by the Great Wall, Chinese citizens have
found ways to circumvent the sophisticated In-
ternet censorship systems designed to restrict
them. 

They are using a variety of tools to evade
government filters and to reach the wide-open
Web that the Chinese government deems danger-
ous — sites like YouTube, Facebook and, if Google
makes good on its threat to withdraw from China,
Google.cn.

It’s difficult to say precisely how many peo-
ple in China engage in acts of digital disobedi-
ence. But college students in China and activists
around the world say the number has been grow-
ing ever since the government stepped up efforts

years ago. 
Jason Ng, a Chinese engineering school

graduate who will say only that he works in the
media business, wakes every day at 8:30 a.m.,
and then begins his virtual travels through an
open, global network by fanqiang, or “scaling the
wall.” He connects to an overseas computer with
a link, called a proxy server, that he set up him-
self. It costs 15 renminbi, or around $2, a month to
share with about two dozen other friends. 

Mr. Ng then works on his blog and checks the
news on Google Reader and Twitter to “officially
start my day of information.” Chinese citizens en-
gaged in such practices say the government rare-
ly cracks down on them individually, preferring
instead to go after prominent dissidents who pub-
lish information about forbidden topics online. 

As a result, college students, human rights 

to “cleanse” the Web during the Beijing Olympics
and the Communist regime’s 60th anniversary
last year. 

As part of that purge, the Chinese govern-
ment shut down access to pornography sites,
blogs, online video sites, Facebook, Twitter and
more.

While only a small percentage of Chinese use
these tools to sidestep government filters, the
ease with which they can do it illustrates the diffi-
culty any government faces in enforcing the type
of strict censorship that was possible only a few
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SHANGHAI — If Goo-
gle pulls out of China because

of frustration with government
restrictions, it will not be the first

time an American Internet giant has
retreated from the country.

EBay and Yahoo arrived with high hopes
for a market that failed to live up to their ex-

pectations. Social sites like Facebook, MySpace
and Twitter have never managed to gain a significant

foothold in China, partly because of government block-
ing and censorship and partly because most major Chinese

Internet companies offer popular social networking features
of their own.

In fact, no major American Internet company has dominated its
field in China, which by some measures is the world’s largest Internet

market. Many experts thought Google would be the first.
“There’s no U.S. Internet company close to being a leader here,” says

Gary Rieschel, founder and managing director of Qiming Venture Partners, a
venture capital firm. “And most of the wounds are self-inflicted.”

While each failure has been different, analysts say the cases may help explain why
Google is frustrated — not just by government censors but by its inability to catch its big

Chinese rival, Baidu.
Google, an Internet Goliath with $22 billion in revenue and some of the smartest people on

the planet, is getting clobbered in China, holding 33 percent of the search engine market to Bai-
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JPMorgan Chase kicked off what is
expected to be a robust — and contro-
versial — reporting season for the na-
tion’s banks on Friday with news that
its profit and pay for 2009 soared. 

In a remarkable rebound from the
depths of the financial crisis, JPMorgan
earned $11.7 billion last year, more than
double its profit in 2008, and generated
record revenue. The bank earned $3.3
billion in the fourth quarter alone. 

Those cheery figures were accompa-
nied by news that JPMorgan had ear-
marked $26.9 billion to compensate its
workers, much of which will be paid out
as bonuses. That is up about 18 percent,
with employees, on average, earning
about $129,000. 

Workers in JPMorgan’s investment
bank, on average, earned roughly
$380,000 each. Top producers, however,
expect to collect multimillion-dollar
paychecks.

The strong results — coming a day af-
ter the Obama administration, to howls
from Wall Street, announced plans to
tax big banks to recoup some of the
money the government expects to lose
from bailing out the financial system —
underscored the gaping divide between
the financial industry and the many or-
dinary Americans who are still waiting
for an economic recovery.

Over the next week or so, Bank of
America, Citigroup, Goldman Sachs and
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”
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A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.

Scaling the Digital Wall, Some Internet Users in China Defy Filters 
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”

PHILIPPE LOPEZ/AGENCE FRANCE-PRESSE -- GETTY IMAGES 

A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”

PHILIPPE LOPEZ/AGENCE FRANCE-PRESSE -- GETTY IMAGES 

A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”

PHILIPPE LOPEZ/AGENCE FRANCE-PRESSE -- GETTY IMAGES 

A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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from Shanghai. Dan Levin con-
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search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”
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A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”

PHILIPPE LOPEZ/AGENCE FRANCE-PRESSE -- GETTY IMAGES 

A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”
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A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”

PHILIPPE LOPEZ/AGENCE FRANCE-PRESSE -- GETTY IMAGES 

A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”
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A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”

PHILIPPE LOPEZ/AGENCE FRANCE-PRESSE -- GETTY IMAGES 

A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 

NEWS CORP.

Outsmarted by local
entrepreneurs,
despite a huge
technological edge.

From First Business Page

Bao Beibei contributed research.

Nxxx,2010-01-16,B,004,Bs-BW,E1



3

B4 N THE NEW YORK TIMES, SATURDAY, JANUARY 16, 2010

activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”
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A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”

PHILIPPE LOPEZ/AGENCE FRANCE-PRESSE -- GETTY IMAGES 

A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”
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A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.
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Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 
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activists, bloggers, journalists
and even multinational corpora-
tions in China are rushing to use
tools that go over or around bar-
riers set up by Chinese regula-
tors, in part because they feel it is
the only way to participate in a
global online community.

Isaac Mao, a well-known blog-
ger and activist in China, says the
number of people seeking access
to blocked sites has grown as
more and more popular Web
sites have been shut down by
Beijing.

These digital dissidents have
begun to organize small confer-
ences and networks to share in-
formation and tricks about how
to get access to banned material.
“People start to hold a grudge
against the government for de-
priving them of access to the Web
sites they regularly visit,” Mr.
Mao says.

But as the government has ex-
panded its control over Internet,
it has also intensified efforts to
close some of the channels being
used to evade the online block-
ade. The result has been a tech-
nological game of cat and mouse
between the Chinese government
and a global contingent fighting
for online freedoms. 

AnchorFree, a start-up based
in Sunnyvale, Calif., has built a
profitable business by providing
free, advertising-supported soft-
ware called Hotspot Shield that
tunnels about 7.5 million people
around the world into the In-
ternet by encrypting Internet us-
ers’ data and cloaking their iden-
tities.

But last summer, the Chinese
government blocked Anchor-
Free’s Web site so that Chinese
citizens could no longer down-
load the software. Almost imme-
diately, its users began e-mailing
their own copies of the program
to friends and posting links to
other sites that hosted it. The
program’s use in China has dou-
bled since then, said David Goro-
dyansky, AnchorFree’s founder.

Other censorship-evading tools
have been created by nonprofit
companies trying to combat au-
thoritarian governments and by
former Chinese citizens who, in
many cases, want to help fellow
members of persecuted minority

groups still in the country. 
Several such tools were creat-

ed by a group called G.I.F., or
Global Internet Freedom. It was
founded in 1999 by members of
the Falun Gong sect living in the
United States as a way to get un-
fettered information about their
practice into the country by
e-mail. About a million people in
China now use the service, which
is maintained by about 50 volun-

teers around the world.
Users must download the

G.I.F. programs and then every
time they use servers, find the In-
ternet Protocol addresses, or
online coordinates, of servers
around the world. G.I.F. volun-
teers try to distribute these co-
ordinates through a multitude of
channels, like instant-messaging
services.

David Tian, a NASA engineer
in Maryland who says he works
harder at night on G.I.F. than he
does during the day on weather
satellites, says that officials from
the Chinese government have be-
gun posing as G.I.F. users, so
they can intercept those I.P. ad-
dresses and block them. In turn,

G.I.F. volunteers now work to
identify these government offi-
cials and track them, so they can
keep the information out of their
hands.

An even bigger challenge, Mr.
Tian said, is keeping up with the
rapidly growing demand for the
service from countries like China
and Iran. “The bottleneck is not
their firewall, it’s our capacity,”
he said. “We have to limit band-
width to what we can afford, so
when there are a lot of users,
some have to wait.”

Many of these organizations
are hoping the United States gov-
ernment will help out with
money. Since the 2008 budget
year, Congress has appropriated

nearly $50 million for tools that
encourage “Internet freedom,”
though only a small portion of
that money has yet been handed
out.

One problem, says Michael J.
Horowitz, a fellow at the Hudson
Institute, a conservative policy
research group, is that that the
federal government appears re-
luctant to pay for efforts associat-
ed with groups that alienate the
Chinese government. 

“Many of these guys are Falun
Gong practitioners and the State
Department doesn’t want to ag-
gravate China,” he said. “China
goes more nuclear at the mention
of Falun Gong than any other two
words in the whole dictionary.”

Despite these bureaucratic bat-
tles, people on the side of greater
Internet freedoms in the continu-
ing fight against Big Brother say
the battlefield is inherently tilted
in their favor. 

“The architecture of the In-
ternet makes our work easier,”
said Bill Xia, a programmer
based in North Carolina whose
software tools, including Dyna-
Web and FreeGate, are used by
hundreds of thousands of people
in China every day to access for-
bidden sites. “The starting point
of the Internet is open networks.
Everybody can publish and re-
ceive data, and unless they want
to shut down the whole Internet,
we have the advantage.”
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A cafe in Shanghai. Some say the government mostly trains its efforts on prominent dissidents who publish information about forbidden topics online.

Scaling the Digital Wall, Some Internet Users in China Defy Filters 
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Brad Stone reported from San
Francisco and David Barboza
from Shanghai. Dan Levin con-
tributed reporting from Beijing,
and Bao Beibei contributed re-
search from Shanghai.

Beijing parries a
global contingent for
online freedoms. 

du’s 63 percent. Google has
gained significant market share
since it formally entered China
five years ago, but almost all of
that has come from smaller ri-
vals. Baidu also gained market
share in that time.

No one expected it to be this
way. America’s bleeding-edge
technology giants came here
armed with cash, intellectual
property and an ability to man-
age complex networks and intro-
verted workers. They each
bought or invested in local In-
ternet companies and hired Chi-
nese executives, and they
worked to show sensitivity to the
byzantine social customs of the
world’s most populous country. 

But all of them were outsmart-
ed in different ways.

Google set up its China busi-
ness in 2006, after it invested in
Baidu and then reportedly tried
and failed to buy it outright. Bai-

du, founded in 2000 when the Chi-
nese Internet was just beginning
to bud, carved out a strong pres-
ence by offering something that
Google, at first, would not: easy
links to download pirated songs,
TV shows and movies from Chi-
nese Web sites. 

Baidu claimed this was legal
because the media files were not
on its own computers. Google it-
self finally introduced a free
online music service in China in
2009, with the permission of the
music labels, but it has never
managed to make up the lost
ground.

“Searching for music is what
people did early on in China,”
said Felix Oberholzer-Gee, a pro-
fessor at Harvard Business
School who has studied the Chi-
nese Internet market. “It was
huge, and Google didn’t have it.” 

Google has said that its threat
to leave China has nothing to do
with financial considerations.

Perhaps no company tripped
up as badly in China as Yahoo. It

bought a local Internet company
in 2004 to expand its Web pres-
ence and compete with Baidu and
the local portal Sina.com. After it
failed to gain ground, Yahoo
abruptly reversed course, paying
a billion dollars for a 40 percent
share in Alibaba, a local Internet
giant, which then took over its
Chinese business.

Yahoo reaped a financial wind-
fall when Alibaba stock soared in
an initial offering in 2007, much
as Google did when it sold its
stake in Baidu. But operationally
Yahoo had failed in the country —
and it was only beginning to pay
for that failure. In 2004, the non-
profit group Doctors Without
Borders reported that Chinese
dissidents had been jailed be-
cause Yahoo released the con-
tents of their e-mail accounts to
the Chinese government. In sub-
sequent years, Yahoo executives,
including Jerry Yang, a co-
founder, were hauled before Con-
gress and berated over the inci-
dent.

EBay was the only technology
giant that got a fast start in the
Chinese market. In 2003, eBay
bought EachNet, the leading Chi-
nese auction house, and briefly
controlled 80 percent of the Chi-
nese e-commerce market. 

Then it was completely out-
maneuvered. EBay charged for
listings, while a local upstart, Ali-
baba’s consumer-oriented auc-
tion site Taobao.com, did not.
EBay also did not offer ways for
buyers and sellers to chat online,
fearing they would close their
transactions off the site to avoid
paying fees. Taobao executives
understood that live conversa-
tions were necessary for Chinese
consumers to cultivate trust, and
offered an instant-message serv-
ice to allow them to haggle over
deals. 

EBay also put its Chinese auc-
tions on Web servers outside the
country, resulting in a sluggish
service that was difficult for
some Chinese citizens to access. 

EBay surrendered and left Chi-
na in 2006, leaving the market to
Taobao, which also now dwarfs
Amazon’s Chinese e-commerce
site.

The most recent underachiev-
er in China was MySpace, owned
by the News Corporation, which
set up a locally owned Chinese
business in mid-2007. But mil-
lions of people already use the so-
cial services of local Internet
companies, like Tencent, which
operates an online entertainment
bazaar and has a stock market

value of $37 billion, bigger than
eBay’s. Tencent’s QQ instant
messaging software is a huge cul-
tural phenomenon in China, used
by hundreds of millions of people. 

Tencent has also led the way

on social games and virtual cur-
rency, a field in which American
social networks are only now be-
ginning to catch up. MySpace
shook up its Chinese subsidiary
in 2008, and its chief executive

departed.
American high-tech companies

declined to comment this week
on their China misadventures.
But many high-tech executives
and American experts on China

complain that it is not an even
playing field. American compa-
nies must operate in China
through locally owned firms, cre-
ating a cumbersome ownership
structure that limits their flexibil-
ity. They are also handicapped by
one factor completely out of their
control: government censorship
and favoritism of local firms.

Google executives have said
they are frustrated by censors
who constantly scrutinize Goo-
gle’s local search engine and try
to control or erase its contents.
Access to Twitter and Facebook
is routinely blocked by the Chi-
nese government. Local compa-
nies, on the other hand, often
maintain close ties with regula-
tors, which helps them anticipate
new policies as the government
increasingly worries that the
Web might become a forum for
antigovernment dissent.

Some in China say the Ameri-
can companies could work hard-
er at thinking locally. Tu Jianlu,
who used to work at Yahoo China,
says Yahoo struggled here be-
cause its executives did not un-
derstand the Chinese market, did
not trust local executives and
often brought in outsiders to run
things.

“When Yahoo China came up
with new ideas and strategies, we
had to report to the headquarters
and wait for their feedback,” he
said. “It usually took a long time
to get their agreement. And when
we got it, it was too late, too late
for us to compete with local com-
petitors.”

Ultimately though, Chinese
Web entrepreneurs have done a
good job of building Web sites
that are tailored to the Chinese
market.

Despite government restric-
tions, the Chinese Web over all is
both vibrant and chaotic. There
are thriving local blogs, enter-
tainment and online gaming
sites, a booming trade in virtual
currency and even pornography
(nude video chat rooms come
and go). 

Meanwhile, Chinese Internet
tycoons like Jack Ma of Alibaba,
Robin Li of Baidu and Pony Ma of
Tencent are national figures, cel-
ebrated for their instincts and in-
telligence, much as Jeffrey P.
Bezos, Sergey Brin and Larry
Page are in the United States.

“The problem here is when you
get down in the weeds and talk
about flexibility and tactics, Chi-
nese entrepreneurs are hard to
beat,” says Mr. Rieschel at Qim-
ing Ventures.

Google Not the First Internet Company to Find Business Barriers in China

HYUNGWON KANG/REUTERS

Jerry Yang, the co-founder of Yahoo, looked at Gao Qin Sheng, the mother of the dissident Shi
Tao, at Congressional hearings in 2007. Yahoo reported Mr. Shi to authorities.

Trying to Placate Everyone and Pleasing No One
American Internet companies trying to make inroads into China have been unable to overtake 
domestic competitors, which often have fewer problems complying with strict censorship laws. 
Though the American companies have sometimes run afoul of Chinese authorities, they have also 
been attacked at home for appeasing the censors. Here are some examples. 

The company handed over information about 
personal e-mail accounts to Chinese authori-
ties who used it to convict four dissidents and 
journalists – Wang Xiaoning, Li Zhi, Jiang Lijun 
and Shi Tao – of sedition and leaking state 
secrets. In 2007, Yahoo reached an out-of-
court settlement with the families of Mr. Wang 
and Mr. Shi, who had sued the company for 
helping the Chinese government. 

YAHOO

In 2005, it rolled out a blogging service in China 
that did not allow words like "freedom" and 
"democracy" in the titles of posts. At the end of 
the year, it shut down the site of Zhao Jing, a 
well-known blogger, who also was a research 
assistant for The New York Times, after he wrote 
about the firing of an independent-minded editor 
at The Beijing News and the subsequent protest 
of 100 journalists over the firing. 

MICROSOFT

The company released its China Web search 
engine in early 2006 and agreed to allow topics 
like the Dalai Lama and Tiananmen Square to 
be heavily censored.

GOOGLE

When MySpace China was released in the 
spring of 2007, every page on the site included 
a link allowing users or monitors to “report 
inappropriate information” to the authorities. 

NEWS CORP.

Outsmarted by local
entrepreneurs,
despite a huge
technological edge.
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Bao Beibei contributed research.
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